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Abstract

We introduce a new, generic framework for private data analysis. The goal of private data analysis is
to release aggregate information about a data set while protecting the privacy of the individuals whose
information the data set contains. Our framework allows one to release functions f of the data with
instance-specific additive noise. That is, the noise magnitude is determined not only by the function we
want to release, but also by the database itself. One of the challenges is to ensure that the noise magnitude
does not leak information about the database. To address that, we calibrate the noise magnitude to the
smooth sensitivity of f on the database x — a measure of variability of f in the neighborhood of the
instance x. The new framework greatly expands the applicability of output perturbation, a technique for
protecting individuals’ privacy by adding a small amount of random noise to the released statistics. To
our knowledge, this is the first formal analysis of the effect of instance-specific noise in the context of
data privacy.

Our framework raises many interesting algorithmic questions. Namely, to apply the framework one
must compute or approximate the smooth sensitivity of f on . We show how to do this efficiently for
several different functions, including the median and the cost of the minimum spanning tree. We also
give a generic procedure based on sampling that allows one to release f(z) accurately on many databases
x. This procedure is applicable even when no efficient algorithm for approximating smooth sensitivity
of f is known or when f is given as a black box. We illustrate the procedure by applying it to k-SED
(k-means) clustering and learning mixtures of Gaussians.
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1 Introduction

Data privacy is a fundamental problem of the modern information infrastructure. Collections of personal
and sensitive data, previously the purview of governments and statistical agencies, have become ubiquitous
as database systems have grown larger and cheaper. Increasing volumes of information are collected and
archived by health networks, financial organizations, search engines, intrusion detection systems, social
networking systems, retailers and other enterprizes. The potential social benefits from analyzing these
databases are enormous. The main challenge is to release aggregate information about the databases while
protecting the privacy of individual contributors.

There is a vast body of work on the data privacy problem, both in statistics and computer science (for
references, see [[149,26,27/18]]). However, the schemes proposed in most of the literature lack analysis that is
up to the level of rigor expected in, for example, cryptography. Typically, the schemes have either no formal
privacy guarantees or ensure security only against a specific suite of attacks. For example, it is widely
believed in traditional research on data privacy that, since data mining algorithms are designed to reveal
only ‘global’ information, it is safe to apply them ’as they are’ to sensitive data and publish the results.
There is currently no formal substantiation of such an assessment.

This work is part of a newly emerging rigorous study of data privacy, inspired by research in cryptogra-
phy, which acquired the name of private data analysis. This line of work [[L1117016/417U8/12] presents precise
mathematical definitions of data privacy, that give meaningful guarantees in the presence of a strong, realis-
tic adversary. The most successful of these definitions, differential privacy [15]] (see Definition[I.T)), has lead
to an explosion of new results [12/13l6/3121]] . Protocols satisfying the definitions employ a technique called
output perturbation, according to which the results of data analysis are released after the addition of a small
amount of random noiseﬂ Blum et al. [4]] and Dwork et al. [[15] present frameworks for releasing a specified
function f of the data = while preserving privacy. The noise added to f(x) in these frameworks depends
only on f, and not on the database x. This provides a provably secure method for releasing many useful
functions, such as means, variances, histograms, contingency tables and the singular value decomposition.

Instance-Specific Noise. We introduce a new generic framework for private data analysis. Our frame-
work allows one to release functions f of the data with instance-specific additive noise. That is, the noise
magnitude is determined not only by the function we want to release, but also by the database itself. One
of the challenges is to ensure that the noise magnitude does not leak information about the database. To
address that, we calibrate the noise magnitude to the smooth sensitivity of f on the database x — a measure
of variability of f in the neighborhood of the instance x. The new framework greatly expands the applica-
bility of output perturbation. To our knowledge, this is the first formal analysis of the effect on privacy of
instance-specific noise.

Our framework raises many interesting algorithmic questions. To apply the framework one must com-
pute or approximate the smooth sensitivity of f on z. These computations are non-trivial and, for some
functions f, N P-hard. The approximation problems are further complicated by the requirement that the
approximation must be smooth, that is, it should not change quickly in any neighborhood of its input space.
This requirement prevents the noise magnitude, which is based on the approximation to smooth sensitivity,
from leaking information.

Our framework generalizes the results of [4/15]. Those works calibrate noise to the global sensitivity, a
simple but often crude upper bound on the smooth sensitivity. For many functions f and databases x, we

ISince the conference version of our work has been published, promising techniques other than output perturbation have been
developed (see, for example, [2115]]). However, output perturbation is still the dominant method in the design of differentially
private protocols.



can release f(x) with less noise than in [4/15]. In particular, there are many functions for which previous
frameworks are not applicable because they would add so much noise that the output would be meaningless.
We make several observations useful for computing and approximating smooth sensitivity, and demonstrate
their applicability for two types of data: real numbers contained in a bounded range, and graphs where
individuals hold information about edges. For real numbers, we give efficient algorithms for computing
and approximating the median and the minimum. For graphs, we give polynomial-time algorithms for
computing the cost of the minimum spanning tree, and the number of triangles.

Sample and Aggregate. The framework of smooth sensitivity is very powerful. However, in order to use it
directly for releasing a function f, one needs to design an efficient algorithm for computing or approximating
the smooth sensitivity of f. For a given function, such an algorithm might not exist or might be difficult
to design. More importantly, this step cannot be automated. In the interactive model, where users of the
statistics can specify the function f to be evaluated on the database, it implies that the smooth sensitivity for
all allowed user requests has to be analyzed and known in advance.

We present a sample and aggregate framework that circumvents these difficulties — a generic method
that is efficient for a large class of functions, and can be applied without an explicit computation of smooth
sensitivity. This method can be fully automated and works even when f is given as a black box. It allows
users to specify their query function f simply by giving a computer program.

For example, many data mining algorithms perform some kind of clustering on their data. The global
sensitivity framework [[15] allows one to release the cost of clustering, but not cluster centers. In general,
we do not know how to compute or approximate smooth sensitivity of cluster centers. We illustrate the
sample and aggregate framework by applying it to two clustering problems: k-Squared Error Distortion
clustering (also called k-means) and learning mixtures of Gaussian distributions. In both cases, we show
that on interesting instances we can release the set of centers with very little noise.

In the following we review some of the prior research, and state our results.

1.1 Privacy Definition

As in [170111164/15/12]], we consider a trusted agency setup, where users’ queries are answered by a trusted
agency that holds the database. Each query is a function f to be evaluated on the database. The database is
modeled as a vector x € D", where each entry z; represents information contributed by one individual. Each
entry could be an individual’s salary, or the weight of an edge in a network, or any other arbitrary complex
data. The server runs an algorithm .4 on the database = and sends back A(x). For example, A(x) could be
f(z) with added random noise. Our goal is to make .A(x) as close to f () as possible, thus enabling the user
to learn his target value as accurately as possible, while preserving the privacy of individual contributors.

We use the privacy definition from [[15/13]], which limits the incremental information a user might learn
in addition to what he knew before seeing the released statistics.

Notation. The Hamming distance d(x,y) between two databases is the number of entries on which x and
y differ, i.e., d(z,y) = [{i : z; # yi}|. Two databases are neighbors if they differ in a single individual’s
data, i.e., d(z,y) = 1.

For a particular query f and a database x, the randomized algorithm A defines a distribution A (z) on
the outputs. An algorithm A is private if neighbor databases induce nearby distributions on the outputs. The
intuition is that, all other things being equal, roughly the same information should be released no matter
what a particular individual’s data is.



Definition 1.1 (Differential Privacyﬂ [15013]). A randomized algorithm A is (e, d)-differentially private if
forall x,y € D™ satisfying d(xz,y) = 1, and for all sets S of possible outputs

Pr[A(z) € 8] < e Pr[A(y) € S] + 4 .
When § = 0, the algorithm is e-differentially private.

If the agency uses a differentially private algorithm then no individual has a pronounced effect on the
statistics published by the agency, in the sense that the output distribution is almost the same whether the
individual supplies his actual data or something irrelevant.

Differential privacy can be defined analogously for interactive protocols where each round consists of the
server publishing one statistics in response to one query f by a user. This definition composes smoothly: a ¢-
round protocol, in which each round is individually e-differentially private, is itself te-differentially private.
Similarly, a ¢-round protocol, in which each round is (e, 0)-differentially private, is (te, ¢tJ)-differentially
private. More generally:

Lemma 1.2 (Composition of Differentially Private Algorithms [1420]). Let A1, ..., A; be a sequence of

(€, 0) differentially private algorithms, where for each i, A; is selected based on the outputs of A1 (x), ..., Aj—1(x).
Given any strategy for selecting the algorithms A;, the protocol which outputs Ay (x), ..., Ai(x) is (te, t0)-
differentially private.

We focus on constructing differentially private algorithms that can be used on their own and in multi-
round protocols. Relying on Lemma([I.2] we omit from our discussion the noise magnitude dependency on
number of queries.

1.2 Calibrating Noise to Sensitivity

Recall that most works in private data analysis [11J16[4)15] use output perturbation, where privacy is
achieved by adding random noise that ‘masks’ the private information. To release a function f of the
database z, the server computes f(z) and publishes A(x) = f(x) + Z for some random variable Z. Here
we assume that f takes values in R?, and use the L; norm on R? (denoted || - |1, or simply || - ||) as a
distance metric on outcomes of f. This is mainly for ease of presentation as the following analysis may be
generalized to other metric spaces, such as the Ly (Euclidean) metric and the earthmover distance on sets of
points in R%.

Definition 1.3 (Global Sensitivity [15]). For f : D™ — R% the global sensitivity of f (with respect to the
{1 metric) is

GS;= ma 2 |
1= e (@) = fW)l

Dwork et al. [15] showed how to construct differentially private estimates of a real function f by adding

noise sampled from the Laplace distribution with magnitude proportional to the global sensitivity:

Definition 1.4 (Laplace Distribution). The probability density function (p.d.f.) of the Laplace distribution
Lap(\) is h(z) = %e*M/)‘. It has zero mean, and standard deviation /2.

Claim 1.5 ([15)). For all f : D" — R, the database access mechanism Af(x) = f(x) + (21, ..., Zy),
where the Z; are drawn i.i.d. from Lap(GS¢/e), is e-differentially private.

The term “differential privacy” was coined by Mike Schroeder and first appeared in Dwork [12]; The paper that defined this
notion, [15], called it e-indistinguishability. The variant with two parameters, € and 9, first appeared in [13].



Claim yields two generic approaches to constructing database access mechanisms for functions
f. The first approach [15] is to show that GS¢ is low, and hence f(z) can be released with noise Z ~
Lap(GSy/e). The second approach [4] is to use Lemma and express f in terms of functions g1, go, . . .
with low global sensitivity. One needs then to analyze how the addition of noise to g1, g3, . . . (needed for
differential privacy) interferes with the computation of f.

These approaches are productive for many functions, such as sum queries [[11/16]; Principle Compo-
nent Analysis, the Perceptron algorithm, k-means, learning ID3 decision trees, statistical learning [4]; his-
tograms, Singular Value Decomposition, distance to a property, and functions that can be estimated on all z
using small random samples from x [15]].

1.3 Smooth Sensitivity

In the global sensitivity framework of [15] described above, noise magnitude depends on G Sy and the
privacy parameter €, but not on the instance . For many functions, such as the median f,,,.4, this approach
yields high noise, that does not reflect the function’s typical insensitivity to individual inputs. We propose a
local measure of sensitivity:

Definition 1.6 (Local Sensitivity). For f : D™ — R and x € D™, the local sensitivity of f at x (with
respect to the {1 metric) is

LSp(z) = max |f(z) = f(y)lh-
yid(z,y)=1
Observe that the global sensitivity from Definition[I.3]is GSy = max, LSf(z). The notion of local sensi-
tivity is a discrete analogue of the Laplacian (or maximum magnitude of the partial derivative in different
directions). It has appeared before in the (seemingly unrelated) context of concentration of measure [29].
The current work is the first to use it in the context of private data analysis.

Suppose we release the median f,.q(«) with noise magnitude proportional to LSy,  (x), instead of
GSy, ., The resulting algorithm would add significantly less noise for typical inputs. However, it is too
naive, and does not satisfy Definition |1.1] as the the noise magnitude itself reveals information about the
database (see Section [2] for more details).

Our goal is hence to add instance-specific noise with smaller magnitude than the worst-case noise
GS¢/e, and yet satisfy Definition The reader might be concerned that when the noise depends on
the database, the client will not know the accuracy of the answer supplied by the database access mecha-
nism. However, the noise magnitude itself is guaranteed to be an insensitive function of the database. Hence,
if the client desires to query the database about the noise magnitude on the input x, he is guaranteed to get
the answer to this query with very little noise added.

We define a class of smooth upper bounds Sy on LS such that adding noise proportional to Sy is safe.
We define a special smooth function S} that is optimal, in the sense that Sy(z) > S}(x) for every other
smooth S, and show how to compute S; as well as smooth approximation to it for the median, and the cost
of a minimum spanning tree (MST).

There are many other functions for which global sensitivity framework yields unacceptably high noise
levels while the smooth sensitivity framework performs well on many instances. For some of them (e.g., the
minimum and the maximum), computing smooth sensitivity is trivial. (In fact, understanding the smooth
sensitivity of the minimum is needed for our algorithm for computing the smooth sensitivity of the MST
cost.) For others (e.g., the number of triangles in a graph), it requires more ingenuity. Finally, there are
very natural classes of functions (e.g., the cluster centers for various clustering problems and the problem



of learning the mixtures of Gaussians), for which no efficient algorithms for approximating smooth sensi-
tivity are known. The sample and aggregate framework circumvents this difficulty by providing an efficient
database access mechanism that treats the query function as a black box.

1.4 The Sample and Aggregate Framework

Sample and aggregate works by replacing f with a related function f for which smooth sensitivity is low
and efficiently computable. The function f can be thought of as a “smoothed” version of f. First, f
(restricted to smaller inputs) is evaluated on a sublinear number of random samples from database x. Such
evaluations are performed several times and the results are combined with a novel aggregation function that
we call the center of attention. The output of this computation, denoted by f, is released using the smooth
sensitivity framework. The released value is close to the desired answer, f(x), on databases for which f(z)
is approximated well by evaluating f on the random samples. The intuition is that for such = each entry
x; can be changed without affecting the value of the function significantly, since this entry is not likely to
appear in the sample.

Dwork et al. [15, Lemma 1] proved that if f can be approximated well from random samples on all
inputs then the global sensitivity of f is low, and consequently f can be released with a small amount of
noise. This result looks similar to our claim that in the sample and aggregate framework, f(x) will be
released accurately on inputs for which f(x) is approximated well from random samples. However, our
result is qualitatively stronger in two respects. First, our result is instance-specific: it applies to input x even
if for some other x’ # =z, evaluating f on a random sample from 2’ does not yield a good approximation
to f(z'). Second, the result of [15] is not algorithmic: since the approximation guarantee must hold for
all instances, it only gives a proof technique to bound the global sensitivity of f. In contrast, sample
and aggregate yields efficient database access mechanisms for all query functions that can be evaluated
efficiently on samples from the database.

Our mechanism releases accurate answers on several interesting classes of inputs. For example, we
prove that k-SED (k-means) cluster centers are released accurately when the data is well-separated, ac-
cording to the definition proposed by Ostrovsky et al. [25[]. This definition implies that all near-optimal
clusterings of x induce similar partitions of the points of x. [25] use this fact to show that well-separated
data sets are amenable to heuristics based on Lloyd’s algorithm. Our techniques also allow one to learn and
publish accurate parameters of a mixture of k spherical Gaussian distributions when the data x consists of
polynomially-many (in the dimension and k) i.i.d. samples from the distribution.

Previously, Blum et al. [4]] showed that if there is an algorithm for approximating f(x) using “noisy
sum queries”, then f(x) can be released accurately while preserving privacy. Their framework can also be
interpreted as identifying a “good” class of functions and inputs for which one can add relatively little noise.
Their approach requires a fairly in-depth understanding of f, as one must be able to express f in terms of a
limited class of queries to the data.

Using their framework, Blum et al. [4] gave a private version of a specific heuristic for k-SED clustering,
called Lloyd’s algorithm (or the k-means algorithm). They did not, however, prove guarantees on how close
the final output of the algorithm is to the optimal cluster centers for x. To our knowledge, our algorithms
are the first to provide such guarantees while preserving privacy.



2 Instance-Specific Additive Noise

Recall that in the interactive framework, the database is stored on the trusted server. When the user needs to
obtain f(x), he sends a query f to the server and gets f(z)+ N (x)Z as areply, where Z is a random variable
drawn from a noise distribution in R? (fixed in advance and known to the user) with standard deviation 1 in
each coordinate. The sample from the noise distribution is multiplied by the scaling factor N (x), which we
refer to as the noise magnitude. As explained in the Introduction, [15] gave e-differentially private protocols
where the noise magnitude N (z) is proportional to global sensitivity of f(-) (and therefore independent
of database x). In this section, we explain how to safely release f(z) with potentially much smaller noise
magnitude, tailored to database x.

2.1 Smooth Upper Bounds on LS; and Smooth Sensitivity

For a query function f, our goal is to release f(x) with less noise when the local sensitivity of f at z is
lower. This would allow us to release functions with large global (worst case) sensitivity, but typically small
local sensitivity with much greater accuracy than allowed in [[15].

Example 1. Let f,,.q4(z) = median(zy,...,z,) where x; are real numbers from a bounded interval, say,
D = [0, A]. For simplicity, assume 7 is odd and the database entries are sorted in the nondecreasing order:

T < - <z, Letm = "TH be the rank of the median element. Global sensitivity of the median,
GSy, ... is A, since for xy = -+ = xp, = 0and 1 = -+ = 2 = A, frned(z1,...,2,) = 0 and
fmed(®1, .., Tm—1, A, g1, ..., xn) = A. In this case, adding noise proportional to GS'y, ., completely

destroys the information. However, on typical inputs, fy,cq4 is not very sensitive: LSy . (z) = max(z,, —
Tm—1,Tm+1 — xm)

Ideally, we would like to release f(x) with noise magnitude proportional to LS¢(x). However, noise
magnitude might reveal information about the database. For example, in the case of the median, if the
noise magnitude is proportional to LSy, _,(x), then the probability of receiving a non-zero answer when

1 ="+ =Tmt1 = 0,Tmy2 = -+ = x, = A is zero (since the median is 0 and the local sensitivity is also
0) whereas the probability of receiving a non-zero answer on the neighboring database 1 = - -+ = x,, =
0,Zms1 = -+ = x, = A is significant (since the median is O but the local sensitivity is now A). Thus, the

protocol is not (e, 0)-differentially private when 0 is small (regardless of €). <)

The lesson from this example is that the noise magnitude has to be an insensitive function. To decide
on the noise magnitude we will use a smooth upper bound on the local sensitivity, namely, a function S that
is an upper bound on LS at all points and such that In(S(-)) has low sensitivity. We say .S is 5-smooth if

GSm(s) < B.

Definition 2.1 (A Smooth Bound on LS). For 3 > 0, a function S : D™ — R is a 3-smooth upper bound
on the local sensitivity of f if it satisfies the following requirements:

Ve e D" : S(x)

Va,y € D", d(z,y) =1: S(x)

LSy(x); (1)
e’ S(y). )

IN IV

Note that the constant function S(z) = G'S s meets the requirements of Deﬁnitionwith 8 = 0. When
B > 0itis a very conservative upper bound on LS. A function that is the smallest to satisfy Definition
is the smooth sensitivity of f:



Definition 2.2 (Smooth sensitivity). For 3 > 0, the B-smooth sensitivity of f is

S* — ( LS d(z,y>) ,
f,ﬁ( T) = ;2%55 F(y)-e
Lemma 2.3. S} ; is a 3-smooth upper bound on LSy. In addition, S} 5(z) < S(z) for all x € D" for
every (3-smooth upper bound S on LS.

Proof. To see that S}’ 5 18 an upper bound on LSy, observe that

Sjate) = wax(L8y(0). ., (LS5t #4))
> LS¢(x).

Next we show that 57 5 is S-smooth, i.e, that S}’g(y) > e St ﬁ(:n) for all neighboring databases x
and y. Fix z,y € D" with d(z,y) = 1. Letz’ € D" be such that S} 5(z) = LSy(2") - e~Pd@2') By the
triangle inequality, d(y, 2') < d(y, z) + d(x,2’) = d(z, 2’) + 1. Therefore,

Sisly) > LSp(a!) - el
> LSf(x/) . e—ﬁ(d(x,a;’)_l)
= e P LSa!) e PUe) = 7P 57 ().

Now let S be a function satisfying Definition We will show that S(z) > S} 5(z) forallz € D™

To prove this, it is enough to establish that S(z) > LS;(y) - e=#4@Y) for all 2,y € D". We demonstrate it
by induction on d(z, y).

The base case, S(x) > LSy(x), is the requirement (1)) of Definition [2.1] For the induction step, suppose
S(z') > LS¢(y) - e PU=) for all 2’ y at distance k. Consider z,y at distance k + 1. There exists z':
d(z,z') = 1,d(2',y) = k. By requlrement 2)) of Deﬁmtlon L S(x) > S(a') - e7P. Using the induction
hypothesis, S(z') > LS;(y) - e 74="%) we get S(x) > LS;(y) - e P = LS (y) - e~ PU@Y) ag
required. O

2.2 Calibrating Noise According to Smooth Upper Bounds on LS,

This section explains how to select a noise distribution so that adding noise proportional to a smooth up-
per bound on the local sensitivity results in a differentially private algorithm. In our smooth sensitivity
framework, the noise magnitude is proportional to SfT(x), where Sy is a 3-smooth upper bound on the local
sensitivity of f, and «, 3 are parameters of the noise distribution.

For functions that return a single real value, we obtain the following concrete bounds, which follow from

Lemmas and

Corollary 2.4 (Calibrating Noise to Smooth Bounds on the Sensitivity, 1-Dimensional Case). Let f : D" —
R be any real-valued function and let S : D™ — R be a 3-smooth upper bound on the local sensitivity of f.
Then

1. If p < 2(7711) and v > 1, the algorithm x — f(x) + 20+)S(@) | 1, where 1 is sampled from the

distribution with density h(z) o is e-differentially private.

_1
L[z



25(x)

€

2.IfB < ﬁ(% and § € (0,1), the algorithm x — f(z) +
n(3

differentially private.

- m, where n ~ Lap(1), is (€,9)-

For functions taking values in R?, the situation is more complicated since the smoothing parameter (3
will depend on d as well as € and §. Moreover, there are many natural choices of metrics with respect to
which one may measure sensitivity. We discuss the ¢; (Lemma[2.9) and ¢5 metrics below (Lemma [2.10).

2.2.1 Admissible Noise Distributions

We start by abstracting out a requirement on admissible noise distributions in Definition [2.5] In Lemma[2.6]
we prove that adding admissible noise and releasing the result is differentially private. Then we give several
examples of admissible noise distributions, including Laplace and Gaussian, and work out their parameters.

Notation. For a subset S of R?, we write S + A for the set {z + A | z € S}, and e - S for the set
{e*- 2| z € S}. We also write a & b for the interval [a — b, a + b).

Definition 2.5 (Admissible Noise Distribution). A probability distribution on R?, given by a density func-
tion h, is («, )-admissible (with respect to (1) if, for « = a(e, d), f = (€, d), the following two conditions
hold for all A € RY and \ € R satisfying | A||y < « and |\| < B, and for all measurable subsets S C R%:

Sliding Property: ZPrh [Z € S} < es . ZPrh [Z €S+ A} + % )
Dilation Property: Pr [Z € S} <e3. Pr [Z ce. 3} + % )
Z~h Zroh

Figure 1: Sliding and dilation for the Laplace distribution with p.d.f. h(z) = 2e~I*/, plotted as a solid line. The dotted lines plot

=3
the densities h(z 4 0.3) (left) and e®3h(e32) (right).
The definition requires the noise distribution to not change much under translation (sliding) and scaling
(dilation). See Fig. [I]for an example. A distribution satisfying the two properties can be used to add noise
proportional to a smooth upper bound on local sensitivity:

Lemma 2.6. Let h be an («, 3)-admissible noise probability density function, and let Z be a fresh random
variable sampled according to h. For a function f : D™ — R% let S : D™ — R be a 3-smooth upper bound
on the local sensitivity of f. Then algorithm A(z) = f(z) + 5@ . 7 s (e, 0)-differentially private.

[e%

For two neighbor databases = and y, the output distribution .A(y) is a shifted and scaled version of A(z).
The sliding and dilation properties ensure that Pr[A(z) € S] and Pr[A(y) € S] are close for all sets S of
outputs.

Proof of Lemma[2.6 For all neighboring x,y € D™ and all sets S, we need to show that

Pr[A(z) € S] < e - Pr[A(y) € S] + 0.



Denote S(‘T by N(z). Observe that A(z) € S if and only if Z € S, where S = SSE) et Sy =

N(z)
51+ M1 _ S0 g 5~ 5, M) _ S_f0) ey

PrjA(z) e §] = zlil;l [z € S

< Prlze&)-e/?+
z~h 2
) )
< P cef 4~ ef/2 4 2
< ZNl;l[zeSg] e+2 e +2

= Pl;l[.A(y) €S]-e +4.

The first inequality holds since A satisfies the Sliding Property of Definition and since

If@) —f@I _ @) —f@I @) =@l
N(z) S(x) L5y(x)
The second inequality holds since h satisfies the Dilation Property of Definition and since S(x) is [3-
smooth, which implies that ’ln N(Zg ‘ln gg; < |lnet?| < B. O

2.2.2 Examples of Admissible Noise Distributions

We discuss three families of admissible distributions on the real line; in higher dimensions, we use products
of these distributions (that is, we add independent noise in each coordinate) The first family is a general-
ization of the Cauchy distribution, which has density proportional to ; + ——. It yields “pure” e-differential
privacy (that is, with § = 0). We subsequently consider the Laplace and Gaussian distributions, which lead
to mechanisms with § > 0 (but tighter concentration and sometimes smaller noise).

Throughout the following proofs, we will use the following idea: to show that a dsitribution with density
h satisfies a property like dilation, it suffices to show that the logarithm of the ratio In( (Z+A)) is bounded
with high probability over z drawn according to the distribution given by A. Simialrly, for dilation we

analyze In( eng@ ).

Lemma 2.7. For any y > 1, the distribution with density h(z) o 1 +|1zh
0 = 0). Moreover, the d-dimensional product of independent copies of h is (ﬁ, m)— admissible.

is (2(711) ) 2(711) )-admissible (with

Proof. We first consider a dilation by a factor of e*, where Al < QL To show the dilation property, it is
sufficient to show that the logarithm of the ratio of the densities, In(< ZEE;Z)) = ln(w

= ¢/2. For A > 0, we can bound % above by | |fw‘)w = e, so we get In( € hEe)Z)) <Ay +1).
This is at most €’ since A < m. A symmetric argument works for A < 0.

), is at most

/ def

To prove the sliding property, write the logarithm of the ratio of the densities as In( h(g;;)A) ) as a differ-

ence ¢(|z]|) — &(]z + Al), where ¢(z) = In(1 + 27). By the mean value theorem, there exists a point ¢ > 0
such that |¢(|z + A]) — ¢(]z])| < Al¢/(¢)]. The magnitude of the derivative ¢’ is bounded by ~: for any ¢,
¢'(¢) = oS- and one of the terms ¢ and ¢~("=Y is at least 1 (recall v — 1 > 0). Combining

14+¢7 7 (4¢ (v 1)
Z—i—A

these bounds, we get | 1n( )| < A~. Since A < €/2(y + 1), the logarithm of the densities’ ratio is at

most € = €/2, as desired.



If we consider the d-wise product of h, then dilation by e* can increase each of the components of the
product density by (1) for a total increase of at most (1) It suffices to take A\ < m. In the

case of translation by a vector A = (Ay,...Ay) € RY, the i-th component gets increased by a factor of eBi,

so the overall increase is at most ell2l17, Tt therefore suffices to take ||Al|; < T O

A simple observation gives an intuition to why § = 0 implies an inverse polynomial decrease. Con-
sider a distribution h(z) that behaves asymptotically as e~/ (2) for some f. By the dilation property,
- (Z)/e*f(eﬁz) = ¢~ /(H+/(€"2) <« ¢ for some fixed € or, equivalently, f(eP2)—f(2) < e forall z € R.If
€/ is bounded above, the constraint implies that f(z) > cIn(|z|) for some fixed c. Hence h(z) = Q(1/2°).
To allow noise distributions with exponentially decreasing tails (such as Gaussian and Laplace), we must

therefore take § > 0.
To prove sliding, it suffices to prove that the log-ratio In( (,f +4) (respectively, In( < Ah( ) )) is bounded

above by § with probability at least 1 — %. For both Gaussian and Laplace variables, the log-ratio is tied to
the probability that the noise variable has large norm (i.e. lies far out on the tail). In high dimension, this
probability is somewhat messy to state, so we first introduce some notation.

Definition 2.8. Given a real-valued random variable Y and a number 6 € (0, 1), let ps(Y') be the (1 — §)-
quantile of Y, that is, the least solution to Pr(Y < ps) > 1 — 6.

Lemma 2.9. For ¢,6 € (0,1), the d-dimensional Laplace distribution, h(z) = 2% celElh s (o, B)-
admissible with o = 5 and B = m, where Z ~ h. In particular, it suffices to use o = 5 and

8= m. For d = 1, it suffices to use 5 = W.

Proof. The sliding property for Laplace was proven in [[15]. For the dilation property, consider A > 0. In
dA A of
this case, h(e*z) < h(z), so the log-ratio ln(%(;)z)) is at most d\ < m (where &' = 9). The

median of the distribution || Z||1 is at most d and &’ < 1/2, 50 ps (|| Z||1) > d. Thus A\d is at most 5.

Next, we prove the dilation property for A < 0. The ratio h}(f(z)z) is exp(|z|(1 —¢e)). Since 1 —e* < ||,

we get that In(< hgi) 2)) is at most |z|A. Consider the event G = {2 : |2| < ps}. Under this event, the log-

ratio above is at most /2. The probability of G under density & is 1 — é. Thus, probability of a given set S
under A is at most Prj,[SNG]+Pr,[G] < /2 Prjy [SNG] —{—% < 2 Prjy[S]+ %, where h/(z) = e*h(e}2)
is the density of the dilated distribution.

The norm || Z||; is a sum of d indpendent exponential random variables. By Fact|A.1| the quantile py is
at most 2d + 21n(1/4"), so it suffices to take 3 = O

@@/ < 20, (1210

Here, we work out the details for the case of Gaussian noise. This type of noise is useful since it allows
us to tailor the noise level to a function’s sensitivity in the /o (Euclidean) norm. This will be useful when
we consider k-means clustering in high dimensions, for example, where the Euclidean metric is natural.

Lemma 2.10 (Gaussian Distribution). For €,d € (0,1), the d-dimensional Gaussian distribution, h(z) =

1 ) _le||2 . _ .. . . . _ _ €
GmaE ¢ 2 s («, B)-admissible for the Euclidean metric with « and 3 %052 (1212
where Z = (Z1, ..., Zq) ~ h.

In particular, it suffices to take o =

___€
5p5/2(21)’

and 3 = ‘ian@7$§

5y/21n(2/9)

Proof. The sliding property was proven implicitly by Blum, Dwork, McSherry and Nissim [4]. Consider
a shift A € RY, with ||A]|s < «a. Since Gaussian noise is spherically symmetric, we can consider A =

10



(e, 0, ...,0) without loss of generality. Then the ratio h(Z(J;)A) reduces to the ratio of a one-dimensional

Gaussian density evaluated at points 21 and 21 + «. This ratio is exp(|z1|?> — |21 + «|?), which is at most
exp(2alz1| + a?).

It therefore suffices to prove that 2a|z1| + a? < ¢/2 with probability at least 6. Let G be the event
21| < ps(21). Conditioned on G, 2a|z| 4+ o* < 2 + % < €/2, as desired. (The last inequality uses the
assumption that e < 1, and pg (| Z1]) > 1.) The probability of G is &’ = ¢/2, which bounds the additive
term in the sliding property. Because |z1| is is normal with mean 0 and variance 1, we have ps//21n(2/9),

by a standard tail bound (Fact . So it suffices to take « = ——=—.
54/21n(2/6)

For dilation by a factor of A > 0, the density h(e*z) is less than h(z) for all z, so IH(M) <d\ <

ae)
€/2 (since the median of || Z||3 is at least d).
For A < 0, note that 1n(h,<;§z§>) = exp(4]|2]13(1 — €2)) < ||z]13 - |A]. By the definition, the norm |3

_€

exceeds py (|| Z]3) = 5y With probability at most " = 6/2. Under this condition, 12]13 - [A| < &, which
implies the dilation condition.

Finally, we can bound ps (|| Z||3) by 2d + 41n(1/6"), to show that 3 = Tarmey) 1S sufficient. O

€
d+In

3 Computing Smooth Sensitivity

In this section we show how to compute smooth sensitivity S;;, (), as in Definition for several specific
functions: median, minimum, the cost of a minimum spanning tree and the number of triangles in a graph.
We also construct a function for which the smooth sensitivity is hard to compute or even approximate.

First we give some generic observations on computing smooth sensitivity. We start by defining a function
that describes how much the sensitivity can change when up to k entries of x are modified. This function
has to be well understood in order to compute the smooth sensitivity of f.

Definition 3.1. The sensitivity of [ at distance k is

AR () = LS+ (y) .
(@) yGD”{nﬁiy)Sk 1)

Now smooth sensitivity can be expressed in terms of A(*):

* —ke
= L
Sf’€ ($) k:%,lla,x,n ¢ <y: d(%?;;:k Sf (y)>

= max e AP (2).
k=0,1,....,n
Thus, to compute the smooth sensitivity of f at z, it suffices to understand A% (z).

For functions for which we cannot compute S* efficiently, we might be able to give an efficient approx-
imation algorithm. We stress that not every approximation to S* is appropriate in our framework: some
approximations to .S* might leak information. The function computed by an approximation algorithm is ac-
ceptable only if it is a smooth upper bound on LS (x). The next claims provide methods for giving smooth
upper bounds on local sensitivity.

Claim 3.2. For a given value ky(n), let

§ro(@) = max(GSy - e max ek AB(z))
k=0,...,ko—1

Then S t.c(x) is an e-smooth upper bound on local sensitivity.

11



Proof. Consider two neighboring inputs x and y. O
Claim 3.3. Let §f7€(x) = maxy—,.. n(Uk(z) - e~F) where Uy, satisfies
1. LS¢(x) < Up(x), and
2. Up(x) < Uky1(y) for all x,y such that d(z,y) = 1.
Then S t.c(x) is an e-smooth upper bound on local sensitivity.
Proof. We need to show that equations (1) and (2) of Definition hold for S (). Equation (1)) holds as
LS(x) < Up(x) < Sye(x).
Equation (2)) holds as

§f7€(:n) = max e . Up(r) < e+ max e k. Uk(y) < e S'f,e(y).

k=0,...,n k=1,....,n

3.1 Smooth Sensitivity of the Median

Recall that f,eq(1, ..., ©,) Was defined to be the median of values in D = [0, A]. For simplicity, assume n
is odd, and the database elements are in nondecreasing order: 0 < z1 < -+ < x, < A. In Examplemwe
observed that GSy, . = A, and LSy, _, = max(zy, — Tm—1, Tmt1 — Tm) for m = ”T“ For notational
convenience, define x; = 0 for i < 0 and z; = A for i > n.

Proposition 3.4. The smooth sensitivity of the median is

—k
S.?medﬁ(l‘) = kil’(l)jdX,n(e “ t:g.l.zi}k{:+1(xm+t - xm—&-t—k—l)).

It can be computed in time O(nlogn).

Before we prove the proposition, we illustrate the result with an example. Consider an instance where
the points x; are restricted to the interval [0, 1] (that is, A = 1) and the points are evenly spaced the interval
(that is, z; = % fori = 1,...,n). In this case, S*(z) = max e~ - % The maximum occurs at k = 1/e.
We get S* < i and so the magnitude of the noise we add is ﬁ For comparison, the noise magnitude for
fmea in the global sensitivity framework of [15] is 1/¢; adding noise of that magnitude essentially wipes out
all information about the median since the extreme values, 0 and 1 are hard to distinguish.

Proof. By changing up to k entries in x1, . .., x, to 0 or A, one can shift the median anywhere in the interval
[T —ks Tmk]. The local sensitivity at distance & is maximized when the new median is an end point of a
large empty interval. This is achieved when entries x,,—g+y¢, ..., Tm—1+¢ for some t = 0,...,k + 1 are
modified as follows: x; with i < m are set to 0 and x; with ¢ > m are set to A. Thus,

(k) () — _ _
AW (x) ;. dhax SkLS(y) . Sr?£§+l($m+t Trnt—k—1) -

As A is computable in time O(k), we get that 53 (z) = maxy e~* A)(z) is computable in time
O(n?). However, one in fact give an O(n log n)-time algorithm for computing St _,(@). The algorithm we
give here is due to Sergey Orshanskiy.

12



The idea behind the algorithm is to collapse and reorder the terms in the “max” expression that de-
fines S% (). First, note that S7  (r) = max;<;j(z; — z;)ecU=*1) For every index i < Z, let j*(i)
be the index of the right endpoint of the “best” interval whose left endpoint is z;, that is, let j*(i) =
argmax;s,, jo(z; — x;)e<U="1_In order to compute S} (x), it suffices to compute j*(i) for all values
of 4, since given the j* values one can compute 53 (z) in time O(n). So we focus on computing the list
J*(1),...,7*(n) in time O(nlogn).

Suppose we know j*(a) and j*(c) where a < c are indices in {1, ...,n}. For any index b between a
and ¢, we can compute j*(b) in time O(5*(c) — 7%(a)) since the monotonicity of j* allows us to restrict
the search to {j*(a), ..., 7*(c)}. A natural strategy to compute all the j* values in {a, ..., c} is thus to first
compute j *(“7“) and use it to speed up computation of the remaining values. We obtain the following
recursive algorithm:

Algorithm 1: J-List(a,c, L,U)
// Returns the list j*(a),..,j*(¢) assuming that L <j*(a) and j*(c) <U
if ¢ < a then
| return (empty list);

else
b+ |(a+0)/2];
J*(b) « argmax; ;< (z; — x)ecU=0+D) // This takes time O(U —L).
return Concatenate(J-List(a,b— 1, L, 5%(b)), j*(b), J-List(b+ 1,¢,j*(b),U));

The initial call of the algorithm is J-List(1,n,1,n). Oninputs a, ¢, L, U, the algorithm above runs in
time O(n + wlogn) where n = ¢ — a and w = U — L. This can be proved by straightforward induction on
n and w. O

3.1.1 Linear and Sublinear Approximations to the Median’s Smooth Sensitivity

We present two approximation algorithms, based on Claims [3.2] and [3.3] that give smooth upper bounds
on S;Zmed . and run faster than the (known) algorithm for exact computation. The first one computes a

factor of 2 approximation in time O(n). The second has additive error ﬁ(n) and runs in (sublinear) time
O((log®n)/(€?)). In both cases, we assume that the data is initially sorted. The second algorithm is able to
run in sublinear time because it inspects only the values x; that have rank close to n /2.

Define Sy, _, . as in Claim and St e asin Claim where Uy(x) = ki1 — Tm—k—1 and

ko = O(logn/e).
Claim 3.5. Both S Frnease and S Fned,e are €-smooth upper bounds on LSy, . . Furthermore:

1. S; L o(x) < 253 . (@); moreover, St . (x) can be computed in time O(n); and

2. S’fmd,e(x) <SG LX)+ ﬁ(n); moreover, Sy (x) can be computed in time O <1°‘f#>
Proof. That S Frea,e and S fmeaye are e-smooth upper bounds on LSy, . immediately follows from claims
and For the first part, observe that Uy (z) = (T k41 —Tm) + (Tm —Tm—k—1) < 2A) (x). The running

time bound is straightforward. For the second part, note that S () is always within additive error ek
from S} (). Substituting ko = O(log n/€) gives the required additive bound. Recall that A®) () can be

computed in time O(k). Therefore, S t..2.c(2) is computable in time O(k3) = O (IOE#) O
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3.2 Smooth Sensitivity of the Minimum

Computing the smooth sensitivity of the minimum function is very simple. We present it here for complete-
ness, as it is required for understanding the smooth sensitivity of the MST cost.

Let fuin(z) = min(zy,...,x,), and assume for simplicity that 0 < z; < ... < x,, < A. The global
sensitivity G.Sy, . = A. For notational convenience, let 3, = A for k > n.

—ke)

Claim 3.6. S} () = maxy—o, . n(max(Tpt1, Tpto — 1) - € and can be computed in time O(n).

Proof. Ttis easy to see that the largest change in fui, () is observed either when some z; is dropped to 0 or
when z1 is raised to a value at least x3. Thus, LSy . () = max(xq,x2 — x1). Similarly, the sensitivity at
distance k is A®) (z) = max(Txi1, Tr2 — x1). It follows that S}ﬁmime(x) = maxk:()mn(A(k) (z) - e7Fe)
and therefore can be computed in time O(n). O

3.3 Smooth Sensitivity of The Cost of a Minimum Spanning Tree

Let G = (V, E) be an undirected connected graph with edge weights w(e) € [0, A] for all e € E, where
each edge weight is reported to the database by an individual. Let fyst(G) be the MST cost in G. The
global sensitivity, GS f,,;, is A because for the complete graph with all weights equal to A, the MST cost
decreases by A when one of the weights is changed to 0. The local (and smooth) sensitivity can be much
lower, though. For example, in a 2-connected graph where all edge weights are less than some number w*,
the local sensitivity will be at most w* (since increasing the weight of one edge drastically will simply lead
to it being replaced in the MST by an edge with weight at most w*). Here we show how to compute the
smooth sensitivity of fys in polynomial time.

The main idea in the analysis is to express the local sensitivity of fyst in terms of the local sensitivity
of the minimum function. Let fiin(2) = min(zy,...,zy,), where 0 < 27 < ... <z, < A. Itis not hard
to verify that the sensitivity of fui, at distance k is A®) () = max(zp41, Tppo — 1), where z, = A for
k> n.

We will show that the local sensitivity of fyst is the maximum of the local sensitivities of minimum
functions, where the maximum is taken over all cuts of G.

First, some notation: A cut in G is a partition of the vertices V' in two nonempty subsets, S and V/S.
With some abuse of terminology, we call S C V' a cut when we mean partition (S, V/S). We say an edge
(4,7) crosses the cut S when i € S and j € V/S. Foracut S C V, let w(S) denote the weight of the ¢-th
lightest edge in the cut, i.e., the ¢-th element in the list {w((7, 7)) | ¢ € S, j € V/S}, sorted in non-decreasing
order. Note that wy(s) = A if the cut S has less than ¢ edges. Let £(S) = |{(4,j) | i € S,j € V/S}| denote
the number of edges crossing the cut.

Lemma 3.7. The local sensitivity of fysr at distance k is

AP

fust

(G) = max AP (w1(8), wa(S), ..., wys)(9)) -

We defer the proof of Lemma[3.7]to the next section (Section[3.3.T)). For now, note that one can substitute
A;’z])m (w1, ...,w;) = max(wg41, W2 — wy), where wy, = A for k > ¢, into the expression for AS”I;)ST(G)
in Lemma [3.7]and exchange the order of the maxima to get

AP

fumst

G) = S S) — S 3
(G) = max(mas w1 (), mas(wis2(S) — wi(S)) ()
Lemma 3.8. The smooth sensitivity of fyst can be computed in time polynomial in the number of edges.
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Proof. Recall that the smooth sensitivity of fust, denoted by S} (G), is maxy<p, 6_k6A§‘I§A)sT (GQ). It thus

suffices to explain how to compute A;TA)ST (G). The expression for ASZ:A)ST in Equation@is a maximum of two

terms. We explain how to compute each term separately.

To compute maxg wy(S), we compute minimum cuts in several unweighted graphs related to G. Let
E, = {e € E | w(e) < w}. Let Gy, be the (undirected) unweighted graph (V, E,,). Let ¢, =
cost(min-cut(Gy,)), that is, the number of edges in the minimum cut of G,,. Let 0 < wt; < wty <
... < wt; < A be the sorted list of distinct weight values in G. Then t < |E| < n?. We can do a binary
search on the list of weights to find 7 such that ¢,;, > k and ¢,; , < k. (For notational convenience, let
cwty, = 0.) Then maxgcy wg(S) = wt;. To see this, note that ¢,;, > k implies that all cuts in G have at
least k edges of weight < wt;, i.e., wi(S) < wt; for all cuts S in G. On the other hand, ¢, , < k implies
that some cut S in G has < k edges of weight < wt;_1. Thus, wy(S) = wt; for this cut S. It follows that
maxgscy wi(S) = wt;. If ¢y, < k then some cut in G has < k edges. In this case, we set maxgcy wg(.S)
to A. (Recall that for computing the sensitivity of fuin(z1,...,z,) we used the convention z; = A for
i > n.) To summarize, mazscywg(S) can be computed with O(log t) min-cut computations on G,’s.

Let T'be aMST of G. An (4, j)-cut of G'is a cut S such thati € S and j € V/S.

max(w(S5) — w1(S)) = max max (w;(S) —wle)) = max( max w(S) —w(e)).

We can compute max w¢(S) the same way as max wy(S), using calls to a procedure that computes the
e-cuts C

minimum cut separating a given pair of nodes instead of a general minimum cut. O

3.3.1 Analyzing the Sensitivity of the MST: Proof of Lemma

We first analyze the local sensitivity of the MST:

Lemma 3.9. Ie The local sensitivity LSy, (G) = max LS (w1(S),wa(S), ..., wes)(9)) -

The lemma follows from Claims[3.10]and [3.T1] which give upper and lower bounds, respectively, on the
local sensitivity of fusr, and the fact that LSy, (x) = max(x1,x2 — 21), which was shown in the proof
of Claim

Claim 3.10. LSy, (G) < max(w;(S), w2(S) — wi(S)) for some S C V.

Proof. Lete = (i,7) be an edge such that changing the weight of e from w to w’ maximizes the change in
fmst- Let f = fust(G) and f/ = fust(G') where G’ is G with w(e) changed to w’. We will consider two
cases: w < w’ and w > w'. In the first case, we will show that f' — f < wa(S) — w1 (S) for some S C V.
In the second case, that f — f/ < w;(S) for some S C V.

Case 1: w < w'. Observe that when the weight of e is increased, fyst can increase only if e is in all
MSTs of G. Let T' be a MST of GG. Removing e from 7" breaks it into two connected components. Let S be
the nodes of the connected component containing i. By a standard argument (see, e.g., [19]), w = wy(95),
since e is the only edge in 7" crossing the cut S. (Otherwise, one can replace it with a lighter edge crossing .S
to get a lighter MST for G.) Let T” be a graph obtained from 7' by replacing e with eo(.S). T” is a spanning
tree of G because it has n — 1 edges and is connected. Its cost in G is f + wa(S) — w1 (S). Since T” does
not contain e, it has the same cost in G'. Therefore, ' < f + w2(S) — w1 (5), as required.

Case 2: w > w'. Similarly, when the weight of e is decreased, fumst can decrease only if e is in all
MSTs of G'. Let T be a MST of G’. Define S as in the previous paragraph. T is a spanning tree in G with
cost f'+w—w'. Thus, f < f'+w—w'. If w = w1 (S) (Where the weights are ordered according to GG, not
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G') then f — " < wi(S), as required. Otherwise (i.e., if w is not the lightest weight in the cut .S), consider
the graph 7" obtained from 7T by replacing e with e1(.S). As before, 7" is a spanning tree of G. Its cost is
P+ wi(S) —w'. Thus, f < f/+wi(S) — w' < f' +wi(S), as required. O

Claim 3.11. LSy, (G) > max(w (), wa(S) — wi(S)) forall S C V.

Proof. Consider some S C V. We will show how to change one weight in G in order to (a) decrease fysr
by w1 (.S); (b) increase fyst by wa(S) — w1 (S). Let T be a MST of G. By a standard argument, 7" contains
anedge e = (4,j) withi € S,j € V/S and w(e) = w(5).

(a) Let G’ be a graph obtained from G by setting w(e) to 0. T is a spanning tree in G’ of weight
f—wi(S). Thus, fust(G’) < f — wi(S), and therefore S, (G) > w1 (S).

(b) Let G’ be a graph obtained from G by setting w(e) to w2(S). Let f/ = fust(G’). Suppose
for contradiction that f' < f 4 wa(S) — wi(S), namely, that some spanning tree 7" in G’ has cost <
f 4+ wa(S) — w1(S). To reach a contradiction, we will show that G has a spanning tree of cost < f. There
are two cases to consider: e € T'and e ¢ T. If e € T then T is a spanning tree in G of cost < f, and we
are done. Suppose e ¢ T'. Recall that e = (7, j). There is a unique path from i to j in 7. Let ¢’ = (¢, j’)
be the first edge on the path with ' € S and j* € V/S. Let T be the graph obtained from T by replacing
¢’ with e. This graph is a spanning tree. Its cost in G is < f, a contradiction. It concludes the proof that
SfMST(G) Z’LUQ(S)—'wl(S). O

Lemmaexpresses the local sensitivity of fyst as the maximum of the local sensitivities of minimum
functions. The next lemma gives an analogous statement for the local sensitivity at distance k. The lemma
will be crucial for computing the smooth sensitivity of fysrt.

Lemma 3.12 (Lemma [3.7]restated). The local sensitivity at distance k is
k k
AP (G) = max AV (w1 (8),wa(8), ..., wys)(S)) -

fusr Scy  fmin

Proof. Recall that w:(.S) denotes the weight of the ¢-th lightest edge in the cut S. For this proof, we will
make the notation more specific: w(S) will be the weight of the ¢-th lightest edge in the cut S according
to the weights of G.

A%) (G)

fumst

— LS G
G’:d?ClT‘?C)J{’)gk fMST( )

_ o o
= Gl;dfg?é)gk (max LSfmin <w1 (S), - ’wﬁ(S)(S)>)

- LS4<G/S,..., G s)
Hax (G/ ?Gl c}:() Frin (0T (5) we(S)( )
— G
= max AP (w (wf(S)- - wfis)(9)) -
The equalities follow from Definitions[I.6/and [3.1]and Lemma O

By the proof of Claim A;’f)in (w1,...,w;) = max(wgy1, W2 — wi). Substituting this into the

expression for A;I;)ST (G) in Lemma [3.12|and exchanging the order of the maxima, we get

fumst

AR (G) = max <I§1Ca‘)/(wk+1(5),rglca‘)/((wk+2(5’) - wl(S))> . 4)
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3.4 Smooth Sensitivity of the Number of Triangles in a Graph

In this subsection, we explain how to compute the smooth sensitivity of the function that counts the number
of triangles in a graph. Consider an undirected graph on n nodes, represented by an adjacency matrixE] x,
where each entry x;; is reported to the database by an individual. Since z;; = x;;Vi,j € [n], we let the
Hamming distance between adjacency matrices x and x’ be the number of entries with 2 > j on which they
differ. Let fa () be the number of triangles in the graph represented by z.

Observe that by adding or deleting an edge (7, j), we add or delete all triangles of the form (i, k, j)
for all k& € [n]. Let a;; represent the number of triangles involving a potential edge (7,7): that is, a;; =
> keln] Tik - Trj- Similarly, let b;; be the number of half-built triangles involving a potential edge (,7):
bij = tke[n] T1, © wj. With this notation, LSy, (z) = max; je[n) aij. In contrast, GSy, =n — 2.

Claim 3.13. The local sensitivity of fa at distance s is

AP (z) = - max_c¢;(s) where ¢;;j(s) = min <aij + \:Hnnn(s,bU)J , n— 2) :
i#551,5€(n] 2

Proof. First we show that A(*)(z) > ¢;; for all 4,5 € [n]. Fix distinct i,5 € [n]. Let y be the adjacency
matrix for the graph represented by = with the following s additional edges: (1) for min(b;;, s) indices k with
Tik, # ;. add the missing edge (i, k) or (j, k); (2) if s > by, for {%J indices k with z;;, = z;, = 0,
add edges (i, k) and (j,k). Let ¢’ be the same as y with one exception: set ygj = yﬂ to 1 — y;;. Then
d(z,y) < s,d(y,y') = 1, and | fa(y) — fa(y)| = cij(s). Thus, A®)(z) > ¢yj.

Now we prove that A(®)(x) < ¢;; for some i,j € [n]. Let y,y’ be the adjacency matrices such that
d(z,y) < s,d(y,y’) = 1and A®)(z) = |fa(y) — fa(%)|. Let (i, ) be an edge on which y and 3/ differ.
Then A(®)(z) < ¢;; because graphs represented by y and ' only differ on triangles involving edge (i, 7).

s+min(s,b;;) J
2

There are a;; such potential triangles in x, and one can add at most L such potential triangles

by adding at most s edges. O

Claim 3.14. The e-smooth sensitivity of fa is computable in time O(M (n)), where M (n) is the time
required for multiplying two matrices of size n X n.

Proof. Observe that a;; = (2°);; and b;; = degree(i) + degree(j) — 2a;; — 2x;;. Thus, both a;; and
bij for all i, j € [n] can be computed in time O(M (n)). From these values, one can compute A*)(x) for
k=0,...,nintime O(n?logn) as follows. Sort pairs (a;j, b;;) so that a;;s are non-decreasing. If there
are several pairs with the same a;;, keep only the pair with the largest b;;. Go through the list in the order
of increasing a;; and for each (a, b), keep this pair only if 2a — b > 2a’ — V' for the previous surviving pair
(a’, V). Call the surviving pairs (a1, b1), ..., (at, b). Let so = 0,8; = 2(a; — aj+1) + b; fori € [t — 1], and
st =2(n—2—ag) — by + 1. Then A®)(z) = a; + [%H(SMJ if s € [si_1, ;). O

To compare the noise magnitude S* 2 the noise magnitude obtained from the global
sensitivity framework, we will look at how much n01se we are adding in random graphs. In one commonly
studied random graph model, G(n, p), a graph on n vertices is obtained by independently including an edge
between each pair of vertices with probability p.

Under G(n, p), for each (i, j) the distribution of a;; is Binomial(n — 1, p?) and the distribution of b;; is
Binomial(n — 1, 2p(1 — p)). Thus, with high probability, a;; < O(np*logn) and b;; < O(nplogn) for all

3What follows can be easily changed to deal with adjacency lists representation.
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i,j. Thatis, ¢;j(s) < s+ O(np®logn) for all 4, j. Therefore, with high probability N; < L max,((s +
O(np?logn))e ). As long as 1/¢ is less than np? log n, this expression is maximized for s = 1, yielding
S* = O(np2 logn)

fre € )

3.5 Computing Local Sensitivity is Hard for Some Functions

One can construct instances where LSy(x) and S* () are difficult to compute or even approximate. Suppose
that D = {0, 1}" and we have a function f : D" — {0, 1} defined as follows: f(z) = ¢z,.... 2, (1), Where
®o,...z, 15 @ boolean formula defined by xo, ..., z,. Specifically, if z2 = --- = x,, and w2 is the binary
description of some formula over n variables, then let ¢, . ., be that formula. Otherwise, set ¢, .. 4, = 0.
(To see why an n-bit string can describe a formula over n variables, imagine that it is restricted to formulas
which depend only on, say, the first n'/? bits.) If ®u,.....z, 18 satisfiable, then the local sensitivity and S* ()
are 1. Otherwise, the local sensitivity is 0 and S*(z) = exp(—[n).

4 Sample-Aggregate Framework

4.1 A Motivating Example: Clustering

One motivating example for the sample and aggregate framework is privately releasing k-means cluster
centers. In k-squared-error-distortion (k-SED) clustering (also called “k-means”), the input is a set of
points 1, ..., Ty € R’ and the output is a set of k centers cy, ..., ¢ with minimum cost. The cost of a set of
centers is the sum over ¢ of the squared Euclidean distance between x; and the nearest center:

n
costy(c1, .oy c) = %ijin | — ¢jl3 .
i=1

Let f.. denote a deterministic function which takes a data set  and outputs a set of cluster centers. It
is convenient to think of f.. as producing optimal centers, although in general the output may only be
approximately optimal.

Wasserstein Distance. To apply the sensitivity framework to clustering, we have to be able to compute
distances between sets of cluster centers. To this end, we equip the output space of a clustering algorithm,
M = (Ré)k, with a meaningful metric. Lgk is not appropriate, since under this metric, two permutations
of the same set of centers can be very far apart. Instead, we use a variant of the earthmover metric, called
the Wasserstein distance [30]. Given two sets of candidate centers, we take the Lgk distance under the best
possible permutation of the centers in each set, that is:

D=

k
dw(fer, o exd, {on, o ix}) = (msng lej = ex(s)13)

It is easy to verify that this defines a metric modulo the equivalence between permutations of the same
multi-set. (We ignore the technicality and call the resulting structure M a metric space). One can compute
the Wasserstein distance dyy efficiently: Given two sets of centers, find the minimum weight perfect match-
ing in the balanced bipartite graph on 2k vertices, where the weight of edge (i, j) is given by ||c; — &;||3
(that is, the minimum weight perfect matching describes the optimal permutation in the distance definition),
and take the square root of the result. Several variants on this definition would work well for our purposes;
we use Wasserstein’s for convenience.

18



Adding Noise with respect to Earthmover-like Metrics For the purposes of adding noise to point-sets
in R? (i.e., points in M), we sample the output by first permuting the point set randomly, and then adding
Gaussian noise, as in Lemma This amounts to treating M as L% modulo the equivalence class induced
by permuting the k pieces of dimension d randomly. If S is a smooth upper bound to the local sensitivity
of f : D™ — M (where sensitivity is measured w.r.t the Wasserstein metric on M), then one can add
noise with standard deviation S (CC)M to each coordinate of f(z) and obtain an (e, 0)-differentially
private mechanism. This follows essentially from the fact that Lo distance is always an upper bound on the
Wasserstein metric.

Sensitivity of Clustering. Let f..(z) denote the k-SED cluster centers, where x; are points from a subset of
R’ with diameter A. (If the set of optimal cluster centers is not unique, f..(x) outputs the lexicographically
first set of centers.) The cost of the optimal clustering has global sensitivity at most A/n, since moving
one point changes its distance to the closest center by at most A. The global sensitivity of f.. is much
higher: Q(A). For example, in the instance depicted in Fig. 2| changing a single point moves the two
optimal centers by ©2(A). Thus, adding noise to fe.(z) according to the global sensitivity essentially erases
all centers completely. In contrast, intuition suggests that in “well-clustered” instances (where there is a
single reasonable clustering of the data), the local sensitivity should be low since moving a few data points
should not change the centers significantly. However, we do not know how to approximate a smooth bound
on LSy, efficiently.

We circumvent this difficulty by relying on a different intuition: in well-clustered instances, random
samples from the data should have approximately the same centers as the original data set, and this can be
verified efficiently. This section describes a framework for releasing functions which fit this intuition. The
application to f.. appears in Section[5
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Figure 2: A sensitive 2-SED instance

4.2 Basic Framework

In this section we define the sample and aggregate framework and state the main theorem on its performance.
In what follows, unless specified otherwise, M denotes a metric space with distance function d4(+,-) and
diameter A.

Suppose that f is defined on databases of all sizes, so that it makes sense to apply f to a random sample
of the data points. Further, suppose that for a particular input z € D", the function value f(z) can be
approximated well by evaluating f on a random sample of o(n) points from the database. We prove below
that in such cases one can release the value f(z) with relatively small expected error.

Sample and aggregate works by replacing f with a related function f for which smooth sensitivity is low
and efficiently computable. The first step in the framework can be thought of as randomly partitioning the
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database x into m small databases, where m is a parameter in the construction. To simplify the analysis, we
construct the small databases by taking independent random samples from x instead of actually partitioning

x. Let Uy, ..., Uy, be random subsets of size n/m independently selected from {1, ..., n}. Each subset is ob-
tained by taking uniform random samples without replacement. Let x|y denote the subset of x with indices
in U. We evaluate f on m small databases x|/, , ..., x|y, to obtain values 21, ..., 2, in the output space of

f. Finally, we apply a carefully chosen aggregation function g, called the center of attention and defined in
Section 4.4} to the values z1, ..., zn,. The output of this computation, f(z) = g (f(z|t), .., f(@]v,,)) , is
released using the smooth sensitivity framework (Figure [3)).

| T |
/ 4 \ ] ;
(] T - ] [lobectbrd
/@ sensitivity of g
Zm £ !
€T
aggregation function f ( ) @ -A(x)

Figure 3: The Sample-Aggregate Framework

We will bound the smooth sensitivity of the function f at = by the smooth sensitivity of the aggregation
function g at z = (21, ..., z, ). The idea is that changing a single point in the original database = will change
very few small databases, and hence very few evaluations z1, . . ., 2,,,. This requires a slight generalization
of local sensitivity and related notions to handle more than one change to the input.

The bulk of the work in the analysis of the sample and aggregate framework is in carefully choosing the
aggregation function so that (a) if most of the z;’s are close to some point, then f(z) is close to that point,
and we can efficiently compute a smooth, fairly tight upper bound on the local sensitivity of f.

Sample and aggregate outputs accurate answers on databases x on which f(z) is approximated well by
evaluating f on random samples from the database. The following definition quantifies what we mean by a
good approximation.

Definition 4.1. A function f : D* — M is approximated to within accuracy r on the input x using samples
of sizen' if Pr |du(f(alv). f(@) <r] > 7.
Cn/,

[U|=n'

For example, for the clustering application, this definition says that with probability 3/4, the cluster
centers of a small random sample from the database are within the Wasserstein distance r from the centers
of the whole database.

Sample and aggregate is applicable for a function with any output space metric M for which there is an
admissible noise process (see Definition[2.5). The performance of the framework depends on the parameters
of the noise process. We summarize the performance of sample and aggregate for the case of M = L; in
Theorem [4.2] The corresponding statements for Ly and various versions of the Wasserstein distance have
more parameters, but are similar. Further below, we develop machinery for general metrics that, combined
with results on adding noise from Section[2] yields a proof of Theorem#.2]and its analogues for other metric
spaces.

Theorem 4.2 (Main). Let f : D* — R? be an efficiently computable function with range of diameter A
and Ly metric on the output space. Set € > 5—% and m = w(log2 n). The sample-aggregate mechanism
A is an e-differentially private efficient mechanism. Moreover, if f is approximated within accuracy v on
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the database x = (x1,...,xy) using samples of size |-, then each coordinate of the random variable

A(z) — f(x) has expected magnitude O (*) + %6_9(6\?).

This result captures the intuition that if a function f can be approximated by sampling on a particular
input x, then we can release f(x) with small additive error. In the special case where € is constant, we get
the following:

Corollary 4.3. Suppose € is constant. If f is approximated within accuracy r on input x using samples of

size 0 ( iz ), then A releases f(x) with expected error O(r) + A - negl (%) in each coordinate.

d? log

The notation negl() above denotes a negligible function, that is a positive function g(z) that is asymp-
totically smaller than any inverse polynomial as z tends to infinity: g(x) = 1/2*().

In many natural settings where privacy is important, the database itself consists of a random sample
taken from some underlying population. In that case, one can think of f(x) as an approximation to some
statistics about the population on a sample of size n. Corollary 4.3]states that privacy imposes only a slight
degradation of the quality of the results: the server answers queries with accuracy corresponding so a sample
of size Q(n/d?) while ensuring privacy.

Remark 1. A variant of Theorem4.2]still holds if in Definition[4.1] the values f(x|;/) lie near some specific
value ¢, not necessarily f(x) (that is, assume that d g ( flzly), c> < r with probability at least 3/4). In

_o(e/my .
%e U=77) in each

that case, the analogous statement is that A(z) — ¢ has expected magnitude O (£) +
coordinate.

This generality will be useful for both applications of sample and aggregate discussed in Section [5
For example, for k-SED clustering, the function f evaluated on each sample z|;; will be a polynomial-time
algorithm which outputs a set of cluster centers of near-optimal cost. In contrast, the value c is the set of
optimal cluster centers, ¢ = f.(x), which is N P-hard to compute.

4.3 Good Aggregations for General Metric Spaces

Good Aggregations. Before defining a valid aggregation, we generalize local sensitivity and related notions
to handle several changes to the input. It is not hard to prove that in the sample and aggregate framework, if
we independently select m small databases of size n/m (each chosen uniformly without replacement), then
with probability at least 1 — 27 V7987 16 point appears in more than v/m small databases. Hence, with
high probability, each point in z affects at most y/m of the inputs to g. This observation leads us to a slight
generalization of local sensitivity and smooth bounds, where we consider how changing up to s points in
the input affects the output. For the application to sample and aggregate, we will set s to y/m.

Definition 4.4. For g : D™ — M and z € D™, the local sensitivity of g at x with step size s is

LS!SS)(Z) = max dnm(9(2), 9(2)) .

2":d(z,2")<s
For 3 > 0, a function S : D™ — R is a 3-smooth upper bound on the sensitivity of g with step size s if

Vze D™: S(z)> LS;S)(Z) ;
Vz,2 € D™, d(z,7) <s : S(z) <e’S(Z).
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An aggregation function g comes with a corresponding smooth upper bound S on its sensitivity with
step size s. When most of the input to g is contained in a small ball, (a) the output of g should be close to
the ball and (b) S should be small. Let B(c, r) denote a ball around c of radius .

Definition 4.5 (Good Aggregation). In a metric space M with diameter A, an (m, 3, s)-aggregation is a
pair of functions, an aggregation function g : M™ — M and a sensitivity function S : M™ — RY, such
that

1. S'is a B-smooth upper bound on LS;S).

2. If at least Z* entries in z are in some ball B(c,r) then

(a) g(z) € B(c,O(r));
(b) S(2) = O(r) + A - e=UBm/s),

If g and S are computable in time poly(m,1/3), the aggregation is efficient.

Intuitively, the existence of a good aggregation implies that given a collection of points, most of which
are contained in a small ball, it is possible to return a representative point that is not far from the ball, while
preserving privacy. This ensures that the sample and aggregate mechanism returns a value f(z) close to
f(z) when at least 2/3 of the values z; = f(z|y,) lie close to f(x). Condition (2b)) ensures that not too
much noise is added to f(z).

Example 2. When f takes values in [0, A] C R, the median is an efficient good aggregation in the sense
of Definition To see why, note that if 2/3 of the points in z are in an interval B of length 2r, then the
median is also contained in this interval. Condition (2a)) is hence satisfied as the median is within distance r
from the center of B.

S(z) = i max/ LSés(k+1))(z) -e ¥ is a B-smooth bound on LSggs) for any function g. When g is the
=0,...,n/6
median, LST(rfi 4 1s efficiently computable, using formulas similar to those in Section and so S is also
efficiently computable.
(k+1))

For Condition , note that if 2/3 of the points lie in B, the term LS}S od (z) is at most 2r for
k=0,.., mﬁ—;l (if fewer than m /6 points get moved, the median is constrained to remain in 53). For larger

k, we bound LS(S(kH))(z) from above by the diameter A. Thus, S(z) < 2r + A - ¢~ 5% when 2/3 of the

med

inputs lie in B.

In general metric spaces, one can define a median to be a point minimizing the sum of the distances to
all points in a dataset. This satisfies condition (2a)) in any space. However, this median may be difficult to
compute (it is NP-hard in, for example, permutation spaces [2l]). Moreover, we must find a smooth bound on
its local sensitivity. We propose an efficient aggregation that meets Definition[d.5|for arbitrary metric spaces
(as long as computing pairwise distances is feasible). Our aggregator, the center-of-attention, is related to
the median and is defined and discussed in Section [4.4]

4.4 The Center of Attention is a Good Aggregation

To prove Theorem {.2] we propose an aggregation function computable in any metric space, called the
center of attention. It depends only on pairwise distances between the points of the dataset. We start by
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defining a simpler unconstrained center of attention, a good aggregation related to the center of attention,
which might not be efficient in some metric spaces.

Let the input to the aggregation be a set = C M of m points in the metric space M. For every point
¢ € M (not necessarily in z) define r(c, t) to be its ¢-radius with respect to z, i.e., the distance from c to its
t-th nearest neighbor in z (for t > m, set r(c,t) = A). Our aggregation is based on minimizing the ¢-radius
for different values of {. Adding noise proportional to the ¢-radius was used very differently, but also in
the context of data privacy, by Chawla et al. [7]. We are not aware of a direct connection between the two
techniques.

4.4.1 A Good But Inefficient Aggregation

Our first aggregation is good for any metric space M, but it might not be efficiently computable in some
spaces.

Definition 4.6. The unconstrained center of attention, go(z), of the set z € M™ is a point in M with the
minimum to-radius, where to = (5= +1).

In the metric spaces we consider, namely, finite spaces, L, metrics, and variants of Wasserstein, the
unconstrained center of attention always exists (by compactness), though it may not be unique. One can
make gg a function by choosing an arbitrary minimizer for each z. Consider the ball of the minimum ¢,-
radius centered at go(z). The number ¢( is chosen so that when s points are removed from z, a majority of

the remaining points is contained inside the ball. This lets us bound LSgi) .
Let 7(?)(t) be the minimum ¢-radius of any point in M, i.e., the minimum over ¢ € M of r(c,t). We
define the sensitivity function corresponding to gg as

So(z) = 2rlrc1>a(>)< (r(z) (to+ (E+1)s) e*m{“‘) :

Ignoring efficiency, the pair (go, So) is a good aggregation.
Claim 4.7. The pair (go, So) is an (m, B, s)-aggregation in any metric.

Proof. First note that for any two sets z and 2’ differing in at most s points, every ball which contains ¢ + s
points in 2’ must also contain ¢ points in z. Hence,

r@ ) < r&(t+s). 5)

Now consider LSéﬁ)(z). Suppose the set 2’ differs from z in s points, and consider (a) the ball of
radius 7(*)(ty) centered at go(z’) and (b) the ball of radius (%) (ty) centered at go(z). Note that ty was
chosen so that both balls contain a strict majority of the points in z N 2. Thus, they intersect in at least one
point. The distance d(go(2), go(2')) is at most 7() (o) + r(*)(to). By Eq. (5), this is bounded above by
&) (tg) + 1) (tg 4+ s) < 2r(®)(tg + 5). This yields:

LS (z) < 2rB) (kg + ).

As right hand side above is the first term in the maximum defining Sy(z), we get that Sy bounds the local
sensitivity correctly. The smoothness of Sy follows from Eq. (3)):

(2") —Bk
So(z) < 2121331 (’I“ (to+ (k+2)s)e )

= 2(e”) Ilg'lg)f <r(zl) (to + (K" +1)s) e*ﬁk/) = ePSo(2).
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It remains to prove that when the set z is concentrated in a ball of radius r, then go(z) is close to the ball
and Sy(z) is close to O(r) (properties and from Definition . Suppose that 27"‘ of the inputs lie in
B(c,r). Then radii r(*)(t) are at most r for all t < m

Property2a; The ball of radius (%) (to) which defines go(z), must intersect with B(c, ) in at least one
database point. The centers can be at distance at most 2r, and so go(z) € B(c, 2r).

Property In the maximum defining So(2), the first & terms are at most 7, and the remaining ones

are at most A. Therefore, Sp(z) < 2max (r , A 67%> , which satisfies the requirements of a good
aggregation. O

4.4.2 An Efficient Aggregation: the Center of Attention

To get an efficient aggregation, we “approximate” the unconstrained center of attention with the best point in
the input z. Recall that the unconstrained center of attention of the set z is a point in M with the minimum
to-radius.

Definition 4.8. The center of attention, g(z), of the set z € M™ is a point in z with the minimum to-radius,
where tg = (5 + 1).

Recall that r(c, t) is the t-radius of a point ¢ € M. Let ry(t),r2(t), ..., m(t) be the sorted {r(c,t) }ec2
(smallest to largest). We can compute the sorted lists for all ¢ € [m] by computing all pairwise distances

within z (this costs (ZL) distance computations). It takes O(m?logm) time to generate the sorted list

ri(t),ra(t), ..., rm(t).

As with the unrestricted center of attention, LS!SS) < 2ry(top + s). Let a < to be a parameter of the
construction. We will later set @ ~ s/f. In order to compute a smooth bound on the sensitivity, define
p(t) =1 5°%  r;(t). This is an upper bound on 71 (¢), and smooth enough to be used as a measure of noise

a
magnitude. Let

S(z) =2 max (p(to +(k+1)s)- efﬁk) .

Theorem 4.9. Set 5 > 2s/m. In every metric space with efficiently computable pairwise distances, (g, S)
is an efficient (m, 3, s)-aggregation. Computing () and S(z) requires O(m?) distance computations and
O(m?logm) time.

This theorem, combined with results on adding noise from Section 2] implies the main Theorem 4.2]and
its analogues for other metric spaces.

Proof of Theorem[d.9) We noted above that g, S are computable efficiently from the pairwise distances of
the point set. Consider two point sets z, 2’ that differ on s points. Define () and p’(¢) analogously, but for
the set 2.

The following claim is an analogue of (3)) in the analysis of the inefficient aggregation. It implies that
5((?) < (1 + £). Taking a = [s/3] shows that S is ~ 23-smooth. We may choose a that sarge since
B > 2s/m by the hypotheses of the theorem. Also, we may scale (3 appropriately to get the result we need.

Claim 4.10. Foralla <t: p(t) < (1+2)-p'(t+s)

Proof. To prove the claim, we will compare the two sorted lists 71 (2), ..., 7i(t), ..., 7 (t) and 7 (t-+5), ..., 7 (t+
8)y ey 11y (t + s). We can define a partial matching between them based on the unchanged points shared by
z and 2’: if a point ¢ appears in both databases with indices 7 and j respectively, then define i = m(j)
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and match the corresponding radii 7,(;)(¢) and T '(t + s). For every pair of matched entries, we have
T}(t +5) > Tﬂ(j)(t).

Exactly s entries in each list will be left unmatched (corresponding to the point which was changed).
Let I and J be the set of s unmatched indices in each of the two lists. We consider two cases:

Case 1: Suppose that there are no unmatched elements in the first a terms of the second list 7 (¢ +
8)y ey i (t + 8), that is J N [a] = 0. Then we can compute a lower bound on the sum p’(t + s) in terms of
a sum of some a elements in the first list, which is itself an upper bound on p(t):

ot + s) —1Zr t+s) 1Zr %Za:m(t):p(t)
=1

Case 2: In general, we have to break the sum p/(¢) into two pieces, according to whether the indices are
in or out of J. We can bound the first sum directly:

l[a]\J|
D (R = S (O = S ()
j€la]\J j€la]\J i=1

Thus we are using the terms in [a] \ J to bound the first |[a] \ J| terms of p(¢).
It remains to find bounds for the remaining terms. We claim that for all ¢ < a,

ri(t) < 27”’1 (t+s).

To see this, note that there is ball of radius ) (¢ + s) containing ¢ + s points from 2/, and hence at least ¢
points from z. Each of these points must have ¢-radius at most 27} (¢ + s), by the triangle inequality. Since
i <a <t,wecanbound r;(t) < 2rj(t+ s).

To complete the proof, it is convenient to bound p(t) above (instead of bounding p’ (¢ +s) below). Again,
we break p(t) into two pieces, which corresponds to breaking p’(t) according to indices in or out of .J.

1 1 lal\J| 1 a
o) = - om== Y M+ > n)
i€la) i=1 i=|[a]\J|+1
1 |[a] N J|
o 2 )+ 2 s)

Because 7} (¢t + ) is the smallest term in the average defining p'(¢ + s), we can regroup the terms in last
sum to obtain
|[a] N J]
a

pt) < p(t+s)+ i (t+ s).

Finally, since [a] N J has at most s elements, and 7} (t + s) < p/(t + s), this last inequality yields the
desired bound: p(t) < (1+ 2)p/(t + s). This proves Claim 4.10} O

The previous claim gave us that S(z) is a smooth upper bound on local sensitivity of g. To complete the
proof that (g, S) form a good aggregation it remains to verify that g, S behave properly when the 27 3 points
in z lie in a ball B(c, ). This is is very similar to the analysis of gg, Sp above: When i < ¢ < 2m , the ith
t-radius must be small: r;(¢) < 2r.

Property2d} The balls B(c, r) and B(g(z), 2r) each contain more than m /2 points, and so they intersect.
Thus g(2) € B(c,3r).
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Property ' There are 2 terms in the maximum defining S(z) that are at most r, since p(t) < rq(t) <
re(t) <rfort < 277" Each of the other terms is at most A, and hence:

S(z) < 2max{2r, A- efﬁ(%ﬂ)}

assuming the underlying space has diameter at most A. This completes the proof of Theorem 4.9] 0

Remark 2. One can show that a variation on .S can be used as a smooth upper bound on the sensitivity of
the median in general metric spaces, and also to bound the sensitivity of the standard 2-approximation to
the median, given by taking the point in the data set with the minimum sum of distances to other points.
However, when used to prove Theorem .9 these functions are more complicated to analyze and yield worse
constants.

4.5 Using a Good Aggregation: Proof of Theorem 4.2

Suppose we are given f, f’ as in the theorem. We can instantiate the sample and aggregate framework as
follows, assuming m > log® n and n sufficiently large (n > 35):

1. Select m random subsets of size n/m, independently and uniformly at random.

2. If any index 7 € [n] appears in more than \/m of the sets, then reject the sets and repeat Step

By Lemma 4.11| below, this step is executed at most 1/(1 — —22_) times in expectation. Because

(vVm)!
vm! & nOnInn) “this expected time is polynomial in n (and at most 2 for n great than 35).

3. Let z = (f'(z]vy,) - [/ (2|1,,)) € D™. Output g(z) with noise scaled according to Sg 4(z), where
g, S are the aggregation of Theorem [4.9)computed with respect to the L; metric.

To prove Theorem 4.2] we must show that this algorithm is a valid privacy mechanism. Each collection
of sets Uy, ..., Uy, defines a function f(z) = g (f'(z|v,), ..., f'(x|r,,)). S is a smooth upper bound on
the local sensitivity of f since it is a smooth bound with step size s for g: each change in x corresponds
to changing at most s points in the input to ¢g. In other words, S(z), viewed as a function of z, satisfies
Definition 2.1]

We now turn to bounding the noise added to f(z). Under the conditions of Theorem each of the
computed samples within distance r of f(z) with probability at least %. Suppose the sets Uy, ..., Uy, were
chosen without the added check in Step [2| By a Chernoff bound, with probability 1 — exp(£2m), at least %
of the elements in z would be contained in the ball of radius r centered at f(z). The added conditioning due
to Stepcan change this probability by at most 2n/y/m! = n/ e~ UVm) 50 overall the probability that % of
the elements lie in a ball of radius r about f(z)is 1 — n/e” V™),

Conditioned on that event, we can apply the properties of the g, S, with s = y/m. They ensure that we
add noise of standard deviation O (%) + %efﬂ(ﬁ\/@ (where 8 = ©(e/d)) in each coordinate, to a center g(z)
that is within distance O(r) of f(x). This bias — the difference between f(x) and g(z) — is at most O(r/e)

for ¢ < 1. The expected deviation in each coordinate from f(x) is thus on the order of ~ + %e*Q(GV m/d)
as desired. This completes the proof of Theorem 4.2]

Lemma 4.11. Suppose Uy, ...,U,, C [n] are chosen uniformly and independently from among sets of size
n/m. Then the probability that all points i € [n| are contained in fewer than s > 1 sets is at least 1 —2n/s!.
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Proof. For any given point i € [n], the number of sets containing it is distributed as Bin(m, ). For s < m,
the probability that i is included in s or more sets is Y., () (1 — )" 7 () < 30,5, 1/(4!). Fors > 1,
this sequence decreases by a factor of more than 2 at each term, so the sum is bounded by 2/s!. The claim

follows by a union bound over all i. O

S Applying the Sample-Aggregate Framework

We illustrate the sample and aggregate framework via two closely related applications: k-SED clustering
(also called k-means), discussed in Section and learning mixtures of spherical Gaussians. In the case
of clustering, we show that instances which are well clustered according to a criterion of [25] behave well
with respect to sampling. In the case of learning, we show that polynomially-many i.i.d. samples allow one
to release the mixture parameters accurately as long as the components of the mixture do not overlap too
heavily.

5.1 Clustering Well-Separated Datasets

Recall that f..(z), defined in Section denotes the k-SED cluster centers, where x; are points from a
subset of R with diameter A. Recall that G.S f.. is high and LS, appears difficult to compute or even ap-
proximate (though proving that the computation is hard is an open problem). We circumvent these difficul-
ties by using the sample and aggregate framework to release relatively accurate answers on “well-clustered”
instances. Ostrovsky et al. [25] introduced a measure of quality of k-SED instances called separation. They
prove that if z is well-separated, then all near-optimal k-SED clusterings of « induce similar partitions of the
points of x. They use this to show that well-separated data sets are amenable to heuristics based on Lloyd’s
algorithm. We prove that sample and aggregate performs well under similar conditions. In this abstract, we
outline the main ideas.

Definition 5.1 (Separation, [25]). Given a dataset x, let Ai(w) be the cost of the optimal k-SED clustering
of x. We say x is ¢*-separated ifAi < qﬁzAi_l.

An immediate concern is that ¢?-separation discusses the cost of the optimal solution to the clustering
problem. It is NP-hard, in general, to find the optimal clustering of a data set but there exist efficient
O(1) approximation algorithms (e.g., [23]). Let f be an A-approximation algorithm that outputs cluster
centers of near optimal cost, for some constant A. The sample and aggregate mechanism cannot evaluate
fec efficiently, but f is a reasonable query to the server. Recall that to compare two sets of cluster centers
we use the Wasserstein distance, dyy, defined in Section The following lemma states that for a well-
separated instance z, distance dyy ( f(zlv), fe (ac)) is small with probability % over the choice of a random

subset U of size n/m.
Lemma 5.2. For some constants Cy,Cs, if x € (Re)" is ¢*-separated, where n' > Cs( A2 )2A%k( In ( (A2

A2 A2
and ¢* < -CL-, then

k—1 k—1
A+1

P [da(fel@lo), fucl@)) < 60A62VE] > 4
|U|=n'

The variant of Theorem [4.2] corresponding to Wasserstein distance, together with this lemma, implies
that the sample and aggregate mechanism will release a clustering of x with additive noise of magnitude
O(A¢*Vk/€) in each coordinate. We conjecture that the actual noise is much lower, but proving the con-
jecture seems to require a much more refined understanding of the clustering problem.
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5.1.1 Proving Lemmal5.2]

The intuition behind the proof is that a random sample of the data set will have similar optimal clustering —
up to small additive error, as the original data set, since sampling approximates the cost of each candidate
clustering well. This was proved in [24], although they consider the related k-median problem.

Lemma 5.3 (Mishra et al. [24]). With probability at least % over random samples U of size at least

O((Ajgk ln(d%z)), for all sets of candidate centers ¢, we have cost(c) = cost,, (c) & .

Suppose that all sufficiently good clusterings of a data set z are close to each other. When we apply
sample and aggregate, if n/m is sufficiently large, then most of the samples will have a near-optimal clus-
tering of x as their best clustering, and the mechanism will output a near-optimal clustering. Intuitively,
the existence of an essentially unique optimum clustering is what makes k-means-style clustering problems
meaningful (if there are really many more clusters, as in Fig. 2| then we should use a different value of k).
Following this intuition, the sample and aggregate framework should perform well in many situations. We
formalize this intuition in one particular situation: when the data set satisfies a combinatorial separation
condition [25]], under which heuristics perform well.

The analysis below assumes f’ works with probability 1, but one can easily extend the result to deal with
probabilistic guarantees. Note that even though we were given only an A-approximation algorithm, the final
guarantee relates the output to an optimal clustering. This is due to the separation condition; it guarantees,
in particular, that even approximate solutions are close to the optimum.

We can also use this style of reasoning to show directly that any good approximation algorithm for k-SED
has low smooth sensitivity on well-separated inputs. This should not be surprising, since low local sensitivity
is in some sense necessary for adding little noise. However, the analysis of the sampling framework yields a
qualitatively stronger result: one can apply it some large class of inputs, which include well-separated ones,
but one need not first test whether the input is well-separated. In contrast, a direct bound on S* based on
good separation puts the burden on the privacy mechanism to test for good separation, and also to find a
way to degrade quality gracefully as inputs become less well separated. This may well be computationally
harder. More importantly, such a mechanism could only work for well-separated inputs; other classes where
sampling does well (such as those drawn i.i.d. from mixtures with relatively low separation) would be
ignored.

Proof of Lemma[5.2] Leta = 17285‘1’2. We show that (a) any clustering with cost less than aAi_l is close
to the optimal clustering in the Wasserstein distance, and (b) show that with high probability, under the
conditions of the theorem, the output of f/(z|;) has cost less than aA? .

We start with (b). Under the conditions of the theorem, with probability at least 3/4 a random sample
approximates the cost of every clustering within additive error v ~ A2 | /(A + 1)/Cs (by Lemma|5.3). If
¢ is the set of centers output by f’, then costy, (¢) < Acosty, (c}), since c; costs as much or more than
the cost of the optimal clustering for z|7. On the other hand, cost,,, (c;) < costz(c;) + 7, and so

cost,(¢) < costyy, () + v < A(costy(ch) +79) + v < AP?A7 | + (A+ 1)y

Since v ~ Az_l /(A +1)y/Cs, and ¢* A < ¢?, we can choose the constant C; small enough and Cs large
enough so that cost,(¢) < aA%_l, as needed for part (b).

We now turn to showing that clusterings with low cost are close to the optimal. Every set of centers
¢1, ..., C, defines a partition of the data set (or index set) based on the Voronoi cells of the centers in RA.
We write R(¢;) to denote the corresponding partition of [n] (this depends implicitly on all of ¢y, ..., ¢). Let
R*(7) denote the partition induced by the optimal cluster centers ¢*z. We use the following result:
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Lemma 5.4 ([25], Thm 5.1). If = is ¢>-separated and costy(¢) < aAi_l, then there is a permutation
7 : [k] — [k] such that for each i, the symmetric difference R(¢;)/\NR* (e (i)) has size at most 28¢* R*(4).

This lemma sets up a matching between centers in ¢ and in ¢*. Consider the distance ||¢; — ¢f||. Since
each is the average of a set of vectors of length at most A, we can bound the difference by 28A¢?(1 +
ﬁ). Given our setting of ¢?, this is at most 60A¢?. Finally, since each of the k centers may have
this distance from its optimal counterpart, the Wasserstein distance previously defined is at most 60A¢>v/k.
This completes the proof of Lemma [5.2]

Note that the proof of Lemma[5.4]in [25]] proceeds by bounding the lengths of the vectors ||&; — ¢]|. It
is likely that one could improve the constants in this proof by combining the two arguments. As it is, there
are several possible settings of the constants C', Co that come out of the proof: one example is C; = ﬁ
and Cy ~ 10'2; another possibility is C; ~ 10° and Cy ~ 10°. ]

Remark 3. Meila [22] defined a different “well-clusteredness” condition, based on the difference between
the semi-definite programming relaxation of k-SED and the integral optimum. That work also shows a
stability condtion similar to Lemma[5.4] It is not clear to us how to compare the approaches of [22125]]. Yet
another condition was proposed by Dasgupta and Schulman [[10], based on a goodness of fit test for Gaussian
mixtures. To our knowledge, however, no stability results have been proved based on that condition.

5.2 Learning Mixtures of Gaussians

Consider estimating and releasing the parameters of a uniform mixture of spherical Gaussian distributions.
We say a density function h over R is a mixture of k& spherical Gaussians if we can express it as a convex
combination h(z) = Zle $ho(z— p1;) where hy is the density function of a spherical Gaussian distribution
with variance o2 in each coordinate. The centers ji; are the parameters of h (assuming o2 is known).

Given n i.i.d. samples z;..., z,, drawn according to h, our goal is to estimate and release the y;’s as
accurately as possible while protecting the privacy of x = (x1, ..., 2,). This is related to, but different from,
the k-SED clustering problem (the optimal k-SED cluster centers form the maximum likelihood estimate
for the u;’s, but the optimal centers are hard to compute exactly and it is not clear that centers with nearly
optimal cost will yield a good estimate of the y;’s).

We apply the sample and aggregate framework. Since the points of = are drawn i.i.d., each of the subsets
x|y, -, x|y, will also consist of i.i.d. samples. Thus, it is sufficient to show that given n/m i.i.d. samples
from h, we can compute a set of centers that is “close” to the real centers. As above, we use the Wasserstein
distance (Sec. {.T)) to measure the distance between different sets of centers. To get a good estimate of the
centers from each of the samples, we use a slight modification of the learning algorithm of Vempala and
Wang 28], whose properties are summarized here:

Lemma 5.5 ([28]]). There exists an efficient algorithm which, given n' samples from a mixture of k spherical
Gaussians, identifies the correct partition of the data points with high probability as long as the distance

between any pair of centers is w (Jk1/4 10g1/2(€/wmin)>, where Wiy, is the smallest weight in the mixture,
_ 6
and n' = — polylog(().
For larger n’ this lemma may not hold (since the probability of one point going far astray and landing
in the wrong cluster eventually becomes quite high) but one can still get a guarantee on the how far the

estimated centers of the Gaussians will be from the real ones. (The idea is to running the algorithm on
different subsets of the data and combine them to get an estimate of the set of centers.)
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Lemma 5.6. A modification of the Vempala-Wang clustering algorithm [28], given n' samples from a mix-
\/ %) of the real

ture of k spherical Gaussians, outputs a set of centers within Wasserstein distance O(cky/ .7

centers, with probability 1 —o(1) as long as the distance between any pair of centers is w (0k1/4 logl/2 (Ek))
and n' > 3k polylog(¥).
When n/ = w (YHos(1/9)

€

vate; it releases a set of centers {/i;} where the expected error ||fi; — ;|| in each of the estimates is

a3k log(1/0)

o | & MOS0
evn/

tribution, which converges to h (that is, the KL-divergence between the distributions tends to 0).

log(%k)>, the sample and aggregate mechanism is (e, d)-differentially pri-

. For large n (polynomial in k and £), we get an estimate h’ of the mixture dis-
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A Useful Concentration Bounds

We collect here some of the concentration bounds used in the paper. We include proofs for completenes.

Fact A.1. a) If' Y is a sum of d exponential random variables, each with expectation 1, then the probability
that Y exceeds y = d + rd is at most exp(—d(r — In(1 + r))). This is at most exp(—d(r — 1)/2) =

exp(—(y — 2d)/2).
b) IfIf Y is a sum of d chi-square random variables, each with 1 degree of freedom, then the probability
that Y exceeds y = d + rd is at most exp(—d(r — In(1 + r))/2). This is at most exp(—d(r — 1)/4) =

exp(—(y — 2d)/4).

Proof of Fact[A1} a) The moment generating function of Y is E(e'Y') = (1 — ¢)~%. For any ¢ € (0,1) and
y > 0, the probability that Y exceeds y is at most 15 t) (by Markov’s bound). Setting ¢t = 1 — y/d, we get
that the probability is at most (4)e~(¥~=9). For y = d(l + ), this reduces to exp(—d(r — In(1 +r))).

b) The moment generating function of Y is E(e'Y’) = (1 — 2t)=%2. Forany t € (0,1) and y > 0, the
probability that Y exceeds y is at most (- Qt) i (by Markov’s bound). Setting t = %(1 — g), we get that
the probability is at most (¥ YA/2e=(y=d)/2, For y = d(1 4+ r), this reduces to exp(—d(r — In(1 +r))/2).
T_lFor both parts (a) and (b) the final bound is obtained by noting that » — In(1 + r) is always greater thzél

5 -

Fact A.2. IfY ~ N(0,1), then for &' < 1/e, we have Pr(Y < \/21n(1/¢")) is at most &'

—r? o1 —=* This latter integral can

[ e Lo,
T2y \/272 y Jr>y \/2m
\}Te*y /2. Now set y = /21n(1/4"). Note that y > 1, so

can bound the probability above by £ \ﬁ < ¢'/2. Similarly, the probability that N < —y is at most ¢'/2.

Proof. For any y > 0, we have Pr(N > y) =

be evaluated exactly; we obtain Pr(N > y) =

The union of the two events has probability at most &’ O
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