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Abstract

Effective forwarding in mobile opportunistic networks ischal-
lenge, given the unpredictable mobility of nodes, shortacindu-
rations between nodes, wireless interference and limitéfebsizes.

Most forwarding algorithms aim at decreasing costs (retatd
flooding the network) by forwarding only to nodes which akely
to be good relays. While it is non-trivial to decide if an enntered
node is a good relay or not at the moment of encounter, it iddrar
still to prioritize which messages toansmit under the presence of
short contact durations and which messagedrop when buffers
become full.

The main objective of this paper is to study different messag
prioritization schemes using real measurements. Suchrsehean
be broadly divided into two categories - schemes which daiget
any network information, and schemes which do. Examplebef t
former set of schemes include FIFO/LIFO etc. For the latégr s
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1. INTRODUCTION

Forwarding in mobile opportunistic networks is a hard pesbl
because of two key challenges: the unpredictable mobifithe
underlying nodes, and the resource constraints which dieclim-
ited battery life, short contact durations and small bufer

While there has been work [7, 6, 17, 4, 8] that addresses #te fir
challenge, little work has been done to address the secoald ch
lenge. For a mobile network operating under such constaihe
joint question of which messages to transmit and which ngessa
to drop becomes important. As with a forwarding algorithiw; e
ery node should be able to decide which messages are traagmit
and which messages are dropped based on the informationdie n
has, all the while balancing the trade-offs that exist betw&uccess
rate, delay and cost. Hence there is a need to develop andmiud
oritization schemes for messages such that nodes can fbhigir
priority messages and drop low priority messages.

of schemes, there is a key design choice: On one hand, we have Message prioritization can be performed independent ofithe

the following scheme: when a forwarding opportunity presen

self, assign high priorities to messages which are religtslese to
their intended destination. On the other hand, we can assgin
priorities to messages which are farther away from theitidas
tion than closer messages. In order to decide if messagesose
to their destination or not, we have to rely on a forwardingoal
rithm. For this, we use delegation forwarding schemes whinre
been shown to be efficient in terms of cost incurred in the ngkw
We develop a new set of prioritization schemes based on alébeg
schemes. We consider these schemes in our empirical study.

Categories and Subject Descriptors

C.2.1 [Computer-Communication Networks]: Network Archi-
tecture and Design-Store and forward networks

General Terms
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derlying forwarding algorithm. Such schemes include FIAS][
LIFO and ttl-based algorithms [17]. While such schemes asy e
to implement, the fact that they do not take into account ngtw
information can lead to poor performance and suboptimalaise
the scarce resources.

For the schemes which do use network information to make in-
formed decisions there is a crucial question: on the one ,hamel
can assign high priorities to messages which are close ipithe
tended destination. A node following such a scheme, willugo
encounter, drop the message farthest from its destinatidtrans-
mit the message closest to its destination. Proposed sshehieh
share this philosophy include PREP [15] and DLE [5].

On the other hand, one can decide to assign high priorities to
messages which are farthest away from their destinatianHal-
lowing such a scheme, the first message which will get droppied
be the message which is closest to its destination, and sherfas-
sage which will get transmitted (after delivering the thosessages
destined to the encountered node) will be the message saftben
the destination. Clearly the notion of ‘ distance’ to a dwiion is
extremely important in such schemes that use network irdtion.

This paper starts with the observation that in order to dgvel
an effective prioritization scheme, it is useful to studpming
schemes and transmission schemes independently of eahlath
order to facilitate our study, we develop and study a mespege
itization scheme based on delegation forwarding algorstfh

In previous work we have shown that delegation schemes eeduc
costs by relying on principles of optimal stopping theondezide
when to forward messages [8]. These schemes rely on a forward
ing metric assigned to every node, that is generically reteto as
‘quality’ for that node. This metric determines the probipiof
successful delivery of messages to their intended degtimaind



hence convey the notion of ‘distance’ to a destination. Rerdur-
poses of this study, the choice of delegation forwardingtsessen-
tial. However the combination of low cost and the use of a gene
metric to convey distance make delegation schemes appédalin
basing our study. We augment the delegation algorithms waith
replication-count number, which we refer todaegation number.
This number is then used to assign priorities to messages.

In this paper we study a variety of schemes using real eneount
traces. The most significant result of our paper is the scheimeh
assigns high priorities to messages with low delegationberrper-
forms the best in terms of success rate, delay and cost. \&/gist
this result in light of the path explosion phenomenon obseive-
fore [7].

2. RELATED WORK

Most of the work done in mobile opportunistic networks [3, 7,
12] is on the design of forwarding algorithms which aim at max
imizing performance while reducing cost [13, 7, 8, 11, 176},
Our focus here is to explore different message priority sube
given that we already have a forwarding algorithm. In paittc
we use the delegation schemes developed in [8].

edge of the number of nodes in the system or knowledge of any
properties of the other nodes. We are working in a settingevht
nodes are mobile; we do not consider settings where somesnode
may be stationary and are gateway nodes to the Internet.

We consider the following metrics: (tbst, which is the number
of replicas per generated message in the networksu@ess rate,
which is the fraction of generated messages for which at tmaes
replica is eventually delivered; and (&8Yerage delay, which is the
average duration between a message’s generation and tharfirs
rival of one of its replicas at the destination. By “high merhance”
we mean high success rate and low average delay.

When a nodeV; encounters another nodé;, the basic question
that a forwarding algorithm addresses is which subset ofages
m; in the setM; should nodeV; forward to nodeN; to maxi-
mize performance and minimize cost. Many of the proposed so-
lutions differ in the type of network information used, aslvas
how they use it to answer the above question (refer to [8] fde-a
tailed discussion on this point). However some of theserselse
are designed and evaluated under the assumptions of irifirffer
capacity and infinite bandwidth [8, 17, 12, 10]. With no reseu
constraints there is no need for prioritization of messages

However under the presence of finite contact durations aitd fin

There has been prior work done in designing message priority pfers, the questions of prioritizing the transmissiod @nopping

schemes. Epidemic routing [18] uses FIFO scheme, while #iga m
idea behind Drop Least Encountered (DLE) (developed in 8] a
subsequently used with different forwarding proposals & 9])
is to drop the message with least likelihood of delivery. Rigr

of messages becomes equally important. The question then be
comes which messages in the subsetshould nodeV; transmit

first and which messages in the subset should ridddrop first to
minimize cost and maximize performance?

idea has been proposed in PREP [15] where messages which are \ye start with the observation that it is important to studysme

farthest from their destination are assigned low pricsitid hese
proposals primarily differ in how they define the notion o$tdince
to the destination. In our work, we take the probability ofsess-
ful delivery to the intended destination as the distancghéi the
probability, lower the distance. We rely on frequency (emttrate)
and destination frequency (contact rate with a given dastin) [8]

as indicators of the probability.

Our study is aimed at networks which consist of mobile device
carried by humans in conference/social settings [3, 7].r@as
been similar work in message prioritization in other simiteet-
works, like vehicular DTNs, most notably MaxProp [2] where a
node assigns high priorities to messages which are reljatnav
in the network.

Our work is different(and indeed harder) as we have to canmsid
short contact durations as well as ensure low overall coshén
network given that energy is a precious resource unlike mioggar
DTNs [2, 1].

3. ASSIGNING PRIORITIESTO MESSAGES

In this section we first describe the setting we are workintpwi

We then discuss the schemes which we study as well as the-poten

tial implications of using these schemes. We then deschibeat
prioritization scheme which is based on delegation foniveyd

3.1 Formulation

Building on the formulation given in [8] we assume a set of mo-
bile nodes\; € M with |[M| = N. Nodes generate messages over

time; each message has a particular source and destinétede-
fine M; as the set of messages held by a given na@le When
nodes come into contact; have encounters, they are capaéle o
changing messages. Messages are transmitted in whole fsden n
to node during node contact intervals, after which both sdu#d

messageeplicas. Nodes hold on to the message replicas until their

respective buffers are full, at which time the nodes haveemde
which message to drop. Nodes do not possessagmiori knowl-

sage dropping schemes independently of message transmissi
schemes. This will let us identify a consistent prioritisatscheme

if it exists. From a node’s perspective, message priotibna
schemes can either be independent of the forwarding ahgoritr
use the information provided by the forwarding algorithnulézide

on the priorities.

Examples of the former includ€lFO, LIFO and Random.
These schemes do not use any extra information of the network
- a node merely inspects its buffer and drop/transmits a agess
FIFO/LIFO manner. Else the node will pick a random message to
drop or transmit. We consider these schemes in our study.e Mor
details are provided in the next section.

When message prioritization schemes incorporate netwdok-i
mation, one can think of two diametrically opposite schent@s
one hand we have the following scheme: upon an encounténass
high priority to messages that are closest to their desinaand
low priority to messages that are further away from theipesgive
destination. The rationale for such a scheme is fairly tiviei—
the network expends some energy in replicating and forwardi
message close to its destination. Given a choice betweernlisie
energy on a message that will get closer still to its degtinaor
a message which is not certain to reach its destination,sehtie
former. Example schemes include PREP [15] and DLE [5].

The main problem with such schemes is that some messages
might suffer from ‘under-replication’; a node might onlyplecate
and forward messages which are close to a destination, gaxer
ing a chance to relatively new messages to propagate in therie
(Although PREP [15] does use a hop-count value to ensurerunde
replication does not occur).

On the other hand a node can adopt the following scheme:rmassig
high priority to messages which are farthest from their idesion
and low priority to messages which are closest to their rethme
destinations. This scheme is less-intuitive — given thatralg
on multi-hop forwarding, favoring a message that is far fiicgnin-
tended destination over a message close to its destinatioluen-



tail spending more resources which are scarce in the firsepBRe-
sides, dropping a message which is close to its destinatitimthe
hope that another replica of the message makes it to thandgeti
may increase delays for that message. However a potentiafibe
of such a scheme is that it may address the ‘under-replitgirob-
lem. As a message makes its way thru the network to get closer t
its destination, multiple replicas of the message mighppgate,
increasing the probability of successful delivery.

We explore these tradeoffs using empirical measuremeritgin

next section. However before we do so, we need to address the

question of which metrics should we use that give a good atitin
of distance to the destination.

Algorithm 1 Augmented Delegation Forwarding

Let N, ..., Ny be nodes
Let M4, ..., My be messages
NodeN; has qualityx;,, and threshold;,,, for M.,,.
INITIALIZE Vi, m : Tim < Tim; dm «— 1;
On contact betweelV; and nodeV;:
forminl,..., M do
if M., is currently held byV; then
if 7im < 2;m then
Tim < Tjm
if \; does not have\,,, then
incrementd,,
forward M.,,, from \V; to \V;
end if
end if
end if
end for

We use the delegation forwarding scheme[8] which have been t
shown to be efficient in terms of cost and deliver high perfamnge.

3.2 Delegation Number based Priorities

To recap, the main idea of delegation forwarding is as fallow
Every node has a ‘quality’ associated with it, which is a gi&ne
metric that gives the likelihood of the node successfulljveéeng
messages to a destination. They idea of delegation forwarding
is that a given node will forward a message only if the encoun-
tered node haquality higher than all seen so far by the message.
Delegation forwarding has been shown to reduce averagebgost
a factor of O¢/N) [8]. We augment the delegation scheme by
including a simple replication-count. We refer to this nienlas
delegation number ( d,,) of the message. The delegation number
is incremented in the message, it is then replicated andsiaied.

A formal statement of the augmented delegation forwarding i
given in Algorithm 1. Consider a node holding a message with a
high delegation number. This would mean : (i) this node is one
of the best candidate nodes to forward the message to itsdete
destination, and hence is close to the destination, elsedutdinot
be holding the message; (ii) even if the node itself is not adgo
candidate to carry the message to the destination, a highhe&um
signifies that the message has been passed to candidatesethat
good candidate nodes to carry the message. Likewise corside

E1Il

Figure 1: Delegation Treefor node A

3lr [3]

3, whileds, which has not been forwarded, remains 1. Clearly, the
high delegation number faM; in nodeA tells us thatM; has
been forwarded to nodes which are good or better candidates t
carry the message. Likewise the high delegation numbetMiar
in nodeC tells us that nodeC belongs to the set of good candi-
date nodes to carry the message. The low delegation number on
M signifies that it has not been replicated enough, because it i
relatively new in the network.

We formulate the two prioritization schemes and study them e
pirically using real encounter traces. The details aremgivethe
next section.

4. EVALUATION

In this section we evaluate various message drop and traasmi
sion schemes using real encounter traces.

4.1 DataDetails

In order to evaluate various schemes in realistic settiwgsely
on real encounter traces collected in conference settifigese
data sets comprise of contact traces between short-ranggddth
enabled devices (iMotes [3]) carried by individuals in cmehce
environments, specifically Infocom 2006 and Conext 2006 réVio
details about the devices and the datasets, including symiza-
tion issues can be found in [14]. We isolated two 3-hour pirio
Tuesday, 9AM-12PM from both the data sets for our study. We se
lected the 3-hour periods such that the total contact rat@dés is
fairly stable. In addition, most participants are presenthie first
day of the conference. These are the same data sets usedand7]
more details can be found in that paper and the referencesithe
We present results from one dataset (Infocom 2006, 9AM-1PPM
due to space constraints, however we note that our reseltsmai-
lar across both data sets.

4.2 Experiments

As mentioned earlier, we study message dropping and message
transmission schemes independently of each other.
In order to capture a diverse set of conditions, we choose a

message with a low delegation number: the message has not bee stateless algorithm epidemic [18], a destination agnastjorithm

replicated enough because the message is relatively young.

An example is given in Fig. 1. In this example, consider node
A which has two messages in its buffek, M-z), both with
di,d2 = 1. NodeA encounters nodB which is turns out to be
a better candidate for messa§#; . d; is increased, the message is
then replicated and forwarded to noBeNodeA has another en-
counter say, with nod€ and forwardsM again.d; is therefore

(“frequency” [8]) and a destination based algorithm (“diesstion
frequency” [8]) as the underlying forwarding algorithms. hilé
epidemic algorithm relies on always forwarding messagesveny
contact, frequency relies on using contact rates of nodesatke
forwarding decisions. Destination frequency uses comtgetwith
the destination to make decisions. Therefore, the frequahc
gorithm will operate as follows. A node upon an encountethwit
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Figure 2: Message Dropping Schemes Info 06 9-12 (a,b,c) Destination Frequency (d,ef) Frequency; (a,d) Success Rate, (b,e) Cost

and (c,f) Delay

another node, forwards messages only if the the encountemde
has a higher contact rate than itself. Destination frequeperates
similarly but the information used is contact rate with thestiha-
tion instead.

The latter two have been shown to give good performance while
reducing cost in the network. As mentioned earlier, delegat
schemes can be applied to any generic metric which giveskibe |
lihood of successful delivery of a message to its intendestirk-
tion. We therefore also consider delegation versions afueacy
and destination frequency for comparison. The delegateygion
of frequency would then be: a node, upon an encounter, falsvar
messages if the encountered node has contact rate higinethena
rate of all nodes seen so far. A similar scheme can be desigitied
destination frequency. Refer to [8] for more details.

We implemented a variety of forwarding algorithms in a trace
driven simulator. For each trace and forwarding algorithra w
study, we generate a set of messages with sources and tiessna
chosen uniformly at random, and generation times from ad@ais
process averaging one message per 4 seconds. All our rasellts
averaged over 10 simulation runs. Our metrics are successaa
erage delay, and cost (as defined in Section 3). Each simnlath
was therefore 3 hours long; to avoid end-effects, no messagee
generated in the last hour of each trace.

4.3 Message Dropping Policies

We limit and vary the size of buffers per node and choose tystu
the following set of policies which span a spectrum of pdssite-
sign choices. Ties are broken randomly. We make the assompti
that all messages are inserted in arrival order in a buffereitthis,
we have:

FIFO: Upon a buffer overflow condition, nod¥; drops the old-
est message in the buffer.

LIFO: Upon a buffer overflow condition, drop the newest mes-
sage in the buffer.

Random: Upon a buffer overflow condition, drop a random
message from the buffer. This scheme is between the FIFO and
LIFO schemes mentioned above.

As mentioned in Section 3, these schemes are independéra of t
forwarding algorithm. We consider these policies in cowjion
with our algorithms defined earlier(Frequency, Destinatkre-
quency and their delegation versions). In addition, we &sois
on the two schemes we developed which exploit the informatio
provided to them by the forwarding algorithm.

High (H): Upon a buffer overflow, drop the message which has
the highest delegation numbér= maxvy ;(d;). This is analogous
to dropping the message which is closest to the destinatioved
the message which has been forwarded many times.

Low (L) Upon a buffer overflow, drop the message which has the
smallest delegation numbé; = miny j(d;). This is analogous
to dropping the message which is relatively young in the netw
or the message which is farthest from the destination.

We vary the buffer size (100, 200, 300,400, 500 and 1000) mes-
sages on every node. As mentioned before, we study drop poli-
cies independently of bandwidth constraints, hence wenassun-
bounded contact duration in these experiments.

The results are shown in Fig. 2. The plots show success &g, ¢
and delay versus increasing buffer size. The top plot shesslts
for destination frequency and the bottom set of plots cpwed
to frequency. Figs.2 (a,d) show success rate versus bidfer'@/e
first note that the all schemes perform similarly at high euffizes.
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Presumably, epidemic forwarding which does not do well urioie
presence of small buffers ( as has been reported before, jd8[)
perform the best with higher buffer sizes. All delegatiohexmes
have a higher success rate than the non-delegation versldns
is because delegation schemes have been shown to redued over
cost [8] in the network, so they utilize the scarce resournese
efficiently. Figs. 2 (b,e) show cost versus increasing lougfees.
Clearly the cost will increase as buffer sizes increase,faauall
algorithms (excluding once again, epidemic), large bsfféo not
help in increasing the success rate. All the delegation meke
achieve a very low cost; similar results have been repor&fdrb
[8]. Figs. 2 (c,f) show average delays as a function of messag
buffer sizes. The average delays decrease for epidemicftes bu
sizes increase. However for the other schemes, the inciaase
buffer sizes do not have a large effect on delay. Across rdiffe
schemes, however we note that while LIFO does the best, aleleg
tion schemes have higher delays - though they are not ptisieilyi
high. The surprising result is that delegation-H policyflrthe
message with the highest delegation number) gives the bestss
rate(with low cost) amongst all policies; for low buffer egit is an
improvement by a factor of almost 2 over LIFO. The delegatibn
policy is opposite of the policy employed by PREP and DLE &t th
we drop the message which is closest to its respective dgisiin

As discussed before, dropping a message close to its déstina
might increase delays. However we see from the results tigat t
delays do increase, but they are not prohibitive. Overallduld
appear that delegation schemes (H,RND) perform well unuetls
buffer sizes, and the policy of dropping the message whiclos
est to its intended destination offers the best trade-dffreen per-

formance and cost.

4.4 Message Transmission Policies

In order to impose constraints on message transmissiorimite |
the number of messages which a node can transmit during an en-
counter to at-most 1. We study transmission policies inddpet
of buffer constraints, therefore we assume infinite buféersodes.

The schemes we study are the same as the ones dropping
schemes studied above. We briefly describe the schemes:

FIFO: Upon a node encounter, nodé forwards the oldest mes-
sage in the buffer. Once the message has been forwardeeiibis r
serted to the back of the buffer.

LIFO: Upon a node encounter, forward the youngest message in
the buffer. We reinsert the message to the beginning of tfferbu
after it has been forwarded.

Random: Forward a random packet from the buffer. This
scheme is between the FIFO and LIFO schemes mentioned above.

We consider these policies in conjunction with our algarh
(Frequency, Destination Frequency and their delegatiosioes).

In addition we consider two additional schemes which malkeafis
the delegation number:

High (H): Upon a node encounter, forward the message which
has the highest delegation numller= maxy j(d;). This is anal-
ogous to forwarding the message which is closest to therdetn
as well the message which has been forwarded many times.

Low (L) Upon a node encounter, forward the message which
has the smallest delegation humbkgr = miny j(d;). This is
analogous to forwarding the message which is relativelyngon
the network.



The results are presented in Fig. 3. The results for degtimat We evaluate different schemes using real encounter trdeas.
frequency are presented on top, and the results for frequare ease of analysis we study forwarding and dropping policg®es
presented below. Fig. 3 (a,c) display success rate versis At ately. This allows us to isolate the effects of the two peliciSince
delegation based schemes perform similarly. Epidemic doés our results show that forwarding policies have much lesscethan
perform well. We can therefore conclude that the epidemic al dropping policies, we are able to conclude that carefulcsiele of

gorithm does not perform well under resource constrairgdsalso dropping policy is of primary importance. More specificallye
observed before[15]. It would appear that dropping padidiave find that the scheme which assigns high priority to messags w
more impact than transmission policies. low delegation number and lower priority for high delegatimum-

ber performs best in terms of balancing success rate, dethgast.
We interpret this result in light of previous results rethate path ex-

45 Rdation to Path EXplOSi on plosion phenomenon found in the same traces we use in thig. stu

Taken as a whole, it would appear that the delegation schemes
perform much better under resource constraints. This iagmily 6. ACKNOWLEDGMENTS
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