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Differential Privacy examples



Where we were…



apRHL

⊢ϵ,δ c1 ∼ c2 : P ⇒ Q

Probabilistic 
Program

Precondition 
(a logical formula)

Postcondition 
(a logical formula)

Probabilistic 
Program

Indistinguishability 
parameter



apRHL: More general Lap rule 
(still restricted)

x1:=$ Lap(1/ε,y1)  
~ 
x2:=$ Lap(1/ε,y2)  
: |y1-y2|≤k ⇒ = 

⊢k*ε,0



⊢ε1,δ1c1~c2:P⇒R ⊢ε2,δ2c1’~c2’:R⇒S
⊢ε1+ε2,δ1+δ2c1;c1’~c2;c2’:P⇒S

Probabilistic Relational Hoare Logic 
Composition



apRHL 
awhile

while b1 do c1~while b2 do c2  

:P/\ b1<1>=b2<2>/\ e<1> ≤ n 
 ==> P /\ ¬b1<1>/\ ¬b2<2>

⊢∑εk,∑δk

P/\ e<1>≤0 => ¬b1<1> 

c1~c2:P/\b1<1>/\b2<2>/\k=e<1> /\ e<1>≤n 
 ==> P /\ b1<1>=b2<2> /\k < e<1>

⊢εk,δk



Releasing partial sums
DummySum(d : {0,1} list) : real list 
 i:= 0; 
 s:= 0; 
 r:= []; 
 while (i<size d) 
    s:= s + d[i] 
    z:=$ Lap(eps,s) 
    r:= r ++ [z]; 
    i:= i+1; 
 return r

I am using the easycrypt notation here where Lap(eps,a) 
corresponds to adding to the value a noise from the  
Laplace distribution with b=1/eps and mean mu=0.



Releasing partial sums
DummySum(d : {0,1} list) : real list 
 i:=0; 
 s:=0; 
 r:=[]; 
 while (i<size d) 
    z:=$ Lap(eps,d[i]) 
    s:= s + z 
    r:= r ++ [s]; 
    i:= i+1; 
 return r



Today: more examples 
of differentially private 

programs



(a) (b) (c) (d)

Suppose that each one of us can vote for one star,  
and we want to say who is the star that receives  
most votes.

Report Noisy Max 
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Report Noisy Max

1.12. Example: releasing an approximate Cumulative Distribution

Function 27

Algorithm 5 Pseudo-code for SmallDB
1: function SmallDB(D, Q, ‘, –)
2: Let m = log |Q|

–2

3: Let u : X n ◊ X m æ R be defined as:

u(D, Di) = ≠ max
qœQ

|q(D) ≠ q(Di)|

4: Let DÕ Ω ME(D, u, ‘)
5: return DÕ

6: end function

Algorithm 6 Pseudo-code for CDF
1: function CDF(D)
2: Partition D according to z1, . . . , zk

3: S0 Ω 0
4: for i Ω 1, . . . , k do
5: Si Ω Si≠1 + LapMech(q[y], ‘l, Di)
6: end for
7: return S
8: end function

Algorithm 7 Pseudo-code for Histogram
1: function Histogram(D, ‘)
2: for i Ω 1, . . . , |X | do
3: Myi(D) Ω LapMech(D, qyi , ‘)
4: end for
5: return H
6: end function

Algorithm 8 Pseudo-code for Report Noisy Max
1: function RNM(D, q1, . . . , qm, ‘)
2: for i Ω 1, . . . , m do
3: ci Ω LapMech(D, qi, ‘)
4: end for
5: return argmaxici

6: end function

Theorem: The algorithm RNM is ε-differentially-private
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Since

Pr
x∼RNM(D′ )

[x = i |r−i] ≥ Pr
r∼Lap

[r ≥ 1 + r*]

and this says
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How can we connect them?



Laplace Distribution
14 Di�erential Privacy
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Figure 1.1: Probability density function for the the Laplace distribution Lap(b)(x)

with scale b =
1
2 in blue and scale b = 1 in red.

density function3:

Lap(b)(x) = 1
2b

exp
1

≠ |x|
b

2

The variance of the Laplace distribution is ‡
2 = 2b

2

The Laplace distribution centered in 0 has the symmetric shape of
two exponential distributions with symmetry axis in 0. The parameter
b describes how “concentrated” the distribution is, see Figure1.1 for two
examples.

To ensure a bound on the privacy loss we need to calibrate the
additive noise to the possible influence that a single individual can have
on the result of the numeric query. This influence is captured by the
notion of global sensitivity.

Definition 1.8 (Global sensitivity). The global sensitivity of a function
q : X n æ R is:

�q = max
Ó

|q(D) ≠ q(DÕ)|
--- D ≥1 D

Õ œ X n
Ô

Intuitively, smaller the global sensitivity of a function is and less
impact a single individual has on the result of the function. So, when
the global sensitivity is small we can add less noise to provide the same
protection. This is the intuition behind the Laplace mechanism4 that

3
We use the notation exp(c) for ec

for making the formulas easier to read.
4
Following the literature on di�erential privacy we use here the term “mechanism”,

there this is used as a synonym of algorithm, program, etc. It doesn’t have any other

special meaning.

b regulates the 
skewness of 
the curve,

b=.5

b=1

Lap(b, µ)(X) =
1

2b
exp

⇣
� |µ�X|

b

⌘
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Figure 1.2: Probability distributions of the Laplace mechanism for a c-sensitive

function on two neighboring databases.

respectively. We compare them at an arbitrary point z œ R. We have:

p(z)
pÕ(z) =

exp
1

≠ ‘|q(D)≠z|
�q

2

exp
1

≠ ‘|q(DÕ)≠z|
�q

2

= exp
1

‘(|q(DÕ) ≠ z| ≠ |q(D) ≠ z|)
�q

2

Æ exp
1

‘(|q(DÕ) ≠ q(D)|)
�q

2

Æ exp(‘)

Similarly, we can prove that exp(≠‘) Æ p(z)

pÕ(z)
, and this concludes the

proof.

Figure 1.2 gives a graphical intuition of the privacy proof. If we
assume that q is c-sensitive and we consider q(D) and q(DÕ) we know
that they di�er for at most c. By adding to both of them noise according
to the Laplace distribution with scale �q

‘ we obtain two distributions
whose means are at most at distance c, and whose shape is given by the
Laplace distribution, as depicted in Figure 1.2. Notice that the scale of
the two distribution is independent from their mean and it is equal for
both of them. Two such Laplace distributions have the property that
for each point z the ratio of their pdf evaluated in z lies in the interval
[e≠‘

, e
‘].

Sliding property of the 
Laplace Distribution

Pr
x∼Lap( 1

ϵ ,μ)
[k ≤ x] ≤ ecϵ Pr

x∼Lap( 1
ϵ ,μ)

[k + c ≤ x]
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Summarizing we have:

= Pr
r∼Lap

[r ≥ r*] ≤ eϵ Pr
r∼Lap

[r ≥ 1 + r*]

Pr
x∼RNM(D)

[x = i |r−i]

≤ eϵ Pr
x∼RNM(D′ )

[x = i |r−i]



Report Noisy Max
In a similar way we can prove:

Pr
x∼RNM(D′ )

[x = i |r−i] ≤ eϵ Pr
x∼RNM(D)

[x = i |r−i]



RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output;

Report Noisy Max 



|-(ε,0) 
[adj b1 b2,GS(qi)≤1,…] 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=output2]

Report Noisy Max 



Point-wise reformulation of 
differential privacy

Given ε,δ ≥ 0, a mechanism M: db →O 
where O is discrete, is  (ε,δ)-differentially 
private iff ∀b1 ~1 b2  and ∀s∈O:
    Pr[M(b1) = s] ≤ exp(ε)· Pr[M(b2) = s] + δs

with ∑δs≤ δ.

Can we turn this definition into a rule?



apRHL: pointwise DP rule

c1~c2 :P ==> x<1> = x<2> ⊢ε,δ

c1~c2 :P ==> x<1>=r => x<2>=r ⊢ε,δr

forall r∈R

∑ δr ≤ δ



By applying the 
pointwise rule 

we get a different post

forall s, |-(ε,0) 
[adj b1 b2,GS(qi)≤1,…]  
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

Report Noisy Max 



By applying the 
pointwise rule 

we get a different post

forall s, |-(ε,0) 
[adj b1 b2,GS(qi)≤1,…]  
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

Notice that we focus
 on a single general s.

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
[adj b1 b2,GS(qi)≤1,…]  
  while (i < N){ 
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

We can apply 
standard RHL

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
[adj b1 b2,GS(qi)≤1,…, invariant]  
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

Report Noisy Max 



Invariant

… (max1 < cur1 => output1=i1)
/\ (max2 < cur2 => output2=i2)
/\ i1=i2 /\ output1=output2



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
[adj b1 b2,GS(qi)≤1,…, inv]<fun k => if k=s then ε else 0>
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
[adj b1 b2,GS(qi)≤1,…, inv,(i1=s \/ i1<>s)] <fun k … >
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

We can now proceed
by cases

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
[adj b1 b2,GS(qi)≤1,…, inv, i1=s] <fun k => if k=s then ε 
else 0>
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

Case 1

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
[adj b1 b2,GS(qi)≤1,…, inv, i1=s] <ε>
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]
We can simplify

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
[adj b1 b2,GS(qi)≤1,…, inv, i1=s] <ε>
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

What rule shall 
we apply now?

Report Noisy Max 



apRHL: More general Lap rule 
(still restricted)

x1:=$ Lap(1/ε,y1)  
~ 
x2:=$ Lap(1/ε,y2)  
: |y1-y2|≤k ⇒ = 

⊢k*ε,0



Invariant

… (max1 < cur1 => output1=i1)
/\ (max2 < cur2 => output2=i2)
/\ i1=i2 /\ output1=output2



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
  cur = qi(b) + Lap(1/ε) 

[adj b1 b2,GS(qi)≤1,…, inv, i1=s, cur1=cur2] <0>
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
  cur = qi(b) + Lap(1/ε) 

[adj b1 b2,GS(qi)≤1,…, inv, i1=s, cur1=cur2] <0>
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

We can conclude 
this case by the

asynchronous if rule

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
[adj b1 b2,GS(qi)≤1,…, inv, i1<>s] <fun k => if k=s then ε 
else 0>
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

Case 2

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
[adj b1 b2,GS(qi)≤1,…, inv, i1<>s] <0>
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]
We can simplify

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
[adj b1 b2,GS(qi)≤1,…, inv, i1<>s] <0>
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

What rule shall 
we apply now?

Report Noisy Max 



apRHL: More general Lap rule 
(still restricted)

x1:=$ Lap(1/ε,y1)  
~ 
x2:=$ Lap(1/ε,y2)  
: |y1-y2|≤k ⇒ = 

⊢k*ε,0

Can we use this rule here?



apRHL 
Generalized Laplace

x1:=$ Lap(ε,e1)  
~ 
x2:=$ Lap(ε,e2)  
: |k1+e1<1>-e2<2>|≤k2  
       ==> x1<1>+k1=x<2> 

⊢k2*ε,0



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
[adj b1 b2,GS(qi)≤1,…, inv, i1<>s] <0>
   cur = qi(b) + Lap(1/ε) 
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

We can apply this
rule with 

k2=qi<2>-qi<1>

Report Noisy Max 



Morally

|-(0,0) Pre: true
output = input + Lap(ε)

Post: [output1-output2=input1-input2]



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
   cur = qi(b) + Lap(1/ε) 

[adj b1 b2,GS(qi)≤1,…, inv, i1<>s, cur1+qi<2>-qi<1>=cur2] <0>
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

We can apply this
rule with 

k2=qi<2>-qi<1>

Report Noisy Max 



forall s, |-(ε,0) 
RNM (q1,…,qN : (data → R) list,  
     b : list data, ε: R) : nat  
  i = 0;  
  max = 0;  
  while (i < N){ 
   cur = qi(b) + Lap(1/ε) 

[adj b1 b2,GS(qi)≤1,…, inv, i1<>s, cur1+qi<2>-qi<1>=cur2] <0>
   if (cur > max) 
        max =  cur ;  
        output = i; 
return output; 

[output1=s => output2=s]

We can conclude 
this case by the

asynchronous if rule 
and conclude

Report Noisy Max 










