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(€,0)-Differential Privacy

~

Definition

Given €,0 2 0, a probabilistic query Q: X» = R is
(€,0)-differentially private iff

for all adjacent database by, b, and for every SCR:

PriQ(bi)e S] < exp(€)Pr[Q(b2)e S] + O




Composition
My is €4-DP
< >
Mo is €2-DP
< >
Mn is en-DP
< >

[ The overall process is (€1+€2+...+€n)-DP }




Multiple queries




Multiple queries

We can split the privacy budget uniformly:

€global
n

cE —

Laplace accuracy: with high probability we have:

o) -] <0(2)

€N




Multiple queries

By putting them together (hiding some details) we have as a

max error
n 1
() =9()
€global 7! €global

[Notice that if we don’t renormalize this is of the order of
()
€global

_bigger than the sample error. )

~
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Advanced Composition

We have (by hiding many details) as a max error

v ( Eglob: \/ﬁ)

(If we don’t renormalize this is of the order of

o( %)
€global
_.comparable to the sample error. )

[DworkRothblumVadhan 10, SteinkeUllman 1 6]



Multiple queries




Composition




Sparse vector

SparseVector(D,q1,...,0n, 1,€)

How can we achieve epsilon-DP by paying
only for the queries above T7?
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An example: above threshold

Algorithm 1 Input is a private database D, an adaptively chosen
stream of sensitivity 1 queries fi,..., and a threshold 7. Output is a
stream of responses aq, ...

AboveThreshold (D, {f;},T,e¢)

Let T =T +Lap ().
for Each query ¢ do
Let v; = Lap(2)
if fZ(D) +v; > T then
Output a; = T.
Halt.
else
Output a; = L.
end if
end for
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Multiple AboveThresholds

Algorithm 2 Input is a private database D, an adaptively chosen

stream of sensitivity 1 queries f1,..., a threshold 7', and a cutoff point
c. Output is a stream of answers aq,. ..

Sparse(D,{f;},T,c,¢€,0)

/3%¢1n L
If5:OLeta:%.ElseLeta:$15

Let 7y = T + Lap(o)
Let count =0
for Each query ¢ do
Let v; = Lap(20)
if fz(D) + v > Tcount then
Output a; = T.
Let count = count +1.
Let Teount = T + Lap(o)
else
Output a; = L.
end if
if count > ¢ then
Halt.
end if
end for
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Algorithm 2 Input is a private database D, an adaptively chosen

stream of sensitivity 1 queries f1,..., a threshold 7', and a cutoff point
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If 6 =0 LetmElse Letm

Let To T + Lap(o
Let count =0
for Each query ¢ do
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Output a; — T. Ditterent setup for
Let count = count +1. 620 or 67_-0
Let Tcount =T+ Lap(a) e —
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end if
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Halt.
end if

end for
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Multiple AboveThresholds

Algorithm 2 Input is a private database D, an adaptively chosen

stream of sensitivity 1 queries f1,..., a threshold 7', and a cutoff point
c. Output is a stream of answers aq,. ..

Sparse(D,{f;},T,c,¢€,0)

1
32cIn 5

If'5:OLeta:%.ElseLeta:—”6
Let 7y = T + Lap(o)
Lo =)
for Each query ¢ do
Let v; = Lap(20)
if fz(D) + v > Tcount then
Output a; = 7.

Let{count = count +1.

Let Teount = T + Lap(o)

else A counter for how
Output a; = L. :

ond if many queries above

iffcount > ¢ then the threShOld.
" )OO

end if

end for
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Multiple AboveThresholds

Algorithm 2 Input is a private database D, an adaptively chosen

stream of sensitivity 1 queries f1,..., a threshold 7', and a cutoff point
c. Output is a stream of answers aq,. ..

Sparse(D,{f;},T,c,¢€,0)

1
32cIn 5

If'5:OLeta:%.ElseLeta:—”6
Let 7y = T + Lap(o)
Let count =0
for Each query ¢ do
Let v; = Lap(20)
if fz(D) + v > Tcount then
Output a; = T.

Lot comnt — ca We reset the threshold
7 e [ et

else
Output a; = L.
end if
if count > ¢ then
Halt.

end if
end for




Multiple AboveThresholds

Algorithm 2 Input is a private database D, an adaptively chosen
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/3%¢1n L
If5:OLeta:%.ElseLeta:$15
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Multiple AboveThresholds

Algorithm 2 Input is a private database D, an adaptively chosen

stream of sensitivity 1 queries f1,..., a threshold 7', and a cutoff point
c. Output is a stream of answers aq,. ..

Sparse(D,{f;},T,c,¢€,0)

1
32cIn 5

If5:0Leta:%.ElseLeta:—V6
Let Ty = T + Lap(o)

Let count =0 The privacy analysis
for Each query ¢ do Ust i+
Lot = Lap(20) just uses composition.
if f;(D) + v; > Teount then - —

Output a; = T.
Let count = count +1.
Let Teount = T + Lap(o)
else
Output a; = L.
end if
if count > ¢ then
Halt.
end if
end for




Numeric Multiple AboveThresholds

Algorithm 3 Input is a private database D, an adaptively chosen

stream of sensitivity 1 queries f1,..., a threshold T', and a cutoff point
c. Output is a stream of answers aq, ...
NumericSparse(D,{f;}, T, c,€,0)

If 6 =0 Let ¢ < Ze, €2 < 5 2¢. Else Let ¢ —\/——glilee

¢ Else Let o(c) = VALL,

€

9 \/51 +1

If ) =0 Let o(c) = %
Let Ty = T + Lap(o ( 1))
Let count =0
for Each query 7 do
Let v; = Lap(20(e1))
if f;(D)+ v; > Toount then
Let v; < Lap(o(e2))
Output a; = f;(D) + v;.
Let count = count +1.
Let Thoun = T + Lap(o(€1))
else
Output a; = L.
end if
if count > ¢ then
Halt.
end if
end for




Numeric Multiple AboveThresholds

Algorithm 3 Input is a private database D, an adaptively chosen
stream of sensitivity 1 queries f1,..., a threshold T', and a cutoff point

c. Output is a stream of answers aq, ...
NumericSparse(D,{f;}, T, c,€,0)

If § =0 Let ¢; « & €, €2 < § 2¢. Else Let ¢ = 2212 ¢ ¢

9 V51241 €2 \/5T+1
If § =0 Let o(e) = 2. Else Let o(e) = —”32:111
Let Ty = T + Lap(o(e1))
Let count =0
for Each query 7 do
Let v; = Lap(20(e1))
if fi(D) + vi > Teou then We add fresh noise
Let v; < Lap(o(e2)) :
Output a; — f:(D) + v, before returning
Let count = count +1. the result of the query
Let Teount = 1T + Lap(o(e;
else — —
Output a; = L.
end if
if count > ¢ then
Halt.
end if

end for




Accuracy for AboveTh reshold

(- )
Definition 3.9 (Accuracy). We will say that an algorithm which outputs

a stream of answers aj,...,€ {T,L}* in response to a stream of k
queries f1,..., fr is («, B)-accurate with respect to a threshold T if

except with probability at most 3, the algorithm does not halt before
fr, and for all a; = T:

fz(D) Z T — «

and for all a; = L:




Accuracy for AboveThreshold

Theorem 3.24. For any sequence of k queries fi,..., fr such that
{i < k: fi(D) > T — a}| = 0 (i.e. the only query close to being
above threshold is possibly the last one), AboveThreshold(D, {f;}, T, ¢)
is («, B) accurate for:

" 8(log k + log(2/13)) |




Accuracy for AboveThreshold

Theorem 3.24. For any sequence of k queries fi,..., fr such that
{i < k: fi(D) > T — a}| = 0 (i.e. the only query close to being
above threshold is possibly the last one), AboveThreshold(D, {f;}, T, ¢)
is («, B) accurate for:

8(log k + log(2/13))

o= :

G € J
Proof. Observe that the theorem will be proved if we can show that
except with probability at most (3:

max |v;| + T — T < a
i€[k]

If this is the case, then for any a; = T, we have:

fiD)+v;, >T>T—|T-T



Accuracy for AboveThreshold

Theorem 3.24. For any sequence of k queries fi,..., fr such that
{i < k: fi(D) > T — a}| = 0 (i.e. the only query close to being
above threshold is possibly the last one), AboveThreshold(D, {f;}, T, ¢)
is («, B) accurate for:

8(log k + log(2/13))

o= :
G € J
Proof. Observe that the theorem will be proved if we can show that
except with probability at most (3:

max |v;| + T — T < a
i€[k]

If this is the case, then for any a; = T, we have:

fiD)+v;, >T>T—|T-T
or in other words:

fi(DY>T —|T—=T|—|v| >T — «



Accuracy for AboveTh reshold

Theorem 3.24. For any sequence of k queries fi,..., fr such that
{i < k: fi(D) > T — a}| = 0 (i.e. the only query close to being
above threshold is possibly the last one), AboveThreshold(D, {f;}, T, ¢)
is («, B) accurate for:

" 8(log k + log(2/13)) |

Similarly, for any a; = 1 we have:
fi(D)<T<T+|T-T|+ || <T+a

We will also have that for any ¢ < k: f;(D) < T—a < T—|y;|—|T —1T],
and so: f;(D)+v; < T, meaning a; = . Therefore the algorithm does
not halt before k queries are answered.



Accuracy for AboveThreshold

Theorem 3.24. For any sequence of k queries fi,..., fr such that
{i < k: fi(D) > T — a}| = 0 (i.e. the only query close to being
above threshold is possibly the last one), AboveThreshold(D, {f;}, T, ¢)
is («, B) accurate for:

8(log k + log(2/13))

a = .

- € J
Recall that if Y ~ Lap(b), then: Pr[|Y| > t-b] = exp(—t). Therefore

we have:

Pr(|T —T| > %] = exp <_g)

4
Setting this quantity to be at most 3/2, we find that we require a >
4log(2/p)
€

Similarly, by a union bound, we have:

Prlmax |v;| > a/2] <k -exp (—g>
i€ k] 8

Setting this quantity to be at most §/2, we find that we require «

8(log(2/ f JH198 k) These two claims combine to prove the theorem. ]

Vv




