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(€,0)-Differential Privacy

\

Definition

Given €,0 2 0, a probabilistic query Q: X» = R is
(€,0)-differentially private iff

for all adjacent database by, bz and for every SCR:

Pr[Q(bi)e S] < exp(€)Pr[Q(b2)e S] + &




Randomized Response

(

Algorithm 1 Pseudo-code for Randomized Response

1: function RANDOMIZEDRESPONSE(D, g, €)
9 for k < 1 to |D| do

N o { q(d;)  with probability 1_6;6
| ’ —q(d;) with probability 5 -I}e‘-

4: end for

5: return (Sulrgl 5)

6: end function




Randomized Response

Privacy Theorem:
Randomized response is e-differentially private.

p
Accuracy Theorem:

1+§( 1
e —1 1+ ef

1+ e
(e —1)

Py log(2/ 6)] <3

r«RR(D,q.€) [

) - Q(D)‘ >

.

/




Laplace Mechanism

Algorithm 2 Pseudo-code for the Laplace Mechanism

1: function LAPMECH(D, q, €)
2 Y & Lap(&9)(0)

3: return ¢(D) +Y

4: end function




Laplace Mechanism

p
Theorem (Privacy of the Laplace Mechanism)

\The Laplace mechanism is e-differentially private.

(Accuracy Theorem: let r = LapMech(D, ¢, ¢)

Pr [Jo(D) — 7l = (S0) 1 (3)] = 5




Randomized Response

vs Laplace
(Accuracy for Randomize response: with high probability\
we have: 1
r—q(D ) < O(—)

J

" Accuracy for Laplace: with high probability we have:

o) +| <o}

\
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Some important properties

e Resilience to post-processing
e (Group privacy
e Composition



Resilience to Post-processing

a D
Proposition 1.1 (Post-processing). Let M : XY™ — R be a randomized

algorithm that is e-differentially private. Let f : R — R’ be an arbitrary
deterministic mapping. Then fo M : X" — R’ is also e-differentially

private.
. Y,




Group Privacy

10

" Proposition 1.2 (Group Privacy). Let M : X" — R be a randomized
algorithm that is e-differentially private. Then, M is ke-differentially
private for groups of size k. That is, for datasets D, D' € X™ such that
DAD' < k and for all S C R we have

Pr[M(D) € S| < exp(ke) Pr[M(D') € S|




Composition

Mji is €1-DP
Mo is €2-DP
< >
Mhn 1S €n-DP
4>

[ The overall process is (e1+€2+...+€n)-DP J
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Composition

‘Theorem 1.7 (Standard composition for e-differential privacy). Let M, 3
X" — R be an ej-differentially private algorithm and let My : X" —
Ry be an eo-differentially private algorithm. Then their composition
defined to be M2 : X" — R; x Ry by the mapping M (D) =

\(Ml(D), My (D)) is (€1 + €2)-differentially private.

J

Proof. Fix any pair of adjacent datasets D ~q D’. Fix also a pair of
output (r1,72) € R; X Rs. We have:
PriMi2(D) = (r1,m2)] _ (PrMy(D), M3(D)) = (r1,72)]
Pr[M;o(D') = (r1,72)]  (Pr[My(D’), Ma(D'")) = (r1,72)]
_ PrMy(D) = m|PriMa(D) =72 (Pr[Ml( ) =71] )(Pl‘[M-z(D) = Tz])
Pr[M(D") = r] Pr[M3(D') = r9] Pr(My(D') = r1]/ \Pr[My(D') = 19

< exp(€1) exp(€2) = exp(€g + €2).
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Composition

Answer: Because it allows to reason about privacy
as a budget!
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Composition
[BUdget=8global -€1 -€2 ... -&n ]
M1 is €1-DP
M2 is €2-DP
< >
Mhn is en-DP

Gr——8



Example | s

Let’s consider an arbitrary ordered universe domain A and let’s
consider the following predicate for y € X

1 ifx<
Qy(x)z{ =Y

0 otherwise

we call a threshold function the associated counting query

qy: X" — [0, 1]




Exam Ple I [ Budget=¢€giopal : 2; : 22 -'2373: 2; J 16

X={0,1}3 ordered R A

wrt binary encoding. T

14 1 0 1

" 000(D) = .3+L(1/nge1) D EXE = e T o T o 1

q*001(D) = .4+L(1/ne2) 7 | 1 | 1 | o

d*010(D) = .6+L(1/ne3) o T o T+ T

q*011(3) — 6+_(‘/n84) . 10 1 0 1
d*100(D) = .6+L(1/nes) iy
g*101(D) = .9+L(1/nes) |
q*110(D) = 1+L(1/ne7) 0
g*111(D) = 1+L(1/nes) 03

0

000 001 010 O11 100 101 110 111



Example |l 7

Let’s consider the universe domain X = {0,1}¢ and let’s consider
the following predicate for an index 1 < j < d

qj(z) = x;

we call an attribute mean function the associated counting query
q;: X" — [0,1]




Example |

( Budget=€giobal - €1 - €2 - €3 |

D1 D2 D3

H 0 0 0

12 1 0 1

3 | o 1 0

14 1 0 1

De X10=1 1 0 0 0

B | 0 0 1

17 1 1 0

a*1(D) = .4+L(1/ne4) :: g ? g

q*2(D) = .3+L(1/ne2) o | 1 | o | 1
.

q*3(D) = .4+L(1/ne3) udcliacarnia



Example | k

1.2

0.9

Budget=¢€giobal - €1 - €2 - €3- €4

-85 -E-E7 -E8
0.3

0

000 001 010 O11 100 101 110 111

D1 | D2 | D3
n | o | o | o
2 | 1 | o | 1
8 | o [ 1 [ o
4 | 1 | o | 1
[ Budget=¢€giobal - €1 - €2 - €3 j DeXO0=11s [ o[ o] o
6 | o | o | f
7 | 1 | 1 | o
8 | o [ o | o
o [ o [ 1+ [ o
o [ 1 | o | 1

margin | 4+Y; 3+Yz | 4+Yz



Privacy Budget vs Epsilon

Sometimes is more convenient to think in terms of

Privacy Budget: Budget=¢€giobal - 2 €iocal
\_

~

/

/
Sometimes is more convenient to think in terms of

epsilon: €giobal= 2 Elocal
-

\

20



Example |

000 001 010 O11 100 101

1.2
p . 09
Budget=ggiobal - €1 - €2 - €3- €4 e
-€5 -E6-€7 -€g|
\_ J/ 03
4 A
0
Eglobal=E+E+E+E+E+E+E+E=8E
\_ J
 Budget=ggiobal - €1 - 82 - €3 | D € X10 =
4 )
Eglobal= E+£+£=3¢€
_ W,

21

110 111

D1 D2 D3
I 0 0 0
12 1 0 1
I3 0 1 0
14 1 0 1
15 0 0 0
16 0 0 1
17 1 1 0
18 0 0 0
19 0 1 0
110 1 0 1

margin | 4+Ys

3+Y>

4+Y5
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Composition




Example 23

Let’s consider an arbitrary universe domain A and let’s consider
the following predicate for y € X

1 ify==x
qy(a:) N { 0 otherwise

we call a point function the associated counting query

qy: X" — [0, 1]
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Example Il | e

D1 D2 D3
I 0 0 0
12 1 0 1
I3 0 1 0
14 1 0 1
15 0 0 0
16 0 0 1
17 1 1 0
18 0 0 0
19 0 1 0
110 1 0 1

000 001 010 011 100 101 110 111
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Example |l

D e X10

110 111

000 001 010 011 100 101

03 -
0.225

0.15 -
0.075

21300310
(R | A | Y | A | B | B |
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D1 D2 D3
I 0 0 0
12 1 0 1
I3 0 1 0
14 1 0 1
15 0 0 0
16 0 0 1
17 1 1 0
18 0 0 0
19 0 1 0
110 1 0 1

000 001 010 011 100 101 110 111



