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Abstract—Multi-core platforms represent the answer of the
industry to the increasing demand for computational capabilities.
From a real-time perspective, however, the inherent sharing of
resources, such as memory subsystem and I/O channels, creates
inter-core timing interference among critical tasks and applications
deployed on different cores. As a result, modular per-core certifi-
cation cannot be performed, meaning that: (1) current industrial
engineering processes cannot be reused; (2) software developed and
certified for single-core chips cannot be deployed on multi-core
platforms as is.

In this work, we propose the Single Core Equivalence (SCE)
technology: a framework of OS-level techniques designed for
commercial (COTS) architectures that exports a set of equivalent
single-core virtual machines from a multi-core platform. This allows
per-core schedulability results to be calculated in isolation and to
hold when multiple cores of the system run in parallel. Thus,
SCE allows each core of a multi-core chip to be considered as
a conventional single-core chip, ultimately enabling industry to
reuse existing software, schedulability analysis methodologies and
engineering processes.

I. INTRODUCTION

Multi-core chips are mainstream products. A multi-core chip
allows the concurrent accesses of shared resources including
DRAM, system bus, last level cache, and I/O channels. Unfortu-
nately, often one or more of these resources creates a bottleneck
causing severe inter-core interference. From a real-time per-
spective, if a given shared resource represents a bottleneck, the
measured worst-case execution time (WCET) of a task in a core
can vary significantly when that resource is heavily used without
deterministic regulation. This is because severe congestion can
be experienced leading to unpredictable execution delays.

Avionic and automotive industries have a large base of cer-
tified software developed for single-core chips. However, due
to inter-core interference, schedulability analysis results derived
for single-core systems cannot be reused when migrating to
multi-core platforms. In this work, we propose the Single Core
Equivalence technology (SCE technology). Under SCE, access to
shared memory resources is strictly regulated using a set of OS-
level techniques. As such, each core in the system is assigned a
partition of the memory hierarchy with predictable performance.
If m is the number of active cores in a system, SCE dedicates
1/m of shared memory resources to each core. Consequently the
WCET of a task directly depends on the number of active cores
and can be denoted as WCET(m). In this work, we introduce the
SCE technology and develop an analytical model of SCE that is
used to estimate WCET(m) of a task under analysis given the
knowledge of its behavior in isolation.

Currently, FAA and other international certification authorities

are concerned about the use of multi-core platforms in safety
critical avionics systems due to various inter-core interference
channels [1]. We envision that SCE technology can be used by
embedded industry to design certifiable multi-core systems with
m cores. The use of SCE has two major benefits: a) first, if less
than m cores are used in production, the remaining ones can be
activated at a later upgrade without system-wide re-certification;
b) second, any of the certified m cores can be treated as
an independent processor in a conventional single-core chip,
meaning that local workload changes require local re-validation.
Such property allows reusing consolidated software components,
development, schedulability analysis and certification process as
is. As a result, SCE can provide both performance benefits, since
multi-core platforms can be fully exploited, and a reduction of
certification costs.

In this paper, we first describe how the SCE framework and
its different partitioning mechanisms can be used to address
the main sources of inter-core interference. Next, we detail the
derivation of WCET(m) for a real-time task given a knowledge
of its behavior in isolation. To the best of our knowledge, this
is the first work to propose the idea of modeling the worst-case
execution time as a parametric WCET(m) when tasks run on
top of a performance isolation framework for COTS multi-core
systems. Additionally, the proposed solution is implementable
using existing hardware support. Thereby, this work makes the
following contributions:

e Describe how techniques used to address contention at
different levels of the memory hierarchy can be combined
together to enforce strong inter-core performance isolation
in modern COTS multi-core chips.

o Derive an analytical model to estimate the WCET(m) of a
task running under SCE given the knowledge of its behavior
in isolation.

o Show that by relying on the properties of WCET(m) it is
possible to reuse, without substantial modifications, existing
schedulability analysis techniques, such as response-time
analysis.

« Validate proposed SCE technology as well as its analytical
model through implementation on real COTS hardware.

Due to space constraints, this paper describes how SCE
technology can be used as a means of mitigating the following
multi-core interference channels: shared last-level cache, shared
DRAM memory bandwidth, and shared DRAM banks. In order
to perform a complete end-to-end schedulability analysis, it is
also important to serialize access to I/O devices shared across
cores. This can be done by delegating a specific core (I/O
core) to serialize I/O transactions, as described in [2]. Since
the focus of this paper is on memory hierarchy management,
we do not discuss how I/O serialization can be performed. In



depth discussion and implementation details on how I/O can
be integrated within the proposed SCE framework are provided
in [3].

Overall, the coordinated partitioning and protection of shared
resources in a multi-core chip is challenging. However the
benefits of the SCE approach are significant since it allows
engineers to port, develop, verify and certify applications core
by core, and eventually partition by partition, as if running on
a single-core chip. Without SCE, the combinatorial inter-core
interference problem can easily jeopardize the system integration
process and lead to undesired complexities at the level of
liability management. Even though SCE offers a solution to these
problems, it is worth to notice that large improvement margins
can further be achieved by optimizing the coordinated shared
resource allocation mechanisms. Optimization considerations are
currently out of scope and left as future work.

The rest of the paper is organized as follows. Section II pro-
vides an overview of the related work. Next, a brief description
of the main components of the SCE technology is provided in
Section III, while the general methodology for system deploy-
ment is described in Section IV. The model and assumptions for
SCE are reviewed in Section V. Next, in Section VI we establish
the necessary theoretical results that are used for the derivation
of WCET(m) in Section VII. An experimental validation of
our analysis is described in Section VIII and the paper finally
concludes with Section IX.

II. RELATED WORK

The problem of inter-core interference in multi-core architec-
tures is well known and has been largely studied in literature. As
a result, several different ways of approaching the new challenges
introduced by multi-core platforms have been proposed.

Important results have been achieved to understand how
different classes of scheduling algorithms behave on multi-
processors [4]. Moreover, new scheduling strategies that are op-
timal on such platforms have been developed, such as RUN [5],
Pfair [6, 7], LLREF [8], LRE-TL [9]. The commonly adopted
model in multi-core scheduling theory assumes that WCET
of tasks does not vary according to what is being scheduled
on other cores at the time of their execution. In this sense,
since the SCE layer creates an abstraction where the constant-
WCET assumption is guaranteed, it can allow complex multi-
core scheduling strategies to be deployed on real systems.

Static analysis tools that leverage abstract interpretation [10,
11, 12] and symbolic execution [13, 14, 15] have been developed.
Using such techniques it is possible to analyze a program from
binary reconstructing execution paths and extracting information
about memory access patterns. These tools can achieve excellent
results on single-core systems relying only on architectural
modeling and knowledge about the task under analysis. In order
to scale to multi-cores, however, this approach requires extending
the analysis to all those software components that can run in
parallel to achieve tight bounds. We envision, instead, that these
tools can rely on the deterministic properties exported by the
proposed SCE without major changes in the adopted analysis
approach. As we show in Section VII, we are able to provide
a response-time analysis for a tasks under SCE, even though
we expect that it can be largely improved by combining our
framework with static analysis techniques.

On multi-core, static analysis for caches proposed by [16] has
been extended to shared caches [17, 18, 19]. Similarly, shared
memory buses have been analyzed in [20, 21]. A complete
attempt of system-wise static analysis which includes shared
cache and bus in a multi-core platform has been proposed
in [22], on top of which a unified WCET framework has been

formulated [23]. Overall, an interesting plethora of work has
been developed in this direction. However, these works need
to make strong assumptions about: a) the behavior of some
architectural components (e.g. TDMA-based buses or pure LRU-
based caches); and b) the presence of a fixed workload in the
system, meaning that system-wise analysis must be reiterated if
changes to individual software components are made. We believe
these techniques could be reused in conjunction with the high-
level guarantees exported by SCE, allowing a relaxation of their
assumptions and ultimately becoming more suitable for practical
use.

A different approach is to design multi-core and many-core
architectures that provide better guarantees on the worst-case
execution time of critical software components. The precision
timed (PRET) architecture [24, 25] embeds runtime control and
deadline enforcement at the level of processor instruction set
while proposing a set of hardware modifications to achieve
good performance without sacrificing predictability. Similarly,
predictability is enhanced in the MERASA project [26] by
reducing inter-core interference at the hardware level. Finally, the
P-SOCRATES [27] is an ongoing project for the development of
software techniques to provide soft real-time guarantees on top
of commercial many-core platforms. Although hardware that has
been designed to be predictable can provide stronger guarantees,
the goal of our SCE approach is to be implementable on existing
COTS platforms by enforcing strong isolation in software with
the aid of existing hardware support. This characteristic sets our
SCE apart from hardware-based approaches, whose feasibility
has been confirmed with an implementation on commodity
hardware.

III. BACKGROUND ABOUT SCE TECHNOLOGIES

A first version of SCE was produced as a result of our
collaboration with two avionic industries, namely Rockwell
Collins and Lockheed Martin [3]. Even though single compo-
nents were covered as a part of our previous work, the SCE
framework was not in the public domain. Thus, in this section,
we provide the required context and background about each of
the integrated resource management techniques comprising SCE:
Colored Lockdown for shared cache management; MemGuard
for DRAM bandwidth reservation; PALLOC for DRAM bank
partitioning.

A. Colored Lockdown - Cache Assignment

Multi-core architectures often feature several levels of CPU
cache. Private caches are relatively easier to analyze, have
smaller size and are less configurable via software than shared
levels of cache. Thus, we primarily consider the problem of
efficiently managing shared caches, even though some of the con-
cepts can be easily reused to manage lower (private) cache levels.
Specifically, we leverage a mechanism, Colored Lockdown [28],
that is able to solve inter-core interference on allocated memory
areas while providing a good tradeoff between efficiency and
flexibility. Colored Lockdown involves two main stages: an
offline profiling stage; and an online cache allocation stage.

1) Profiling: During the offline stage, each real-time task
is analyzed using a memory profiler [28]. When the task runs
in the profiling environment, memory accesses are traced and
per-page access statistics are maintained. Next, a) pages of the
task’s addressing space are ranked by access frequency; and
b) a profile is produced identifying frequently accessed (hot)
pages by their relative position in the addressing space. The
final profile can be used online to drive the cache allocation
phase. Given the produced profile, two mechanisms are used
to provide deterministic guarantees and a fine-grained cache
allocation granularity, described below.



2) Page Coloring: Multiple DRAM pages can be mapped
to a given set of shared cache pages. The pages in the same set
are said to have the same color. Pages with the same color can be
allocated across cache ways, so that as many pages as the number
of ways can be allocated simultaneously in last level cache. Our
OS techniques are able to reposition task memory pages within
the available colors, in order to maximize allocation flexibility.

3) Lockdown: Real time applications are dominated
by periodic execution flows. This characteristic allows for an
optimized use of last level cache by locking hot pages first.
Relying on profile data, we first color frequently accessed
memory pages to remap them on available cache ways; next,
we exploit hardware cache lockdown support to guarantee that
such pages (once prefetched) will persist in the assigned location
(locked), effectively overriding the default cache replacement
policy.

For each task, by following its profile, it is possible to derive
a curve that plots the WCET of a task as a function of the
number of hot memory pages allocated in cache. We call this
curve progressive lockdown curve. It relates cache assignment
with resulting WCET, so that once the cache assignment has been
performed, two parameters are derived: (1) a value of WCET C'
for the task running in isolation (single-core scenario); and (2)
a residual maximum number of cache misses p, corresponding
to accesses to all those profile pages not allocated in cache. As
we show in Section VII, the WCET C' obtained at this step is
used to derive the value of WCET when m are the active cores
in the system: WCET(m).

Since the pages are ranked by access frequency, the progres-
sive lockdown curve will exhibit a convex shape and constrained
convex optimization methods can be used to obtain the optimal
cache allocation for a group of tasks. However, from an SCE
perspective, the specific cache assignment strategy can be left to
the system designer. As discussed in Section VIII, the progressive
lockdown curve can be either derived by using static analysis
tools or experimentally in a configuration where: a) portions of
cache of even size are assigned to cores; b) all but one core are
kept idle; c) private DRAM banks are assigned to each core (see
Section III-C).

B. MemGuard - Memory Bandwidth Partitioning

Similarly to shared caches, DRAM memory is one of main
sources of inter-core interference. In fact, in multi-core chips,
applications running on different cores can concurrently access
main memory. This determines unregulated contention at the
level of the memory controller that can introduce significant
delay to the memory requests from critical real-time applica-
tions. To achieve isolation, we developed an OS level memory
bandwidth regulation system, called MemGuard [29]. The goal
of MemGuard is to provide bandwidth reservation for each core,
so that the stall time each application suffers due to memory
bandwidth regulation is predictable and can be analyzed, as
discussed in Section VII.

MemGuard uses a series of per-core regulators that are re-
sponsible for monitoring and enforcing the memory bandwidth
allocation. This can be done by relying on hardware-specific
performance monitoring capabilities. Specifically, each regulator
monitors the amount of DRAM transactions performed by each
core (or alternatively, the number of last-level cache misses). By
considering the worst-case latency L,,,, for a single memory
request to be serviced, it is possible to derive a worst-case
(guaranteed) bandwidth at which the memory subsystem can
operate.

MemGuard operates as follows: it is configured to enforce
the bandwidth assignment at a given period P. The amount of

transactions K, that a given core will be allowed to perform
during P, under even bandwidth distribution, will 31mp1y be:
K, = %, where m is the number of active cores in the
system. At the beginning of each period, MemGuard configures
the hardware performance counters to trigger an event when any
of the cores exceeds the K, threshold of completed DRAM
memory requests. To enforce the strict bandwidth assignment,
upon reception of a budget-exhausted event, MemGuard idles
the associated core. Any idled core resumes its activity at the
beginning of the next replenishment period. The length of the
regulation period P is a system-wide parameter and should be
much smaller than the minimal application task period. In our
current implementation, P is one millisecond matching also the
OS scheduler tick interval.

The key insight is that by restricting the maximal memory
bandwidth usage for each core, it is ensured that each core can
always complete up to K; memory requests within a regulation
period P. Since non memory-intensive applications typically use
less than their reservation, MemGuard also offers different ways
to share reserved but unused memory bandwidth across cores
to achieve significant average-case performance improvements.
However, in this paper, we analyze the behavior of tasks with
strict bandwidth assignment only, while additional details on
bandwidth reclaiming and sharing mechanisms can be found
in [29].

C. PALLOC - DRAM Bank Partitioning

The DRAM structure is organized into ranks, banks, rows
and columns [30]. Whenever a given row is accessed in a bank,
subsequent accesses on the same row (row-hits) can be serviced
with a small latency. Conversely, if a subsequent access requires
data in a different row (row-miss), a significant increase in the
latency is introduced. Different banks of the same DRAM chip
can satisfy requests in parallel. The mapping between physical
addresses and banks is hardware-specific and can be determined
as described in [31, 32]. In a multi-core scenario, several cores
can potentially access the same DRAM bank. In this case,
the row-miss ratio of a task can increase as multiple cores
access the same bank. In addition, reordering of requests at the
bank level operated by the memory controller can significantly
increase the worst-case per-bank queuing delay for the core
under analysis [32].

Unfortunately, current OSes do not control how physical mem-
ory pages are mapped to DRAM banks. In order to overcome
the discussed shortcomings, SCE uses a DRAM bank-aware OS-
level memory allocator, named PALLOC [31], which allows
system designers to assign specific DRAM banks to cores (or
applications). In the context of SCE, PALLOC is used to assign
disjoint sets of DRAM banks (private banks) to applications
running on different cores. This way, tasks running in parallel do
not collide on DRAM banks and do not suffer inter-core conflicts
at this level, as long as there is a sufficient number of banks to
accommodate them.

In the current implementation, PALLOC modifies the Linux
buddy allocator so that specific DRAM banks can be selected
when allocating new memory pages. System designers can create
multiple partitions and specify desired DRAM banks for each
partition through the CGROUP interface. When a process in a
CGROUP requires physical memory, PALLOC allocates only
pages from the specified banks. A detailed discussion on how
PALLOC works can be found in [31].

In summary, MemGuard improves performance isolation on
multi-core platforms by using efficient DRAM bandwidth reser-
vation mechanisms, while PALLOC achieves similar results
by partitioning DRAM banks. Together, they provide strong



isolation when accessing shared DRAM memory.

IV. SCE METHODOLOGY FOR SYSTEM DEPLOYMENT

In this section, we briefly describe the main steps that are
needed to deploy our SCE framework on top of multi-core
platforms to support m concurrently active cores. The key
property is that once SCE is in place, the value of WCET(m)
calculated for each task on a given core (see Section VII) will
not be affected by workload changes in other cores. This allows
reusing consolidated schedulability techniques for single-core
chips on each of the m active cores.

The first step to obtain a SCE-compliant system is to select
a commercial multi-core chip that features hardware primitives
needed by SCE components. Specifically, the requirements are:

1) An MMU unit, in order to allow page-level coloring;

2) Atomic instructions to prefetch and lock individual lines in
last-level cache, or a per-way allocation mechanism;

3) Knowledge (either from technical reference manuals or
from benchmarking) about the mapping of physical ad-
dresses to DRAM ranks, banks and columns, so that PAL-
LOC can be deployed;

4) Extensive performance monitoring capabilities, allowing
per-core DRAM transactions to be observed in software,
ultimately allowing MemGuard to operate.

The second step comprises workload characterization. In this
step, all but one core of the system are powered off and tasks
are studied in isolation. For each task, we extract the complete
memory profile and progressive lockdown curve, together with
the maximum number of residual last-level cache misses for each
data-point in the curve.

Next, we propose to evenly distribute shared resources to
create the pool of exported equivalent single-core machines. The
even distribution of resources is not a strict requirement as the
techniques comprising SCE can also be used to perform un-
even allocation. Nonetheless, enforcing even partitioning ensures
that identical single-core machines are exported, simplifying
migration of software components across cores without the need
of reiterating a costly task schedulability analysis. The even
resource assignment is enforced on the DRAM subsystem by:
a) using PALLOC to allocate the same number of private banks
to each core; and b) by configuring MemGuard to allocate an
equal fraction of the guaranteed bandwidth to each processor.
At this point, tasks deployed on different cores will observe a
m-times slower but dedicated DRAM subsystem.

In the next step, the assignment of tasks to cores is performed.
The assignment is application-specific, so that the exact task-to-
core assignment strategy can be left to the system designer. If
IMA [33] partitions are used on top of SCE, partition-to-core
assignment is performed in this step.

After tasks/partitions have been allocated to cores, last-level
cache assignment is performed. For this purpose, it is possible
to rely on the previously derived progressive lockdown curve:
either the desired task WCET is fixed and its cache requirements
are derived accordingly; or a given amount of cache is provided
and the corresponding WCET is determined. Either way, it must
always hold that the cumulative amount of last-level cache (LLC)
allocated to all the tasks on the same core (or partition) is less
or equal than LLCcache size,

Finally, WCET(m) for tasks assigned on a given core can
be derived and schedulability can be checked as described in
Section VII. If the set of tasks on each core is determined to be
schedulable, then the whole system is schedulable. Conversely,
if any of the tasksets is found not to be schedulable, the pre-
vious cache allocation step can be reiterated, rearranging cache

TABLE I
SUMMARY OF PARAMETERS FOR SCE RESPONSE-TIME ANALYSIS

Param. | Interpretation

m Number of active cores in the system

P MemGuard budget replenishment period

C WCET for the considered task in isolation

m Number of residual misses after last-level cache assignment
Lgize The size in bytes of a single cache line
Lomin Minimum amount of time for a single memory request
Lmax Maximum amount of time for a single memory request

Ky Maximum number of memory requests within each period P

resources inside the considered core. Alternatively, the initial
task-to-core assignment can be reconsidered and schedulability
issues can be solved by migrating groups of tasks across cores.

V. SYSTEM MODEL AND ASSUMPTIONS

In this section, we provide details about the considered system
model as well as the assumptions according to which the analysis
is carried out.

Table I summarizes the list of parameters that will be used
throughout the paper to estimate the WCET(m) of a task in
a system where m represents the number of active cores. The
parameter P, instead, represents the budget replenishment period
of MemGuard such that the memory access budget for each core
will be restored every P time units. The parameter C' captures the
WCET of the considered task running in isolation once the last-
level cache assignment for the task has been determined using
Colored Lockdown. Under this scenario, the maximum value of
residual cache misses p can be obtained.

Note that the value of C' and p can be derived by us-
ing either static analysis or an experimental approach. Static
analysis can be used whenever a micro-architectural model for
the considered platform is available [10, 11]. However, for
complex architectures, it is often common industrial practice to
experimentally derive the value of WCET. The measurement-
based approach may determine a WCET that does not correspond
to the absolute WCET. However, for COTS platforms where
many micro-architectural details are undisclosed this approach
is the only viable option for practically dimensioning a complex
system at design time. Existing tools that adopt this approach
are part of the industry practice toward WCET determination on
single-core platforms [34, 35].

The following parameters model the behavior of the key
components of the underlying DRAM memory subsystem. First,
Lg;.. represents the size in bytes of a single cache line. As
such, Lg;.. bytes will be requested and transferred to last-level
cache for every suffered cache miss. Prefetchers and speculative
execution units are assumed to be disabled. Each core is allowed
to have more than one outstanding memory request, and we
assume that the DRAM controller, as well as the bus arbiter,
implement a round-robin scheduling policy.

Many modern COTS multi-core chips (e.g. Freescale
MPC56xx and MPC57xx chip families) designed for safety-
critical operations can be configured to implement a round-
robin policy on the main memory controller arbiter. Nonetheless
our analysis can also be derived under the assumption of a
FIFO policy, leading to more pessimistic results. Due to space
constraints, however, we describe our analysis with a round-robin
policy, leaving the discussion about the implications of other
scheduling policies as a part of our future work.

Once a memory request is issued, we assume that the DRAM
access time for a single transaction is bounded between the best-
case access time L,,;, and the worst-case access-time L,,qz.
The latter parameter captures the maximum amount of delay



suffered on a single memory request due to the activity of other
cores. In an experimental approach, L,,;, can be derived by
ensuring that only the core under analysis is active, that all its
requests are hitting in the same DRAM row, and that there are
no dependencies between subsequent requests. Conversely, L,
can be found by analyzing a benchmark in isolation where:
a) each memory transaction has a data dependency with the
previous one; b) subsequent memory requests access different
DRAM rows. These parameters can also be rewritten in terms
of bandwidth: Ly = 552 and Lye, = gai, where
BW,,;n is the DRAM guarranﬁfeed bandwidth and BW,,,., is
the maximum achievable DRAM bandwidth (as measured in
isolation, without regulation and while all the other cores are
off).

Finally, K, represents the number of memory accesses that
a core is allowed to perform within each MemGuaId period P.
Specifically, K, can be calculated as K, =

7anam .

In this work we do not address the problem of contention
at the level of shared cache bus and controller. The cache
bus is normally on-chip and features a much higher bandwidth
compared to the main memory bus. Contention at this level has
been found to affect some modern platforms [36]. However, due
to its high bandwidth capabilities, cache buses are normally able
to sustain, without hitting the saturation point, the simultaneous
activity of several CPUs. According to our benchmarks, on the
Freescale P4080 platform used for our evaluations, contention
at this level produces no visible effects up to 4 active cores and
yields negligible slowdowns with 8 active cores.

Additionally, COTS architectures are often not time-
composable between CPU pipeline and cache hierarchy [37].
This means that under certain circumstances, a local reduction
of execution time (e.g. a cache hit) can produce a global
increment in the execution time and vice versa, determining
what is known as timing anomaly. In SCE, however, cache
blocks are allocated to tasks using lockdown. As a result, the
memory locations that will produce a cache hit are known at
profile time and do not change across different runs, while the
rest of the cache is unavailable for allocation. Consequently, if
timing anomalies exist, their effects are already embedded in the
experimentally derived WCET. No additional timing anomalies
will be experienced after production as there is no variation in
the sets of accesses that hit/miss in cache.

The derived theoretical model also assumes delay additivity.
If delays are not additive, a pending memory request (or other
instruction) not only introduces a delay in the execution due to
the current operation, but may also determine additional delays
in subsequent instructions. As previously discussed, an exact
micro-architectural model is typically not available for COTS
systems. Thus, formally determining and modeling their delay
additivity is often infeasible. Conversely, the goal of this paper
is to derive WCET estimates that can be used at design time
for complex systems through a measurement-based approach. In
practice, however, the following consideration can be made: out-
of-order processors like the one considered in our evaluation are
likely to satisfy delay additivity. In fact, instructions that cause
long delays, like those accessing memory, can execute in parallel
with different operations or with instructions of the same type.
This effect counterbalances memory-induced delays, so that the
resulting increase in execution time can be less or equal than the
single instruction delay.

Finally, although the effect of PALLOC does not appear
directly in the analysis, it is important to underline that the
enforcement of private DRAM banking across cores is funda-
mental for the soundness of the analysis. In fact, modern DRAM
controllers perform reordering of requests at the bank level to

maximize open-row hit ratio [32]. Due to reordering, if multiple
cores are allowed to access the same bank, several requests from
a different core can be processed before a request from the core
under analysis, potentially leading to large delays.

VI. WORST-CASE REGULATION STALL

In this section, we identify the worst case memory access
pattern and derive a bound for the maximum amount of stall
that a task can suffer during any regulation period P.

A. Regulation-induced stall

Memory regulation (MemGuard) never allows one core to
generate more than a given number of DRAM memory accesses
(K,) inside each regulation period (P). As long as the core
performs K, memory requests or less, it is not stalled inside
a given regulatlon period P. Conversely, when a core tries to
perform the (K, + 1) DRAM access, it is stalled until the
beginning of the next period. We define stall as the sum of all
the intervals of time during which the core under analysis has
a pending memory transaction but is not being served by the
memory subsystem. This can happen either because the memory
subsystem is serving other cores (contention) or because it has
been stalled by MemGuard (regulation).

The first lemma shows that under even bandwidth assignment
across cores, the amount of stall induced on the task is upper-
bounded by the regulation stall, given that the scheduling policy
of the DRAM controller implements a round-robin scheme.

Lemma 1 Consider a system with even bandwidth regulation,
where K is the number of DRAM accesses of each core during a
regulation period of length P. If the policy for scheduling DRAM
transactions at the bus arbiter and at the DRAM controller is
round-robin, then each core is guaranteed to always perform up
to K, memory transactions within a regulation period P.

Proof: This lemma can be easily proven by contradiction
Recall that K,
takes X > P to perf an a burst of K, memory accesses that
was ready at the beginning of the period. Since the bus and the
memory-controller have a round-robin arbitration policy, X can
be rewritten in terms of performed transactions:

X = Kquaw + KothLmaw

Where K, denotes the aggregate number of DRAM trans-
actions performed by all the other cores during P. It follows
that:

Kquaw + KothLmaw >P= (Kq + Koth)Lmaw > P

P
= Kq+ Kot > ——

Lmaa:

= Kq + Ko > qu

which contradicts the assumption that each core can perform
a burst of K, transactions per period P without being regulated.
|

Next, we find an upper bound on the amount of stall that can
be observed in a single regulation period P for the core under
analysis. In order to do this, we rely on the fact that at most
K, memory transactions can be performed by each core during
a regulation period P (Lemma 1).

Lemma 2 For any single regulation period P, P — KL, is
an upper bound on the amount of stall suﬁ‘ered by the core under
analysis.



Proof: In order to prove this lemma, we consider two cases:

Case 1 (Regulation) The task under analysis needs to perform
K, DRAM memory accesses and no transactions are requested
by other cores. In this case, the worst-case stall is suffered
when the task under analysis accesses the DRAM at its peak
bandwidth. Thus the K, accesses will be satisfied in K Lp
time units, and the resulting regulation-induced stall will be:
P — KL,,;,. This also captures the case in which the memory
budget is already exhausted when the task under analysis is
scheduled.

Case 2 (Contention) The task under analysis needs to perform
K, DRAM memory accesses together with all the other cores.
Since bus and memory controller use a round-robin scheduling
policy, in the worst-case the task will stall for K(m — 1) Lyaq.-
Thus, it holds that:

(m — 1)Ky Lmae = MKy Lmays —
=P — KyLpax
S P - Kquin

Kquaa:

The following lemma identifies the worst case DRAM memory
access pattern for a given task in the system, within an arbitrary
time window. The timing analysis will be then derived according
to this scenario. The key insight is that if all memory accesses
concentrate on one region, it represents burst arrival case and
could possibly take several regulation periods to complete. While
the core is stalled due to regulation, no progress on the task can
be made. Thus, a clustered memory access pattern represents the
worst case in terms of how much delay is introduced on task’s
completion.

Lemma 3 The memory access pattern that causes the worst-
case regulation-induced stall on a given task is when all the
accesses within the considered task are clustered, starting when
the budget is exhausted.

Proof: From Lemma 2 it follows that a task cannot suffer
more stall than P — K, L,,;,, (regulation-induced stall) per each
regulation period P. Thus, the worst-case memory access pattern
corresponds to the pattern that maximizes this stall. It follows
that the worst-case memory access pattern corresponds to the
case where all the p memory accesses are clustered at the
beginning of the task. If the number of memory accesses u
is not a multiple of K, we assume the worst-case contention
from all the other cores in the last period in which the leftover
transactions occur. ]

B. Stall term

By using Lemma 3 and Lemma 2, we can derive the worst-
case regulation-induced stall for a given task that performs p
DRAM memory accesses.

Theorem 1 The worst-case regulation induced stall for a task
that performs 1 DRAM memory-accesses in a system with evenly
distributed bandwidth regulation can be obtained as:

stall(p) = {Kﬁ—‘ (P — K¢Lpin)

! (D

+ 0= 1= ([ | = Do) e

Proof: The theorem follows from Lemma 3 and Lemma 2.
The formula can be divided into two terms. The first term

captures the regulation-induced delay in all the intervals where
regulation occurs. The considered task is regulated every K|
transactions, and it can be released right after the MemGuard
budget has been exhausted. Thus, it will be regulated through-

out its execution exactly [£-| times, every time suffering a

worst-case stall of P — Kq[jmm (Lemma 3). The remaining
1 — (| #] = 1)K, transactions will not trigger the regulation
mechanism and thus will be only subject to contention. Thus,
with a round-robin scheduling policy at the bus and memory

controller, they will be stalled in the worst-case by (m—1)L,qx

each. [ ]
For sake of simplicity, we show the derivation of the response
time analysis assuming the case pu%K, = 0. In case the

assumption does not hold, an upper-bound on the number of
requests can be considered: fi = [ ]K,. It is easy to see that
q

A%K, = 0 and that & > p. Under this assumption, we can
rewrite the stall term as follows.

i

stall(j1) = (P = KqLmin) + (m = DKy Lnaa
q

=—P—-——)+(m—1)K;Lnaz

Kq( — me) ( Ky

,amLma:c PLmin
= P - —1)K,L

P ( mLmaq;) + (m ) qg-—max
Lmin

= [iLnaz(m — 7 )+ (m— 1)KL

Since [iL,,q; is the maximum time spent accessing memory,
it is easy to see that under the assumption L. = Lpin, the
stall term represents the case in which each task sees a memory
channel that is m times slower than the isolation case. Moreover,
the constant value (m — l)Kqu(mc represents a blocking term
deriving from the fact that the bandwidth assignment is enforced
by MemGuard at a finite granularity P. Ideally if the mechanism
could be implemented such that P — 0 = K, — 0, this effect
would disappear.

VII. WCET(m) AND RESPONSE TIME ANALYSIS

We consider a set of implicit-deadline tasks 71, ..., 7,, where
each task 7; is characterized by a period 7;, a WCET in isolation
C; = WCET(1);, and a maximum number of residual last-level
cache misses after lockdown fi;. In this section we proceed
as follows to derive WCET(m); for a given task 7;. First,
we assume that the scheduling policy is based on tasks’ fixed
priority assignment (e.g. Rate Monotonic) upon a partitioned
multi-core system; this is a common practice used in industrial
applications. Next, we consider a level-i busy interval'. From
Lemma 3, the worst-case memory access pattern can be obtained
by clustering together all the memory accesses of task instances
in the considered busy interval. Finally, we show that the value
of WCET(m); follows directly from this analysis. For ease
of notation, we use the more compact term Cs.. to indicate
WCET(m).

Equation 2 considers a level-i busy interval and computes the
response time analysis for tasks with regulation-induced stall as
calculated in Equation 1.

Rz(-k-H) =C; + Z

7;€hp(3)

T}

(k)
{R” Wcj +stall(By (@)

'Defined as a time interval during which only jobs of task i or belonging to
higher priority tasks execute continuously on the processor.



Where 11(F) captures the clustered memory accesses of all the
task instances in the interval and is defined as follows:

(k)
RM7
=y H_ ]uj 3)
(1)

T;Ehep(i J

Note that the stall term in this formulation only depends

on the term ,uz(-k) since the amount of regulation-induced stall
exclusively depends on the number of required DRAM memory
accesses (last-level cache misses).

Theorem 2 The response time of a periodic task in a system
under bandwidth regulation and even bandwidth assignment can
be calculated as:

C&cel + Z

T Ehp(i

ROHD —

—‘ sce; +Kquaw(m_1) (4)

) j

Where Clg.. represents the WCET(m) with m active cores
under SCE and is defined as:

me
- ) ®)

Lmam

Coee = C + ﬂLmax (m

Proof: Equation 4 follows from Equation 2 after expanding
the stall term:

=Ci+ Y

T €hp(i

=Cit+ Y,

7 €hp(3)

Rk = WCJ» + stall(ui™)

%
) J

R

’7 jz" —‘OJ =+ Kquaw(m — 1)
J

Lmin

max

+ ﬂgk) Linag (m -

)

) using Equation 3:

By expanding p(

R™
:Ci+ Z ’V 24 -‘Cj+Kquaz(m_1)
rjehp(i)! 7
(k)
+ ( IVRZZZ—, —‘ﬂj)Lmax(m - émln )
7 Ehep(i) J max
R
=C; + ’7 '.ZZ—' —‘Cj + Kquax(m — 1)
m€hp(i) 7
(k) R(k) Lmin
Tl 2 [ [ptmetn- 22
T;€hp(i)

Since { -‘ = 1 when checking schedulability for task 7;:
R
=C; + ' O+ Ky Lpgz(m—1
> V]t
7 €Ehp(3)
~ R(k) ~ Ln in
+ (,Ui + ’7 CZZ—' —‘,uj)Lmaw(m - %)
. 7 max
T5€hp(i)
Lmin
= 01 + ﬂiLmaz(m - )

Lma.’r

R™

+ ) {T -‘(Cj—i—ﬂijM(m—
m€hp(i) 7

+ KqLmaz(m —1)

Which can be finally rewritten as:

R
= Csce, + ’7 Z‘ —‘Oscej + Kquam(m - 1)
Ti€hp(i) J
]
Under this formulation, C.. can be rewritten as:
N m 1
Csce =C+ ﬂLsize(BWmin - BWmaaz) (6)

This formula highlights that the term BW,,,, can be over-
approximated, or considered as BW,,,, — 00, in case a
precise estimation cannot be performed. Thus, the formula can
be rewritten without the dependency from BW,, .. as follows:

LS’LZ&
o= C 4 Btz

CSC BWm'm,

)

VIII. EXPERIMENTAL VALIDATION

In this section, we present some of the results obtained on
a commercial multi-core platform when the SCE framework
is deployed and the analysis is carried out as described in
Section VII. Specifically, we show how the workload for a
specific task can be characterized and how WCET(m) can be
derived.

A. Methodology

We have performed an integrated implementation of Colored
Lockdown, MemGuard and PALLOC on a Linux kernel. For
our experiments we use a commercial multi-core platform that
provides the necessary hardware support to deploy the discussed
techniques. Specifically, we have used a Freescale P4080 plat-
form. The P4080 features m = 8 PowerPC cores with 2 levels
of private cache, 2 MB of shared L3 (last-level cache), and
4 GB of DRAM. Each core operates at 1.5 GHz, while the
minimum (guaranteed) DRAM bandwidth has been calculated
from specifications and validated through benchmarking to be
at 1.2 GB/s. Similarly, we have determined a peak bandwidth
of 2.5 GB/s. Next, the MemGuard budget replenishment period
has been configured as P = 1 ms, which represents a good
trade-off between regulation granularity and introduced over-
head [29]. Thereby, under the current configuration, the value
of the remaining parameters necessary for the WCET ana1y51s
are the following: ste = 64 bytes; Ly, = 2.38 x 10785
Linas = 4.96 x 10~ 8%s; K, = 2520. In addition, the selected
platform meets the hardware requirements for the main SCE
components described in Section IV.

In order to perform locking and unlocking of cache lines,
we use the dcbtls and dcblc atomic instructions. In this
evaluation, we manage the shared L3 cache, and keep the
lower cache levels unavailable for allocation. Thanks to its large
size, the L3 allows more flexibility in the allocation strategy.
Unfortunately, in the P4080 platform, this level of cache is not
significantly faster than the DRAM subsystem, when the latter
is used at full bandwidth. This characteristic is evident from the
benchmarks, which only experience about a 2x performance im-
provement when full cache allocation is performed. This means
that by managing all the cache levels, significant performance
improvements can be obtained without violating SCE invariants.



TABLE II
CHARACTERIZATION OF SD-VBS BENCHMARKS

Benchmark | Profile Pages | Input Res. | PeakVM | Exec. Ratio
disparity 173 128x96 7736 2.29
localization 80 128x96 2988 1.61
mser 115 128x96 3304 2.11
tracking 217 128x96 3468 1.88
multi-ncut 87 33x44 2996 1.19
sift 930 128x96 6528 2.04
texture 404 352x288 4616 2.25

This and similar optimizations, however, are left for future work
as we are mostly interested in enforcing performance isolation.

In our integrated implementation, MemGuard directly moni-
tors the DRAM activity in order to take access control decisions
at the granularity of a single core. This can be done on the
selected platform by relying on the on-chip event processing unit
(EPU). This unit is able to internally collect and process Nexus
debug messages generated at the DRAM controller. Moreover,
the unit can be configured to increment different hardware
counters according to the ID of the core that has originated each
DRAM transaction. Finally, each counter can be programmed to
generate an interrupt when a threshold in the number of collected
events is reached.

In our evaluation, time samples have been obtained using
the core’s internal timestamp counters in order to have cycle-
accurate measurements. On the selected platform, this can be
done through the instructions that provide access to the time
base register: mftbu and mftb.

B. Benchmark Selection and Profiling

In order to validate our implementation and the SCE theoreti-
cal model described in Section VII, we have used the San Diego
Vision Benchmarks Suite (SD-VBS) [38]. The suite includes a
number of applications that implement image processing algo-
rithms and are good examples of memory-intensive workload.
In addition, since the suite includes motion tracking, object
localization and image feature detection algorithms, it represents
a realistic example of data-centric applications deployed on
modern aircrafts for real-time synthetic vision.

For each of these benchmarks, we have performed profiling
using the technique described in [28]. Table II reports a summary
of their characteristics, such as: number of memory pages in the
produced profile (‘“Profile Pages”); resolution of input images
in pixels (“Input Res.”); peak virtual memory footprint across
execution expressed in KB (“PeakVM”); ratio between runtime
with no allocated pages and full L3 assignment (“Exec. Ratio”).

We were able to observe the same performance trend across all
the considered benchmarks. Thereby we show in the next section
the detailed curves for one benchmark in particular, tracking, and
summarize the rest in Table III. The tracking benchmark extracts
motion information from the input image-set, which involves
feature extraction and feature movement detection. Thus, besides
the avionic domain, this application is relevant for robotic vision,
autonomous vehicles and surveillance. As mentioned in [38],
the considered benchmark implements the Kanade Lucas Tomasi
(KLT) tracking algorithm.

C. Progressive Lockdown Curve

As reported in Table II, the complete profile for the tracking
benchmark is comprised of 217 memory pages, for a total
of 868 KB of memory. As mentioned in Section III-A3, the
correspondent progressive lockdown curve can be obtained by
measuring the WCET when an increasing number of profile
pages are allocated in cache. Since in the final system the leftover

cache space may be assigned to different tasks, once the desired
pages are prefetched and locked, we make the rest of the L3
cache unusable for the task by locking arbitrary portions of
system memory.

Progressive Lockdown Curve for Tracking Benchmark
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Fig. 1. Progressive lockdown curve for tracking benchmark.

Figure 1 depicts the resulting curve and compares the resulting
WCET time to the case in which all the L3 is left unmanaged
and the benchmark is able to potentially allocate over L3’s entire
size. The continuous line represents the measured WCET, while
the negative error bars report the difference between maximum
and minimum observed runtime. Each data point summarizes 50
different observations. Three main aspects emerge from the plot:
a) by allocating about half of the most frequently accessed profile
pages, it is possible to consistently reduce by 75% the WCET of
the considered benchmark; b) increasing the amount of allocated
pages quickly reduces the fluctuation of the measured execution
time; and c) by allocating only a subset of critical pages, the
benchmark exhibits performance that are comparable to the case
where the entire L3 is available for the application.

D. C,.. Estimation

Albeit not shown in the plots, the number of residual generated
DRAM transactions is associated to each data-point in the
progressive lockdown curve. These correspond to the parameter
1 in the analysis and can be experimentally captured or derived
from profile-time data. In this case we follow an experimental
approach and simply rely on EPU counters to produce the
correspondent p for each execution. Once the task has been
characterized with a progressive lockdown curve, the value of
WCET(m) with m = 8 active cores (i.e. Cs..) can be derived
according to Equation 5.

WCET(m =8) for Tracking Benchmark
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Fig. 2. Cjsce calculation and experimental MemGuard runtime for tracking.



TABLE III
RUNTIME AND Clsce ESTIMATION WITH FIXED CACHE ALLOCATION

Benchmark | Solo | Exp. w/ SCE | Csce
disparity 171.1 339.4 598.7
localization 63.3 95.2 158.5
mser 15.1 17.3 22.5

tracking 108.1 212.9 335.9
multi-ncut 670.1 703.6 761.7
sift 471.3 640.2 967.5
texture 440.1 893.5 1465.6

In Figure 2, the continuous line at the top of the graph
represents the obtained value of C. for each step in the
progressive lockdown curve. As a reference, the original pro-
gressive lockdown curve (see Figure 1) is reported and visible
at the bottom of the plot. Finally, the dotted line represents the
measured WCET when MemGuard is activated, even bandwidth
assignment is enforced and memory-intensive benchmarks are
deployed on all the remaining cores. For each data-point, the
maximum and the observed fluctuation is reported. In this plot,
three main features can be observed.

First, when MemGuard is activated and memory interference
from other cores is generated, a component of noise appears in
the measurements. This noise results from different components,
such as: interleaving of memory transactions from different cores
on the bus; and overhead, in terms of DRAM transactions and
timing, introduced by the OS routines. The latter are particularly
visible since L1 to L3 caches are not available for allocation.
In our current setup, we were able to eliminate a portion of
this noise by allocating MemGuard periodic routines into the
L1 cache. In addition, as a part of our future work, we plan
to perform an extensive analysis to identify the set of critical
routines/data structures of the OS that need to be retained in
cache to reduce the DRAM noise.

Second, despite the noise, it can be observed that by com-
bining MemGuard, Colored Lockdown and PALLOC it is pos-
sible to enforce strict resource allocation to prevent inter-core
interference with a reasonable loss in performance. In fact, after
about 140 allocated pages, we observe that some of the collected
samples present a runtime that is very close to what observed in
isolation. On the other hand, when not enough critical pages
are allocated in cache, a significant worst-case slowdown is
experienced. This effect is expected since an m = 8 times slower
DRAM subsystem is exported by SCE.

Third, it is easy to note that the estimated Cl.., calculated
according to the equations in Section VII, always upper-bounds
the experimentally produced WCET. This property confirms the
validity of the proposed model and analysis. As previously men-
tioned, the same result has been obtained on all the benchmarks
of the suite. Due to space constraints, the results are summarized
in Table III. In this table, we have fixed the allocation at half
the number of profile pages and report the measured WCET in
isolation (“Solo”); measured WCET under SCE while memory-
intensive tasks are active on different cores (“Exp. WCET w/
SCE”); and calculated value of C,... All the times are in
milliseconds.

In the plot a certain degree of pessimism is visible. This is
not surprising since at least two main sources of pessimism
can be identified: a) in order to be conservative, the analysis
assumes the memory access pattern that realizes the worst-
case regulation-induced stall (Lemma 3). However, this does
not adhere to real benchmarks where non-memory instructions
and memory accesses are not clustered, but rather interleaved;
b) the additional noise in the system increases the number of
DRAM transactions that the task is being accounted for. The
latter effect can be alleviated by performing aforementioned

0OS-level optimizations. Moreover, additional knowledge of task-
specific memory access patterns could be derived using static
analysis tools and leveraged to lower the current pessimism.

E. Sensitivity to BW 4. Parameter

Sensitivity to BW, ., parameter
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Fig. 3. Sensitivity of Csce to variations in Ly, (1.6 BWynqas) parameter.

Finally, we have mentioned how the simpler Equation 7 can
be considered for practical purposes instead of Equation 6, if
an exact estimation of the parameter L,,;, (i.e. BW,,4,) cannot
be performed. Thereby, in our last plot we show how sensitive
is the derived C. to variations of the discussed parameter.
For this purpose, Figure 3 compares the Cs. curve reported
in Figure 2 with the same calculation performed under the
unrealistic assumption that BW,,,,., = 1000 GB/s (dotted curve).
Despite the large gap in the value of this parameter, however,
only a 7% increase is visible in the resulting curve.

IX. CONCLUSION AND FUTURE WORK

A significant increase in the demand for computational ca-
pabilities in real-time and safety-critical platforms has been
observed over the past decades. The resulting fast growth in the
production of multi-core chips is pushing the industries toward
an inevitable migration from single-core systems. Unfortunately,
however, real-time schedulability has become significantly harder
to analyze because the fundamental assumption that WCET of
critical tasks can be derived in isolation and treated as a constant
for analysis purposes does not hold anymore in COTS multi-core
systems.

In this work, we restore the property of a constant WCET
in relation to the m active cores configured in the system. This
property can be achieved by using the presented Single Core
Equivalence (SCE): a framework of OS-level techniques that
achieves isolation by performing strict partitioning of shared
memory resources among cores. SCE can be deployed on
COTS platforms and ultimately allows modular verification and
certification on a per-core basis. In this work we have also
provided a methodology to perform response-time analysis of
an SCE-compliant system and validated our theoretical results
by implementing SCE on commercial hardware.

As a part of our future work, we plan to extend SCE in several
directions: first, the properties exported by our framework can
be integrated in static analysis tools to automatically derive task
WCET in multi-core systems. Next, we plan to refine WCET(m)
calculation to consider more complex memory controller policies
such as FR-FCFS. Additionally, we intend to integrate 1/O
serialization in the framework to derive end-to-end schedulability
analysis. Finally, several optimizations can be performed to lower
both the pessimism of the analysis and the experimental noise.
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