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We study local filters for two properties of functions of the form f : {0,1}¢ — R: the Lipschitz property and monotonicity.
A local filter with additive error a is a randomized algorithm that is given black-box access to a function f and a query point
2 in the domain of f. It outputs a value F'(z) such that (i) the reconstructed function F(x) satisfies the property (in our
case, is Lipschitz or monotone) and (ii) if the input function f satisfies the property, then for every point = in the domain
(with high constant probability) the reconstructed value F'(x) differs from f(z) by at most a. Local filters were introduced
by Saks and Seshadhri [2010]. The relaxed definition we study is due to Bhattacharyya et al. [2012a], except that we further
relax it by allowing additive error. Local filters for Lipschitz and monotone functions have applications to areas such as data
privacy.

We show that every local filter for Lipschitz or monotone functions runs in time exponential in the dimension d, even
when the filter is allowed significant additive error. Prior lower bounds (for local filters with no additive error, that is, with
a = 0) applied only to a more restrictive class of filters, e.g., nonadaptive filters. To prove our lower bounds, we construct
families of hard functions and show that lookups of a local filter on these functions are captured by a combinatorial object
that we call a c-connector. Then we present a lower bound on the maximum outdegree of a c-connector and show that it
implies the desired bounds on the running time of local filters. Our lower bounds, in particular, imply the same bound on the
running time for a class of privacy mechanisms.
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1. INTRODUCTION

In this work we study local reconstruction of properties of functions. Property-preserving data re-
construction [Ailon et al. 2008] is a direction of research in sublinear algorithms that has its roots in
property testing [Rubinfeld and Sudan 1996; Goldreich et al. 1998]. Some related notions include
locally decodable codes [Katz and Trevisan 2000], program checking [Blum et al. 1993] and, more
generally, local computation [Rubinfeld et al. 2011; Alon et al. 2012].

A preliminary version of this paper appeared in RANDOM’ 12 [Awasthi et al. 2012].

P. Awasthi was supported by NSF grant CCF-1116892, M. Jha and S. Raskhodnikova were supported by NSF grants CA-
REER CCF-0845701 and CDI-0941553, M. Molinaro was supported by NSF grant CMMI-1024554.

Authors’ addresses: P. Awasthi, (Current address) Computer Science Department, Princeton University; M. Jha, (Current ad-
dress) Sandia National Labs; M. Molinaro, (Current address) School of Industrial and Systems Engineering, Georgia Institute
of Technology; S. Raskhodnikova, Department of Computer Science and Engineering, Pennsylvania State University.
Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted without fee
provided that copies are not made or distributed for profit or commercial advantage and that copies show this notice on the
first page or initial screen of a display along with the full citation. Copyrights for components of this work owned by others
than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, to republish, to post on servers, to
redistribute to lists, or to use any component of this work in other works requires prior specific permission and/or a fee.
Permissions may be requested from Publications Dept., ACM, Inc., 2 Penn Plaza, Suite 701, New York, NY 10121-0701
USA, fax +1 (212) 869-0481, or permissions @acm.org.

© 2014 ACM 1942-3454/2014/12-ART2 $15.00

DOT : http://dx.doi.org/10.1145/0000000.0000000

ACM Transactions on Computation Theory, Vol. 7, No. 1, Article 2, Publication date: December 2014.




2:2 P. Awasthi et al.

To motivate the reconstruction model, consider an algorithm ALG that is computing on a large
dataset and whose correctness is contingent upon the dataset satisfying a certain structural property.
For example, ALG may require that its input array be sorted or that its input function be Lipschitz.
In such situations, ALG could access its input via a filter that ensures that data seen by ALG always
satisfies the desired property, modifying it at few places on the fly, if required. We can represent the
input to ALG as a function f, where f(x) holds the data stored at location x. Instead of accessing
f(z) directly, ALG makes a query x to the filter. The filter looks up the value of f on a small
number of points and returns F'(x), where F satisfies the desired property and is as close to the
original function f as possible. Thus, ALG is computing with reconstructed data F' instead of its
original input f.

Saks and Seshadhri [2010] introduced a stronger notion of a local filter. It has an additional
requirement that the reconstruction of f(x) and f(y) on two different queries « and y should be
done independently. In particular, the output function F' is independent of the order of the queries x
made to the filter!.

Local filters have many desirable features: for example, they can be implemented in a distributed
setting, where several processes need to access different parts of the input, and the filter has to ensure
that all the parts together are consistent with some function F' that satisfies the desired property. This
global consistency guarantee enables several applications of local filters described in previous work
[Saks and Seshadhri 2010; Bhattacharyya et al. 2012a; Jha and Raskhodnikova 2013], including the
application to data privacy that we explain below.

The main goal of this paper is to understand limitations of local filters. This is crucial in order
to identify the types of tradeoffs (for instance, output quality vs. lookup complexity) available for
a given application. Two natural candidate properties for this evaluation are the Lipschitz property
and monotonicity of functions of the form> f : [n]? — R, studied in previous work [Ailon et al.
2008; Saks and Seshadhri 2010; Bhattacharyya et al. 2012a; Jha and Raskhodnikova 2013]: the first
is motivated by the privacy application explained below and the second is a “benchmark” problem
in property-preserving reconstruction and property testing. A function f : [n]? — R is Lipschitz
(with respect to the ¢; metric on [n]?) if |f(z) — f(y)] < |z — |1 for all points x,y in the
domain [n)?. Intuitively, changing the argument to the Lipschitz function by a small amount does not
significantly change the value of the function. A function f : [n]¢ — R is monotone if f(z) < f(y)
for all points z =< y in the domain [n]?, where < denotes the natural partial order on [n]¢: for
= (x1,...,74) € [n]*andy = (y1,...,94) € [n]%, we have x < y iff z; < y;, for all coordinates
i € [d]. In other words, increasing the coordinates of the argument of a monotone function does not
decrease the value of the function.

The original definition of local filters by Saks and Seshadhri [2010] has a requirement that the
filter be distance-respecting, that is, the reconstructed function F' should not differ from the original
function f on significantly more points than necessary. Bhattacharyya et al. [2012a] and Jha and
Raskhodnikova [2013] removed this requirement and demonstrated that it is not necessary in some
applications. Their local filter is simply required to output F' = f if the original function has the
property; otherwise, F' can be an arbitrary function satisfying the property. We relax the notion of
local filter further by allowing additive error. Our definition (Definition 2.1) has an additional pa-
rameter a, and the function F can differ from f by a small amount on every point, even if f satisfies
the property: namely, we require that for every z in the domain, with high constant probability

|F(z) = f(z)] < a.

Local filters considered by Bhattacharyya et al. [2012a] and Jha and Raskhodnikova [2013] are a
special case of our local filters with a = 0. Our goal is to determine (for small a) if there are local

1 The lookups made by a local filter on a query point z are not required to be close to z. The word “local” in the name of the
filter is inherited from the related notion of locally decodable error-correcting codes.
2We use [n] to denote the set {1,2,...,n}.
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filters that make only poly(n,d) lookups in order to output the reconstructed function F'(z) at a
given point z.

Privacy Application. We observe that local filters with small additive error can still be used in the
privacy application described in [Jha and Raskhodnikova 2013]. Consider a server that has a private
database with information about individuals, modeled as a point z in {0, 1}¢, representing whether
each of the d possible types of people is present in the database. (More generally, « is modeled as a
point in [n]? representing a histogram that captures how many people of each type are present.) A
user who does not have direct access to x can ask the server for some information about this database
by specifying a function f for the server to evaluate at the point z. The server’s goal is to output a
value close to f(z), that reveals almost no information about any single individual. The latter notion
has been made precise via the concept of differential privacy [Dwork et al. 2006b]. A standard
way of obtaining such guarantees is to ask users to submit only Lipschitz functions?, and have the
server output f(x) plus some random noise depending on the desired privacy guarantee [Dwork
et al. 2006b]. However, if a malicious user submits a function that is not Lipschitz, the differential
privacy guarantee is lost. A local filter with the following properties can then be used between the
server and the submitted function f to ensure the desired privacy: (i) the reconstructed function F' is
always Lipschitz; (ii) if f is already Lipschitz, then with high probability |F'(z) — f(z)| < a for all
x, where a is a given parameter. This way, the server always evaluates a Lipschitz function F' and
thus has the desired privacy guarantees. Furthermore, if the user provides a valid Lipschitz function
f, the mechanism outputs a value F'(z) in the range f(x) £ a plus random noise. If a is reasonably
small, it is then absorbed in the noise. Thus, bounds on the running time and additive error of the
local filter translate directly into bounds on the running time and accuracy of the corresponding
privacy mechanism.

1.1. Previous Results on Local Filters

Despite the fact that local filters have been thoroughly studied, lower bounds for general (not nec-
essarily distance-respecting) adaptive filters remained a big challenge.

Saks and Seshadhri [2010] present a distance-respecting local filter for monotonicity of func-
tions f : [n]? — R with running time (logn + 1)°(9) per query. For monotonicity of functions
f :{0,1}¢ — R, no nontrivial (that is, performing o(2%) lookups per query) filter is known.
Saks and Seshadhri also show that a distance-respecting local filter for monotonicity on the domain
{0,1}4 must perform 29(d) 1ookups per query. This lower bound crucially uses the fact that the
filter is distance-respecting, and does not apply to general local filters (even when no additive error
is allowed).

As we explained, in many applications the extra requirement that the filter be distance-respecting
is not necessary. Bhattacharyya et al. [2012a] studied lower bounds for local monotonicity filters
that are not necessarily distance-respecting. However, their super-polynomial lower bounds only
hold for nonadaptive filter. For the domain {0, 1}%, Bhattacharyya et al. show that nonadaptive

filters must perform Q(%) lookups per query in the worst case, where o > 0.1620. For adaptive
filters, their bound quickly degrades with the number of lookups performed to incomparable points

in the domain (z,y € [n]? are comparable if x < y or y < x and incomparable otherwise).
Specifically, their lower bounds for adaptive filters is Q( QQZ_K ), where £ is the number of lookups

to points incomparable to « made on query x. For arbitrary adaptive filters, this degrades to £2(d).
(In particular, this lower bound does not rule out local filters that make only ¢ = «ad lookups per
query, all of them to incomparable points.) Prior to our work, no super-polynomial lower bound for
adaptive local monotonicity filters was known.

3More generally, if a user wants to evaluate a function f with Lipschitz constant at most £, where £ > 1, then the Lipschitz
function f/£ can be submitted to the server. When the noisy answer returned by the server is multiplied by ¢, the effect is to
add noise proportional to £.
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For the Lipschitz property, Jha and Raskhodnikova [2013] obtained a deterministic nonadap-
tive local filter that runs in time O((logn + 1)?) per query. They also show that the lower bound
from [Bhattacharyya et al. 2012a] for nonadaptive filters, with the same statement, applies to non-
adaptive local filters of the Lipschitz property.

Previous work left open whether it is possible to obtain (adaptive and not necessarily distance-
respecting) local filters for monotonicity and for the Lipschitz property that make only poly(n, d)
lookups per query.

1.2. Our Results and Techniques

We consider local a-filters, that is, local filters with additive error a, described earlier and formally
defined in Definition 2.1. These filters do not need to be distance-respecting and can be fully adap-
tive. Our main results, stated in more detail in Section 2, are that even such relaxed filters need to
perform a number of lookups exponential in the dimension d in order to reconstruct a Lipschitz
(respectively, monotone) function. This applies even to functions on the domain {0, 1}¢.

THEOREM 1.1 (LIMITATIONS OF LIPSCHITZ FILTERS). Consider the Lipschitz property of
functions f : {0,1}? — R and any (randomized) local (not necessarily distance-respecting) %Q-
filter for this property. Then there is a function f and a query x for which, with constant probability,
this filter makes 2°%% lookups.

The additive error a = d/402 in Theorem 1.1 is as large as possible up to a constant factor:
the trivial filter that outputs F'(x) = (f(0) + f(1))/2, where 0 and 1 are all-0 and all-1 vectors,

respectively, is a local %—ﬁlter“. To see this, note that (i) the reconstructed function F'(x) is Lipschitz
and (ii) if the input function f(z) is Lipschitz then |F(z) — f(z)| = %|f(0) + f(1) — 2f(2)| <

3(1F(0) = f(@)| + [f (1) = f(@)]) < 3(10 — @[l + |11 — 2[l) = dforeveryxe{ﬂ 1},

For monotonicity, we can prove an analogous theorem with no upper bound on a. This is ex-
plained by the fact that monotonicity is determined by the order of the values at different points
and not their magnitudes. To calibrate the additive error, we state the next theorem for functions
with bounded range, namely, [0, 2a + 1]. The additive error in the theorem is also tight because for
functions with that range, the trivial filter above that outputs F'(z) = (f(0) + f(1))/2 is a local
(a+ 3)-filter.

THEOREM 1.2 (LIMITATIONS OF MONOTONICITY FILTERS).  Consider the monotonicity
property of functions f : {0,1}% — [0, 2a + 1] and any (randomized) local a-filter for this property.
Then there is a function f and query x for which, with constant probability, this filter makes 28(%)
lookups.

To introduce the ideas used in the proofs, we focus for now on deterministic filters. To obtain
lower bounds for nonadaptive filters in [Bhattacharyya et al. 2012a; Jha and Raskhodnikova 2013],
the authors construct two collections of “hard functions” f(#¥) and f(®¥) (satisfying the Lipschitz
property) indexed by x,y € {0, 1}%. They show that if a local filter works correctly on f(*¥) and
@7 as well as on a su1tably defined function h(*¥) (violating the Lipschitz property on (z,y)),
the lookups made on queries  and y need to have a structured interaction. (Note that in this case
the lookups are independent of the input function because the filter is nonadaptive.) More precisely,
they construct a graph over {0, 1}¢ by (roughly) adding, for every point x, edges from z to all
points that are looked up upon query x, and show that this graph is a 2-transitive-closure-spanner
(2-TC-spanner) for the hypercube. (TC-spanners were introduced in [Bhattacharyya et al. 2012b];
see Section 3 for definition and comparison with c-connectors that we introduce.) Using the lower
bound on the size of a 2-TC-spanner for the hypercube from [Bhattacharyya et al. 2012a], it can be
shown that any nonadaptive filter must use exponential lookups on one of the query points.

“4To simplify the presentation, we did not optimize the constant factor. In particular, the weights d/3 and 2d/3 in Definition
3.1 were not optimized.
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In the case of adaptive filters, one cannot assume that the lookups made on a given query point are
independent of the input function. One simple idea to try to overcome this obstacle is to consider, for
each query z, the union of the lookups made on query x over all possible choices of hard functions,
and then apply the previous lower bound approach. The problem is that this is overcounting the
number of lookups made by the filter on a single given function on query z. Due to the large number
of “hard functions” considered in [Bhattacharyya et al. 2012a; Jha and Raskhodnikova 2013], this
overcounting makes the bound coming from the 2-TC-spanners vacuous for adaptive filters; this is
where the factor 2¢ lost in [Bhattacharyya et al. 2012a] mentioned above comes from.

In order to remedy this, we build a collection of hard functions that are much “smoother” than
those from [Bhattacharyya et al. 2012a; Jha and Raskhodnikova 2013]. This allows us to use fewer
functions. However, it comes at a cost: the interactions of the lookups caused by these functions are
not as structured as before and do not imply a 2-TC-spanner. We introduce (in Definition 3.2) a type
of directed graph called c-connector that captures lookup interactions. When arc directions are ig-
nored, a c-connector is a relaxation of 2-TC-spanners (our transformation to c-connectors preserves
information on whether z is looked up on query y or vice versa, while this information is lost in
the transformation to 2-TC-spanners in [Bhattacharyya et al. 2012a; Jha and Raskhodnikova 2013]).
Nevertheless, we can argue that a c-connector has a large maximum outdegree, which relates to the
lookup complexity. Indeed, one of the key ingredients for our lower bound is recognizing the limi-
tations of 2-TC-spanners in this context and finding a combinatorial structure with the right amount
of flexibility. Given the importance of TC-spanners (see [Raskhodnikova 2010] for a survey), c-
connectors might find use outside of this work.

Organization. Section 2 gives basic definitions and a detailed statement of our main results. In
Section 3, we define c-connectors, the graph objects on which our lower bounds are based. In Sec-
tions 4 and 5, we develop a connection between c-connectors and local filters for the Lipschitz
property and monotonicity. In Section 6, we bound the outdegree of c-connectors. The final proof
of the theorems stated in Section 1.2 appears in Section 7 and consists of putting these two parts
together.

2. DEFINITIONS AND FORMAL STATEMENT OF RESULTS

Given a point z € {0, 1}, we use x; to denote its ith coordinate and |x| to denote its Hamming
weight, that is, |z| = Y, ;. We identify each point z € {0, 1}¢ with the subset of coordinates that
are equal to 1, namely, {¢ : z; = 1}. This gives meaning to expressions like z C y, x Ny, z Uy and
x\ y forx,y € {0,1}4. For z € {0,1}%, the Hamming weight || coincides with the cardinality of
the set associated with z.

We now provide a formal definition of local a-filters, i.e., local filters that allow additive error a.
It is stated for a general property P of functions with domain D; in our case, P will be either the
Lipschitz property or monotonicity.

Definition 2.1 (Local a-filter). Let P be a property of functions f : D — R for some domain
D and range R C R. A local a-filter for P with error probability § is a randomized algorithm that
is given black-box access to a function f : D — R together with a query point x € D. For each
random seed o in the algorithm’s probability space (£, Pr), the filter obtains the value of f on a
sequence of points L(o, f,z) = {y1,¥2,-- -, Yk}, called lookups (where the choice of y; depends
only onz, o and f(y1), f(y2), ..., f(yi—1)), and outputs a reconstructed value F'(o, f, x) for z. The
reconstructed function F,, s : D — R given by F,, ¢(x) = F(o, f,x) must obey two conditions:

(i) Fy s satisfies property P for all functions f and all random seeds o;
(ii) if f satisfies property P then for all x € D,

Pr(Fy ¢(x) € [f(x) — a, f(z) +a]) > 1 -4

To simplify notation, we usually omit the probability space and denote a local a-filter by (L, F').
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2:6 P. Awasthi et al.

Notice that one could make requirement (ii) in Definition 2.1 stronger by changing the order of
quantifiers and asking that if f satisfies property P then Pr,(Vx € D, F,, s (x) € [f(z) —a, f(x) +
a]) > 1 — 4. Any lower bound that applies to filters we defined also applies to filters with this
stronger requirement.

The next observation captures the structural rigidity of local filters exploited in our lower bounds.
It states that if functions f and g are identical on the lookups performed on query = when the input
function is f, then the filter will perform the same lookups on z for both f and g and, consequently,
reconstruct the same value.

OBSERVATION 2.2. Let (L, F) be a local a-filter. Then the following holds for every ran-
dom seed o and query point x: if f and g are functions such that f|L(U7f,,3) = 9|L(0,f,2) then
F(o, f,z) = F(o,9,).

Now we restate Theorems 1.1 and 1.2, giving more details about parameters we obtain.

THEOREM 2.1.  Consider a sufficiently large integer d and let a € [0,d/402]. Let (L, F') be
a local a-filter for the Lipschitz property with error probability at most 1/3. Then there exists a
function f : {0,1}? — R and a query x € {0,1}% such that

Pr(|L(o, f,z)| > 20-099) > 0.15.

THEOREM 2.2. Consider a sufficiently large integer d and let a > 0. Let (L, F) be a local a-
filter for monotonicity with error probability at most 1/3. Then there exists a function f : {0,1}¢ —
[0,2a + 1] and a query x € {0,1}? such that

Pr(|L(o, f,z)| > 2°-099) > 0.15.

3. C-CONNECTORS

In this section, we introduce c-connectors. A c-connector is a directed graph on the vertex set
{0,1}%, where certain pairs of nodes share an out-neighbor with some prescribed properties. The
motivation for c-connectors will only become clear in Sections 4 and 5, but will describe right away
how they are related to 2-TC-spanners.

Definition 3.1. Let X denote the set of points in {0, 1}¢ with Hamming weight d/3, and Y’ de-
note the set of points in {0, 1}¢ with Hamming weight 2d/3. Also let P denote the set of comparable
pairs (z,y) € X x Y, namely, such that z < y.

Definition 3.2 (c-connector). Fix ¢ € N. Given a subset P’ of P, a digraph G with the node set
{0, 1} is a c-connector for P' if for every (z,y) € P’ there exists z € {0, 1} with the following
properties:

— (Connectivity) The arcs (z, z) and (y, z) belong to G,
— (Structure) |2 \ y| < cand |z| > 4 —c.

Observe that for all P’ C Pandall ¢ < ¢, if G is a c-connector for P’, it is also a ¢’-connector for
P’. A 2-TC-spanner of the Boolean hypercube (with the usual partial order) is a directed graph H
on the node set {0, 1} with the property that for all z < y there is a point z satisfying z < z < v,
such that the arcs (z, z) and (z, y) belong to H [Bhattacharyya et al. 2012b]. If we reorient the arcs
in a 2-TC-spanner of the hypercube so that the nodes in Y only have outgoing arcs, we obtain a valid
1-connector for P, because the requirement < z < y (in the definition of 2-TC-spanner) implies
that |z \ y| = 0 and |z| > |z| = d/3. Therefore, c-connectors are a relaxation of 2-TC-spanners in
two ways:

(1) in a c-connector, only pairs in P’ have a common neighbor with prescribed properties, and
(2) for a c-connector, the requirements on the common neighbor are weaker.
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4. LOCAL FILTERS FOR THE LIPSCHITZ PROPERTY IMPLY C-CONNECTORS

In this section, we focus on the Lipschitz property. We construct a family of functions such that a
local a-filter that works correctly on functions from the family must perform lookups corresponding
to a c-connector. The idea is to start with a Lipschitz function f° and then construct other Lipschitz
functions f; that agree with f© on most points, but where f;(y) is much larger than f°(y). We
argue that if a purported local a-filter makes only “local” lookups on queries « and ¥, then we can
create a function that looks like f; around y (so that the filter is fooled and returns F(y) in the
range f,(y) + a) and looks like f° around z (so that the filter is fooled and returns F'(x) in the
range fO(x) £ a < fg(y) £ a). Thus, for the returned function, F'(x) and F(y) are too far apart,
ensuring that it is not Lipschitz.

4.1. Hard Functions for Lipschitz Filters

Recall from Definition 3.1 that Y denotes the set of points in {0, 1}¢ with Hamming weight 2d/3.
To construct hard functions, for a point y € Y, let

T, ={xc{0,1}%: 2 Cy,|z| > d/3}.
Define the function f° by f°(z) = max{|z|,d/3} for all z € {0,1}<. Intuitively, for ¢ € N and
y € Y, we define the function f; as the smallest Lipschitz function that is at least o+ eXT,»

where T, denotes the characteristic function of the set T},. More specifically, we set f(z) =

max{|z| + ¢ — |z \ y|, f0(2)} forall z € {0,1}%. These functions are depicted in Figure 1. Clearly,
function fY is Lipschitz. Next we prove that all functions [, are Lipschitz as well.

Fig. 1. Functions used in the proof of Lemma 4.3.

LEMMA 4.1. Forallc € Nandy €Y, the function f, is Lipschitz.

PROOF. Fix ¢ € Nand y € Y. Define g(z) = |z| + ¢ — |z \ y|. so that f¢ = max{g, f°}. Since
f© is Lipschitz, and the maximum of two Lipschitz functions is a Lipschitz function, it suffices to
show that g is Lipschitz. Take 2,2’ € {0,1}% such that ||z — 2’||; = 1. It remains to show that
lg(z) — g(2')] < 1. Note that either z C 2’ or 2’ C z; without loss of generality assume the
former. Since |z] = |2/| — 1and 0 < |2/ \ y| — |z \ y| < 1, we obtain that |g(z) — g(2’)] <
|[z| = [2/| + 12 \ | — |z \ yl|| < 1. This concludes the proof of the lemma. [

For a point y € Y and a constant ¢ € N, let 77 C {0, 1}? be the set of points z such that
f5(z) # f°(z). Then T} = T, and the set T}; gets larger as c increases: specifically, T}y C ng‘/ for
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¢ < c. The definitions of J, and £O directly give the following observation, justifying the structure
requirement in the deﬁnltlon of a c-connector.

OBSERVATION 4.2. All elements z in the set T;; satisfy |2 \ y| < c and |z| > d—c

4.2. Correct Reconstruction of Hard Functions Implies c-Connector

Now we show that if a local a-filter is correct on the hard functions, its lookups correspond to a
c-connector for P. (Recall that P is the set of pairs (z,y) € X x Y such that x < y.) We start
by essentially focusing on deterministic filters or, alternatively, by looking at a “good” seed of a
randomized filter. The analysis for randomized filters is based on the ability to pick a few of these
good seeds and then analyzing the “union” of the behavior of the filter running with these seeds.

Fix a value for ¢ throughout this section. Consider a local a-filter (L, F'). Given points 2z € X and
y € Y, we say that a random seed o € Q is good for z and y if F, jo(z) € [f°(z) — a, f°(z) + d]
and Iy ¢ (y) € [f;(y) —a, f(y) +a]. Givenaseed o thatis good for x and y, we define the digraph
G = ({0,1}¢, AZY) that captures the lookups made on queries z and y. Specifically, the set A%Y
consists of all the arcs {(z, 2) : z € L(o, f%,z)U{z}} and {(y, 2) : z € L(o, f,y)U{y}}. (Notice
that while this depends on the value of ¢, we omitted this parameter in order to keep the notation
manageable.)

LEMMA 4.3 (LOCAL FILTER IMPLIES ¢-CONNECTOR). Consider a local a-filter (L, F) for
the Lipschitz property and an integer ¢ > 2a. For all (z,y) € P, if o € Q is good for x and y
then GZY is a c-connector for {(z,y)}.

PROOF. For the sake of contradiction, suppose not. Unraveling the definitions and using Ob-
servation 4.2, we get that the sets (L(o, f0,z) U {z}) N Ty and (L(o, fS,y) U {y}) N Ty do not
intersect. Then let A, B be a partition of T such that A contains (L(o, f%,2) U {x}) N T} and
B contains (L(o, f,y) U {y}) N T . Define the function f such that f4 = Ola, fl = filBs
and flo.139\(auB) = f0|{0_’1}d\(AUB) = filt0,134\ (auB)> Where the last equation follows from the
definition of 7. (See Figure 1.) To reach a contradiction, we show that the filter does not reconstruct
f correctly.

Notice that fO\L(nyom) = flL(o,f0,2)> S0 Observation 2.2 gives that F'(o, f,z) = F(o, 1O, ).
Similarly, f{|L(o,e,4) = flL(o,1c,y) and hence F (o, f,y) = F(o, f},y).

Since o is good for z and y, we have that F(o, f,z) = F(o, f°,z) < f%(z) 4+ a = 4 + a and
F(o, f,y) = F(o, f5,y) > fi(y) —a = % +c—a. Since ¢ > 2a we get F'(o, f, )—F(a, fix) >
d/3 = ||l — y||:. Hence, the function F, ¢ is not Lipschitz. This contradicts that (L, F') is a local
a-filter and concludes the proof of the lemma. O

Consider subsets P; and P, of P. Notice that if GG; is a c-connector for P; and G» is a c-
connector for P then the graph formed by the union of (the arcs of) G; and G5 is a c-connector for
P1 U Py. We remark that when we take this union we do not add parallel arcs. This directly gives
the following result.

COROLLARY 4.4. Consider a local a-filter (L, F) for the Lipschitz property and an integer
¢ > 2a. Suppose that for each (x,y) € P there is a random seed o(x,y) € € that is good for x
and y. Then the graph obtained as the union of the graphs {Gg(w v) }a,y)ep is a c-connector for P.

Moreover, this graph has outdegree at most

Inax{anea)?{|UL(a(x,y),f } r;lea;({|UL o(z,y), fy,y)|}}+1. €))

Using this corollary, we show that a local a-filter with small “average” number of lookups implies
a c-connector for P with a small outdegree.

ACM Transactions on Computation Theory, Vol. 7, No. 1, Article 2, Publication date: December 2014.



Limitations of Local Filters of Lipschitz and Monotone Functions 2:9

LEMMA 4.5. Consider a local a-filter (L, F') for the Lipschitz property with error probability
& and an integer ¢ > 2a. Consider o > 0 and let

M = n}aXPr(|L(U, f.x)| > a).

If § + M < 1/2 then there is a c-connector for P with maximum outdegree at most
2da/ log (m) + 1L

PROOF. The idea is to construct, via the probabilistic method, a set S C Qof good seeds that
attains a small value in (1). Given (z,y) € P, define the event E,. , C € as the set of random seeds
o satisfying the following:

(1) o is good for x and y;
2) [L(o, f°,2)] < aand |L(o, fy, y)| < o

Given the guarantee of the filter and the definition of M, the complement of £ ,, holds with prob-
ability at most v = 2§ + 2M.

Now let S be a random set obtained by picking independently and with replacement s =
2d/1ogs(1/7) elements from (2, Pr). For a given (z,y) € P, it follows from the previous para-
graph that the probability (over the construction of \S) that .S’ does not intersect F,, , is at most y°.
Taking a union bound over all such pairs, the probability that there is (x,y) € P for which S does
not intersect F, v, is strictly less than 224y = 1. Therefore, there exists a realization S of S that
intersects all &/ ,’s.

Then, for (x,y) € P, let U(x y) be a point in S N E,,. Since each o (x, y) is good for = and y,
we can apply Corollary 4.4 using these seeds. By construction, we have that, for all E X, the set
U, L(o(z,y), /9, x) has size at most | S|« and, for all y € Y, the set |, L(o(x,y), f¢,y) has size

at most |S|a.. This concludes the proof. O

5. LOCAL FILTERS FOR MONOTONICITY IMPLY 1-CONNECTORS

In this section, we show that the lookups performed by a local a-filter for monotonicity give rise to
a c-connector (in this case, with ¢ = 1).

5.1. Hard Functions for Monotonicity Filters

Again, we start by defining functions f%¢ and f, such that if a local filter is correct on these
functions, its lookups correspond to a 1-connector. Recall that for a point y € Y, we define

T, ={z € {0,1}": 2 Cy,|z| > d/3}.
Define the function f%@ by f%%(2) = 2a+1if |z| > d/3 and f*%(z) = 0if |z| < d/3. For a point
y € Y, we define the function f{ equal to f** — (2a + 1)x7,, namely,
f“() 2a+1 ifz>d/3and z ¢ Ty;
0 otherwise.

These functions are depicted in Figure 2. It can be easily verified that these functions are monotone.

LEMMA 5.1. Forally € Y and a > 0, the functions % and [, are monotone.

Notice that the functions £ and [ differ exactly on points in 77, and that T, is the set of points
that satisfy the structure property in the definition of a 1- connector

5.2. Correct Reconstruction of Hard Functions Implies 1-Connector

Recall that P is the set of comparable pairs (z,y) € X x Y or, equivalently, pairs where z € T),.
Consider a local a-filter (L, F') for monotone functions. As before, given x € X andy € Y, we
say that a random seed o € Q is good for x and y if F, j0.(z) € [f**(x) — a, f**(z) + a] and
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Fig. 2. Functions used in proof of Lemma 5.2. Observe that f%¢(x) = 2a + 1 and fg (y) =0.

Fypa(y) € [fy (y) — a, f,/ (y) + a]. Given a seed o that is good for z and y, we define the digraph
G= = ({0,1}¢, A2Y) in a way similar to what we did in the previous section: AZY contains all the
arcs {(z,2) : z € Lo, f>% 2) U{x}} and {(y,2) : z € L(o, f,y) U {y}}. (Again, this graph
depends on the value of a, but this parameter is omitted to keep the notation manageable.)

The constructions of our functions and the digraph G7¥, together with Observation 2.2 that cap-
tures the behavior of local a-filters, give the following lemma.

LEMMA 5.2. Fix a > 0 and consider a local a-filter (L, F) for monotonicity. For all (z,y) €
P, ifo € Q is good for x and y then GZY is a 1-connector for {(z,y)}.

PROOF. For the sake of contradiction suppose not. By definition of 1-connector, this means that
the sets (L(o, %%, 2) U {z}) N T, and (L(o, f5,y) U {y}) N T, do not intersect. Then let A, B
be a partition of T}, such that A contains (L(c, f*, ) U {z}) N T, and B contains (L(o, f,y) U
{y}) N T,. Define the function f such that f|a = f%%|4, flp = folB, and flro 13\ (auB) =
folro3e\(auB) = fo’a|{0,1}d\(AUB). The last equality holds since f;; and f9 only differ on T},.
To reach the desired contradiction, we show that the filter does not reconstruct f correctly.

Note that fo’a|L(o-’f0,a)a:) = flo(o,f0.0,2), so Observation 2.2 gives that F(o, f,z) =
F(Ua fO,a, SC) Slmllaﬂy’ fo’a|L(U,f;,y) = f‘L(U,f{},y) and hence F(U7 f7 y) - F(07 f;a y)

Since o is good for z and y, we have that F(o, f,z) = F(o, %%, z) > f%%(x) —a = a+ 1 and
F(o,f,y) = F(o, f{,y) < f§(y) +a = a. Thatis, F(o, f,2) > F(o, f,y). Hence, the function
F,. ¢ is not monotone. This contradicts that (L, F') is a local a-filter and concludes the proof of the
lemma. O

Finally, we use the same technique for finding a set of good seeds that achieve small value in (1)
as we did in Lemma 4.5. This allows us to obtain the desired connection between local a-filters and
1-connectors for P.

LEMMA 5.3. Fix a > 0 and consider a local a-filter (L, F') for monotone functions with error
probability . Consider o > 0 and let

M = II}&XPI‘(|L(O’, f,x)] > a).

If 6 + M < 1/2 then there is a 1-connector for P with maximum outdegree at most
1
2da/ 1 —_— 1.
o/ log (25 ¥ 2M> *
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6. LOWER BOUND ON THE MAXIMUM OUTDEGREE OF A C-CONNECTOR

Recall that P is the set of pairs (z,y) € X X Y such that © and y are comparable. We show a
lower bound on the maximum outdegree of a c-connector for P. The constants in the bound are not
optimized.

THEOREM 6.1. Consider a sufficiently large integer d, and let ¢ be an integer in the range
[d/201,d/200). Then the maximum outdegree of any c-connector for P is at least 2°-°1%,

To prove this, let G be a c-connector for P. Let
Ty ={z:|z\yl <c|z| >d/3—c}

be the points that satisfy the structure property in Definition 3.2. Then T}, C 777 C Tyc forally € Y,
and forx € Ty and z € T;, we have x Uz € T; We say that a pair (z,y) € P is covered by a point

zif z € T, and the arcs (z, 2) and (y, 2) belong to G.

Each pair in P needs to be covered by a point. For a fixed z € X, the outdegree of x in G is at
least the number of distinct points that cover the pairs in P containing x (and, similarly, for a fixed
y € Y). The difficulty in lower-bounding the outdegree of x is that many pairs containing it can be
covered by the same point. The heart of the argument is to show that no point can cover too many
such pairs. It relies on the fact that the sets 7} are “localized”. More precisely, consider a point z

and let (x,y) be covered by it. Notice that x € T, and z € T¢, hence z U z € Tyc If z is not near

x, namely, |z \ x| is large, then we argue that not too many points y satisfy x U z € T¢, given the

localization of T7. On the other hand, if z is near x then there are not too many possibilities for x
itself. Our bound is derived by putting these observations together.

To make the above argument work, we divide the pairs in P into two groups based on the covers
they have. Let o € [1/15,1/14] be such that ad is an integer (such « exists since d is sufficiently
large). For (x,y) € P and z that covers (z, y), if |z \ | < ad, then we say that z is near x and that
z is a nearby cover of (x,y). Let A denote the set of pairs (x,y) € P that have a nearby cover. Let
F =P\ N be the remaining pairs. For a fixed y € Y, define N, as the pairs in A containing y and
for x € X define F, as the pairs in F containing x. Our goal is to upper-bound N and F. Towards
this goal, define Z C {0, 1} to be the set of points that cover at least one pair in 7. Furthermore,
for a given z € X, let Z, denote the set of points that cover at least one pair in P containing .
Define Z, analogously. Observe that Z is the union of sets Z, and Z, overallz € X andy € Y.
The next two lemmas bound the sizes of A/ and F, respectively. For each lemma, we give a proof
sketch describing the main ideas of the proof. Since the actual proof is somewhat technical, we defer
it to Section 6.1.

LEMMA 6.2. Let© = d> (d/izad) (2%?’:26). Then the number of pairs in N is at most

Y]-0©- gleag{\ZyI}

PROOF SKETCH. To upper-bound A/, we start by arguing that, for a fixed y € Y, a point cannot
be a nearby cover for many pairs (z,y) in NV,,. To see this, take z € Z, and let (x,y) € P be
such that z is a nearby cover for it. Then notice that = and z are very similar: |z \ z| < ad and
|z \ z| < ad + c; the first bound follows from the definition of a nearby cover and the second
uses |z| > |z| — ¢ from Observation 4.2. From these constraints, it follows that there are at most

d? (d/ 3+ad) (Zd/ 3+C) possibilities for such ’s. Thus, for all y € Y,

ad ad+c
d/3+ ad\ (2d/3 + ¢
< . d? .
|Ny|_|Zy| d( ad )(adJrc)

By adding over all y, we get the desired bound. O
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2d _
LEMMA 6.3. Let ® = dQ(%de)(;ia;fc
3

x| Z,|}.
| X] - @ - max{| Z,[}

). Then the number of pairs in F is at most

PROOF SKETCH. To upper-bound the size of F, we start by showing that, for a fixed x € X,
a point cannot be a (non-nearby) cover for too many pairs in F,. To see this, take z € Z, and
suppose (x,y) € F is covered by z. Notice that 2 U z and y are very similar: |(z U z) \ y| < ¢
and |y \ (x U 2)| < d/3 — ad + c; the first bound follows from = C y and Observation 4.2, and the
second further uses the fact that |z U z| > d/3 + ad (since z is not a nearby cover). Then it is easy

2d 2d _
to see that there are at most d*( 3 ) (,* a;fc) such y’s. Thus, for each = € X,
3

2d 2d _ od
|}~I|<|Zmd2<3 +C)(d3 « )
c §—ad+c

By adding over all x, we get the desired bound on 7. O
The maximum outdegree of the c-connector G is bounded from below by

M2 Zy Zyl|}}.
max{max{|Z, |}, max{|Zy[}}

Since A and F partition the set of pairs PP, we can add the bounds from Lemmas 6.2 and 6.3 and

obtain
P )

> = . 2)
(dc/lg)(@ +®) ©+@

Standard computations (deferred to Section 6.2) can be used to give a lower bound of 2°-°1? on the
right-hand side of this expression. This concludes the proof of Theorem 6.1.

6.1. Estimates for Lemmas 6.2 and 6.3
Estimates for Lemmas 6.2 and 6.3 come from the following technical claim.

CLAIM 6.4. Giventy,ty € [d] and a fixed u € {0,1}" such that |u| > t, let S(u, t1,t2,7) be
the set of vertices x € {0,1}% such that |x| = t5 and |u\ x| < 1. Moreover; assume t, (respectively,
to) is at least 21 + 2ty — d (respectively, n)). Then, |S(u,t1,t2)| < d? (tQ;'") (nftztjtl).

PROOF. First, we show t; < |u| < 7+ t5. The lower bound is part of the premise of the claim.
For the upper bound, using |u \ x| < 7 and |z| = t2 from the premise of the claim, we get

ul = lu\ 2|+ Junz] <n+lunz] <n+z) =0+t

Next we show |z \ u| < i+t — t;. Observe that |z \ u| = [z Uu| — |Ju| = |z| + |u\ z| — |u].
Using |u \ z| < n, |x| = t2 and |u| > ¢; from the premise of the claim, we get

|2\ uf =[] + |u\ 2 = fu] <t2+n—t,

as required.

Therefore, for every x € S(u,t1,t2,m), we have points 7 and a such that z = (u \ 7) Ua
satisfying: (i) r Cwand |r| < n; (i) aNu =0 and |a| < np+te —t;. Since t; < Ju| <n+ta <d,
there are

at most o (t"';"") <d (tz;;") possibilities for r and
at most Zﬁigz_tl (d;tl) < d(nfgjtl) possibilities for a,

where, in the above bounds, we used the fact that ¢ (respectively, t2) is at least 2n + 2t — d
(respectively, 1). By multiplying these terms, we get the upper bound on |S(u, t1,t2,7)]. O
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Estimate for Lemma 6.2. Recall that we have a fixed z € {0, 1}¢, and we want to upper-bound

the number of = € X satisfying |2 \ z| < ad and |z| > |z] — cby © = d?(¥/31%) (P4737¢). This

follows directly by applying Claim 6.4 with parameters u = z,t; = d/3—¢,ts = d/3,and n = ad.
Estimate for Lemma 6.3. Recall that we have a fixed z € {0, 1}, and we want to upper-bound
2d
the number of y € Y satisfying |(zUz) \y| < cand |z U z| > g +adby ® = d? (ngc) (i?_;;fc).
d .

This follows directly by applying Claim 6.4 with parameters u = x U z, t; = d/3 + ad, to = 2d/3,
and n = c.

6.2. Bounding © + ®
In this section we show that

2d/3
( a/3 ) > 90.01d_

0+d
We start with three simple facts about the binomial coefficient (Z) for integers a > b:
O (1) =10 = ()
G (3) < (52)" a
(iii) if b = a/2, then (§) > -

We also observe that (1/x)" is increasing for « in the range (0, 1/4]. Using this, it is easy to see
that, by choosing « and ¢/d small enough, we can get © and ¢ of the order (2;//33)0(2’6d) for a
small constant € > 0. We show that the choice of o and ¢/d in the statement of the lemma works.
From observation (iii) above we have (2j/33) > #. Using observations (i) and (ii) above and
the bounds on «, ¢ and d, we obtain the upper bound
d/3+ady (2d/3+c
o _d2( /ad )(at/i-i-c)
24/3y 2d/3
(a/s) (a/s)

- ad ad+c

< 32 % (6(d/3+@d)>ad (%,d + c>.

ad ad+c

ad ad
(e(d/?»—l—ad)) _ (e (1+1>> < 9034,
ad 3a
We also have that

A\ (2d/3 (2d/3 +¢)(2d/3 —1+¢)...(2d/3 +1)
(ad—l—c)_ ad) (ad+c)lad+c—1)...(ad+ 1)

() ()
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Hence, we get

@ 324 0 64d 270.01d
&R S a2 EM < S 3)
d/3

For @, using observation (i) and the fact that the central binomial coefficient is the largest one, we
have

< 4 _ od >:( 2 )(g—l—c)(g—|—c—1)...(§—|—c—ozd+1) - (%Cl) (é—&-;)
d—ad+c e 22 ). (¥ -—ad+1) - \4 2-a

ad

Again using the bounds on «, ¢, and d, we obtain

ad

1 c —0.
o < &2 %d tc g + 3 < 0-043d9—0.058d 27° Old. )
(2d/3) c 2 _ o 2
d/3 3

We conclude the proof by adding the bounds from (3) and (4).

7. CONCLUDING THE PROOF OF THEOREMS 2.1 AND 2.2

PROOF OF THEOREM 2.1. Without loss of generality assume that a = d/402. Let o = 2°-0094
and M = maxy , Pr, (|L(o, f,z)| > ). We claim that A/ > 0.15, which then implies the theo-
rem. For the sake of contradiction, suppose that M < 0.15. Since then 1/3+ M < 1/2, we can take
an integer ¢ € (d/201, d/200) and employ Lemma 4.5 to get that there is a c-connector for P with
maximum outdegree at most O(d«). Since and d is sufficiently large, we obtain that this connector
has maximum outdegree less than 2°-°1¢, This contradicts Theorem 6.1 and concludes the proof of
Theorem 2.1. DO

PROOF OF THEOREM 2.2. By definition, a 1-connector is also a c-connector for any ¢ > 1. We
proceed as in the proof of Theorem 2.1, but now with no restriction on a. O

8. CONCLUSION AND FUTURE WORK

We show that local filters for the Lipschitz property and monotonicity require exponentially many
(in the dimension) lookups, even when allowed additive error. One can try to further relax the
requirements on local filters in order to overcome these lower bounds.

One possibility is to allow the local a-filter to output a reconstructed function that with small
probability does not satisfy the desired property P. Such weaker guarantees can still be useful for
(€, 0)-differential privacy [Dwork et al. 2006a] instead of “pure” e-differential privacy mentioned in
the introduction. Another interesting relaxation of local a-filters, specific to the Lipschitz property,
is to allow the reconstructed function F' be b-Lipschitz instead of Lipschitz, that is, to require only
|F(z) — F(y)| <b-||x — yl|j1 forall z,y € {0, 1}. For the privacy application described in the
introduction, a and b of the order of O(v/d) are still acceptable. We remark that the techniques
presented here yield similar lower bounds for relaxed notion with b slightly larger than 1, but not
forb > 2.
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