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1 Introduction

Privacy is a fundamental problem in modern data analysis. Collections of personal and sensitive data, pre-
viously the purview of governments and statistical agencies, have become ubiquitous. Increasing volumes
of personal and sensitive data are collected and archived by health networks, government agencies, search
engines, social networking websites, and other organizations. The potential social benefits of analyzing
these databases are significant: better informed policy decisions, more efficient markets, and more accurate
public health data, just to name a few. At the same time, releasing information from repositories of sen-
sitive data can cause devastating damage to the privacy of individuals or organizations whose information
is stored there. The challenge is to discover and release global characteristics of these databases, without
compromising the privacy of the individuals whose data they contain.

A number of high-profile breaches of privacy due to the release of supposedly anonymized information
[31, 4, 27] have raised awareness among data holders of the importance of careful consideration of privacy
and, in particular, of the fact that anonymization by removing all obviously identifying information is not
sufficient for ensuring confidentiality. One study [31] identified the governor of Massachusetts in a medical
database anonymized in this simple-minded manner. A New York Times article [4] exposed a searcher
in supposedly anonymized AOL search data where each username was replaced by a random ID. Finally,
users of Netflix were identified from similarly anonymized movie-preference data [27], by combining the
anonymized data with reviews posted by users on a popular film review website. In all three cases, there was
no break into the database by hackers: the organization holding the database violated privacy by incorrectly
assuming that it was publishing only safe information.

The problem of identifying which information in the database is safe to release has generated a vast
body of work, both in statistics and computer science. Until recently, there were two nearly disjoint fields
studying the data privacy problem: “statistical disclosure limitation” (also known as “data confidentiality™),
initiated by the statistics community in 1960s, and “privacy-preserving data mining”, active in the database
community during the 1980’s and rekindled at the turn of the 21st century by researchers in data mining.



The literature in both fields is too vast to survey here. For some pointers to the broader literature in statistics,
see [34, 10, 9, 35, 15, 28, 30, 19, 13, 14, 21, 20, 33, 29]. For early work in computer science, see the survey
in [1]. Recent work in data mining was started by [2] and led to an explosion of literature. For (partial)
references, see [8, 23, 32].

2 Scientific Challenges

The proposed workshop will bring together researchers from a variety of areas in statistics, machine learn-
ing, cryptography and data mining. The focus of the workshop will be establishing a coherent theoretical
foundation for research on data privacy. This implies work on (1) how the conflicting goals of privacy and
utility can or should be formulated mathematically; and (2) how the constraints of privacy—in their various
incarnations—affect the accuracy of statistical inference and machine learning.

(1) Definitions and Modeling. Questions about data privacy are inevitably tied to distinguishing global
statistical properties of a data set from individual information. Numerous attempts have been made
to quantify this divide, with varying levels of rigor and precision. One of the significant difficulties
is handling side information adequately. Roughly, side information is anything available to an en-
tity interested in breaking privacy beyond what is published by the agency running the sanitization
algorithm. Examples includes partial information about specific individuals (such as movie reviews
posted on the web [27]), and anonymized versions of related data sets (as in “composition attacks”
[22]).

One goal of the workshop is to discuss rigorous notions of privacy that provide meaningful security
in the presence of unknown side information. Differential privacy, which emerged from a line of
work in theoretical computer science [12, 18, 7, 16, 17], provides an example of such a notion; it
makes assumptions neither about what kind of attack might be perpetrated based on the released
statistics, nor about what additional information the attacker might possess. Part of the workshop
will consider alternate formulations of privacy and resistance to active attacks (in which an adversary
actively manipulates the contents of the database, as in [3]).

A complementary, implied goal is to discuss clear and mathematically meaningful formulations of
utility, that is, inference and learning goals most appropriate for sensitive data.

(2) Methodology and impossibility results. Different models of privacy imply different constraints on
statistical analysis. This raises the question: How do confidentiality constraints affect the accuracy of
statistical inference and machine learning?

Little is known about the implications of rigorous approaches to privacy for statistical validity and
learning.! Although much applied research has been done in the statistics community, the techniques
for disclosure protection that were studied lack rigorous analysis. In contrast, computer scientists
have considered more precise definitions, but typically approach utility in terms of functional approx-
imation: given a database z and a function f, how well does the released information allow one to
approximate f(x)?

"At a high level, statistical inference and machine learning refer to the same task, namely, producing a concise model of a given
data set, but the terms are associated with different techniques and communities; we use both here since both communities deal
with sensitive data, albeit from different domains.



The thesis underlying this proposal is that the relation between privacy and statistical validity is con-
nected to fundamental statistical, learning-theoretic and algorithmic problems, and that bringing researchers
from these diverse communities together will lead to new interactions between, and progress in, their re-
spective scientific fields.

For example, differential privacy is based explicitly on the principle that global properties are exactly
those that do not depend heavily on any particular individual in the population. In retrospect, previous
approaches appear to be driven by a similar idea. This suggests a strong connection to ideas such as “ro-
bustness” of statistical procedures, noise-tolerance, and algorithmic stability. However, that connection has
only begun to be explored because of the small number of researchers that understand all the relevant fields.

Specific types of questions Many technical questions arise from the tension between confidentiality and
statistical inference. Here are a few that inspired the current proposal.

o Consistency and convergence. Supposing that the data set is generated according to a particular prob-
abilistic model, under what conditions do privacy-preserving inference procedures converge to the
underlying model as the amount of data increases? At what rate? When is the convergence of private
procedures similar to, or (more interestingly) provably slower than, that of their optimal non-private
analogues? In the language of machine learning, can generalization bounds for private procedures
match their non-private analogues? Are their tasks, such as outlier detection, that are inherently at
odds with privacy?

e Relationships with robustness, noise-tolerance and stability. Information leakage seems closely re-
lated to how sensitive a given procedure is to small changes in the data. Intuitively similar conditions
have been studied extensively in several areas of statistics (e.g. the field of robust statistics [26]) and
machine learning (e.g. work on noise-tolerance [24] and algorithmic stability [11, 25, 6, 5]).

o The “private” curse of dimensionality. High-dimensional, many-faceted models are notoriously dif-
ficult to handle computationally. They also raise a particular challenge for private data analysis: the
more complex the fitted model, it seems, the higher the chance that it reveals information specific to
particular individuals. How, then, do complexity and privacy interact? Intuition suggests that the point
where models start showing features of individual data points is exactly the point at which inference
becomes difficult, but there currently is no formal substantiation of that intuition.

o Differently structured data: graphs, text, genomic data, trace data. Data privacy has become more
important recently precisely because collected data has become vastly more varied and valuable. How
should one reason about privacy in settings where the lines between individuals’ data are not cleanly
drawn, as with, say, data from a social network or genomic sequences ? What about settings in which
individuals contribute many transactions over time, as with a search engine, credit card database, or
intrusion detection system?

o Generation of synthetic data. In many cases, users of “anonymized” data would be more comfortable
with real-seeming synthetic data that shares the important properties of the original data, as opposed
to a simply listing of those properties or a server that provides them in response to specific queries. To
what extent is synthetic data generation possible, and how should one reason about the information
leaked by synthetic data sets?



3 Invitees and Audience

The topics above have begun to be investigated in a number of different communities, and there have been
some limited opportunities for interaction through joint workshops. However, so far very little of the inter-
action has been focused on theoretical foundations, concentrating instead on specific applications such as
health statistics (e.g. a recent workshop at the National Center for Health Statistics).

The workshop would aim to gather together experts from relevant theoretical fields with a mix of tutorial
presentations, aimed at establishing a common language for the workshop, and research talks.

[...]
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