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(€,0)-Differential Privacy

~

Definition

Given €,0 2 0, a probabilistic query Q: X» = R is
(€,0)-differentially private iff

for all adjacent database by, b, and for every SCR:

Pr[Q(bi)e S] < exp(£)Pr[Q(ba)e S] + &




3

Some important properties

¢ Resilience to post-processing
e Group privacy
e Composition
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Resilience to Post-processing

foM is €-DP

i




Resilience to Post-processing

f N
Proposition 1.1 (Post-processing). Let M : X” — R be a randomized

algorithm that is e-differentially private. Let f : R — R’ be an arbitrary
deterministic mapping. Then fo M : X — R/ is also e-differentially

private.
\ Y
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Proposition 1.1 (Post-processing). Let M : X” — R be a randomized

algorithm that is e-differentially private. Let f : R — R’ be an arbitrary
deterministic mapping. Then fo M : X — R/ is also e-differentially

private.
\ Y

Proof. Fix any pair of neighboring databases D ~1 D', and fix any
event S C R'.Let T={r e R: f(r) € S}. We have
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Proposition 1.1 (Post-processing). Let M : X” — R be a randomized

algorithm that is e-differentially private. Let f : R — R’ be an arbitrary
deterministic mapping. Then fo M : X — R/ is also e-differentially

private.
\ Y

Proof. Fix any pair of neighboring databases D ~1 D', and fix any
event S C R'.Let T={r e R: f(r) € S}. We have

Prlf(M(D)) e S| = Pr[M(D)eT]
< exp(e)PrM(D") € T]



Resilience to Post-processing

[

N
Proposition 1.1 (Post-processing). Let M : X” — R be a randomized

algorithm that is e-differentially private. Let f : R — R’ be an arbitrary

deterministic mapping. Then fo M : X" — R’ is also e-differentially
private.

- J

Proof. Fix any pair of neighboring databases D ~1 D', and fix any
event S C R'.Let T={r e R: f(r) € S}. We have

Prlf(M(D)) e S| = Pr[M(D)eT]
exp(€)Pr[M(D’") € T
exp(e) Pr[f(M(D')) € 5]

[
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Resilience to Post-processing

[ Answer: Because it is what allows us to publicly ]

release the result of a differentially private analysis!
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M is e-DP




Group Privacy

M is e-DP

Pr[M(D) € S] < exp(ke) Pr[M(D") € S]



Group Privacy

f Proposition 1.2 (Group Privacy). Let M : X" — R be a randomized
algorithm that is e-differentially private. Then, M is ke-differentially
private for groups of size k. That is, for datasets D, D’ € X™ such that
DAD’ < k and for all S C R we have

Pr[M(D) € S] < exp(ke) Pr[M(D') € S|




Group Privacy
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Proposition 1.2 (Group Privacy). Let M : X" — R be a randomized
algorithm that is e-differentially private. Then, M is ke-differentially
private for groups of size k. That is, for datasets D, D’ € X™ such that
DAD’ < k and for all S C R we have

Pr[M(D) € S] < exp(ke) Pr[M(D') € S| )

Proof. Fix any pair of databases D, D’ with DAD’ < k. Then, we have
databases Dg, D1, ..., D}, such that Dy = D, D, = D' and D;AD; 1 <
1. Fix also any event S C R'. Then, we have have
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Proposition 1.2 (Group Privacy). Let M : X" — R be a randomized
algorithm that is e-differentially private. Then, M is ke-differentially
private for groups of size k. That is, for datasets D, D’ € X™ such that
DAD’ < k and for all S C R we have

Pr[M(D) € S] < exp(ke) Pr[M(D') € S|

J

Proof. Fix any pair of databases D, D’ with DAD’ < k. Then, we have

databases Dg, D1, ..

1. Fix also any event S C R’. Then, we have have

PrlM(D) € S]

— Pr[M(Dy) € 5]
< exp(€) Pr[M(D1) € 5]

. ,Dk such that D() — D, Dk = D’ and DiADH_l <
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Proposition 1.2 (Group Privacy). Let M : X" — R be a randomized
algorithm that is e-differentially private. Then, M is ke-differentially
private for groups of size k. That is, for datasets D, D’ € X™ such that

DAD’ < k and for all S C R we have

Pr[M(D) € S] < exp(ke) Pr[M(D') € S| )

Proof. Fix any pair of databases D, D’ with DAD’ < k. Then, we have
databases Dg, D1, ..., D}, such that Dy = D, D, = D' and D;AD; 1 <
1. Fix also any event S C R'. Then, we have have

PrlM(D) € S]

Pr[M(Dy) € S]
exp(e) Pr[M(Dy) € S]

exp(e)(exp(e) Pr[M(D3) € S]) = exp(2¢) PrIM(D3) € 5]

VARVARNI|



Group Privacy

f Proposition 1.2 (Group Privacy). Let M : X" — R be a randomized
algorithm that is e-differentially private. Then, M is ke-differentially
private for groups of size k. That is, for datasets D, D’ € X™ such that
DAD’ < k and for all S C R we have

L Pr[M(D) € S] < exp(ke) Pr[M(D') € S| )

Proof. Fix any pair of databases D, D’ with DAD’ < k. Then, we have
databases Dg, D1, ..., D}, such that Dy = D, D, = D' and D;AD; 1 <
1. Fix also any event S C R'. Then, we have have

PrM(D) € §] PrM(Dy) € 5]

exp(e) PriM (D) € 5]

exp(e)(exp(e) Pr[M(D3) € S]) = exp(2¢) PrIM(D3) € 5]

IA AN IA IA

exp(ke) PriM(Dy) € S] = exp(ke) PriM(D’) € S]
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Group Privacy

[ Answer: Because it allows to reason about privacy ]

at different level of granularities!
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Composition

Mi 1S €1-DP

>

¥



Composition

Mi 1S €1-DP

Mo 1S €2-DP




Composition

Mji is €1-DP
<

Mo Is €2-DP
<

Mn 1S en-DP




Composition

M1 is €1-DP

< >
Mo Is £2-DP

< >
Mhn is en-DP

< >

[ The overall process is (€1+€2+...+€n)-DP }




12

Composition

(Theorem 1.7 (Standard composition for e-differential privacy). Let M; A

X™ — R; be an ¢;-differentially private algorithm and let My : X" —
Ro be an es-differentially private algorithm. Then their composition
defined to be Mo : X" — R; x Rz by the mapping M; (D) =
\(/\/ll(D), Ms (D)) is (€1 + €2)-differentially private.

J
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Composition

(Theorem 1.7 (Standard composition for e-differential privacy). Let M; A

X™ — R; be an ¢;-differentially private algorithm and let My : X" —
Ro be an es-differentially private algorithm. Then their composition
defined to be Mo : X" — R; x Rz by the mapping M; (D) =
\(/\/ll(D), Ms (D)) is (€1 + €2)-differentially private.

J

Proof. Fix any pair of adjacent datasets D ~; D’. Fix also a pair of
output (r1,72) € R; X Rs. We have:
PriMi2(D) = (r1,r2)] _ (Pr[Mi(D), M2(D)) = (r1,72)]
/

Pr[My2(D') = (r1,m2)]  (Pr[My(D'), Ma(D")) = (71, 72)]
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(Theorem 1.7 (Standard composition for e-differential privacy). Let M; A

X™ — R; be an ¢;-differentially private algorithm and let My : X" —
Ro be an es-differentially private algorithm. Then their composition
defined to be Mo : X" — R; x Rz by the mapping M; (D) =
\(/\/11(D), Ms (D)) is (€1 + €2)-differentially private.

J

Proof. Fix any pair of adjacent datasets D ~; D’. Fix also a pair of
output (r1,72) € R; X Rs. We have:
PriMi2(D) = (r1,r2)] _ (Pr[Mi(D), M2(D)) = (r1,72)]
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Pr[M1(D’) = r1] Pr[Ms(D’) = ro]
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Composition

(Theorem 1.7 (Standard composition for e-differential privacy). Let M; A

X™ — R; be an ¢;-differentially private algorithm and let My : X" —
Ro be an es-differentially private algorithm. Then their composition
defined to be Mo : X" — R; x Rz by the mapping M; (D) =
\(/\/11(D), Ms (D)) is (€1 + €2)-differentially private.

J

Proof. Fix any pair of adjacent datasets D ~; D’. Fix also a pair of
output (r1,72) € R; X Rs. We have:
PriMio(D) = (r1,1m2)] _ (PriMi(D), Ma(D)) = (r1,72)]

)
Pr[My2(D') = (r1,m2)]  (Pr[My(D'), Ma(D")) = (71, 72)]
)

_ PriMy(D) = 11| Pr[Ma(D) =ra] (Pr[/\/ll(D = 7] ) ( Pr[Ms(D) = r9] )
Pr[/\/ll(D’) = 7“1] PI’[MQ(D/) = 7“2] - PI‘[./\/ll(D/) = 7“1] PI‘[MQ(D/) = 7“2]
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Composition

(Theorem 1.7 (Standard composition for e-differential privacy). Let M; A
X™ — R; be an ¢;-differentially private algorithm and let My : X" —
Ro be an es-differentially private algorithm. Then their composition
defined to be Mo : X" — R; x Rz by the mapping M; (D) =

\(/\/11(D), My (D)) is (e1 + eo)-differentially private.

J
Proof. Fix any pair of adjacent datasets D ~; D’. Fix also a pair of
output (r1,72) € R; X Rs. We have:
PrMy2(D) = (r1,r2)]  (Pr[Mi(D), Ma(D)) = (r1,72)]
Pr[M12(D') = (r1,72)]  (Pr[My(D"), Ma(D')) = (r1,72)]
)

_ Pr[/\/ll(D) — ?“1] PI'[MQ(D) = ?“2] B (Pr[./\/ll(D
Pr[M1(D’") = ri] Pr[Ms(D’) = rg]

r1] \ ( PriMa(D) = 7o
PrMy (D) = T])( ; 1)
) =

< exp(e1) exp(ez

PriMs(D') = r9]
xp(€1 + €2).
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Composition

[ Answer: Because it allows to reason about privacy ]

as a budget!
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[ BUdgetzeglobal

Mi 1S €1-DP
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[ Budget=ggiobal - €1

Mi 1S €1-DP
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[ Budget=ggiobal - €1

Mi 1S €1-DP
Mo IS €2-DP
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[ Budget=ggiobal - €1 - €2

Mi 1S €1-DP
Mo IS €2-DP
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Composition
[ Budget=ggiobal - €1 - €2 ...
My is €1-DP
< >
Mz is €2-DP
< >
Mn is en-DP




Composition
[ Budget=ggiobal - €1 - €2 ...
My is €1-DP
< >
Mz is €2-DP
< >
Mn is en-DP




Example | 5

Let’s consider an arbitrary ordered universe domain &’ and let’s
consider the following predicate for y € X

1 itx <y

qy(x) = 0 otherwise

\

we call a threshold function the associated counting query

qy : X" — |0,1]
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Let’s consider an arbitrary ordered universe domain &’ and let’s
consider the following predicate for y € X

1 ifz< Y
0 otherwise

Gy(T) = «

\

we call a threshold function the associated counting query

qy : X" — |0,1]
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X={0,1}3 ordered
wrt binary encoding.

D e X10 =

D1 D2 D3
11 0 0 0
12 1 0 1
13 0 1 0
14 1 0 1
15 0 0 0
16 0 0 1
|7 1 1 0
18 0 0 0
19 0 1 0
110 1 0 1
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X={0,1}3 ordered
wrt binary encoding.

g*000(D) = .3+L(1/ne1)
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X={0,1}3 ordered T T B T

wrt binary encoding. ER N T

q*000(D) = .3+L(1/ne+) DeXP=e 00 ¢

% 001(D) = .4+L(1/nep) 7 |14 110

@ owfD) = O+ L{1nE:) e b
d*011(D) = .6+L(1/n€4)




Exam Ple I [ Budget=¢€giobal z; - €0 - E3- 84} P

X={0,1}3 ordered T T B T

wrt binary encoding. ER N T

q*000(D) = .3+L(1/ne+) DeXP=e 00 ¢

% 001(D) = .4+L(1/nep) 7 |14 110

@ owfD) = O+ L{1nE:) e b
d*011(D) = .6+L(1/n€4)
d"100(D) = .6+L(1/n€s)




Exam Ple I [ Budget=ggiobal - €1 - €2 - €3- €4 } P

- &5 - &6
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D .
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Exam Ple I [ Budget=ggiobal - €1 - €2 - €3- €4 } P

X={0,1}3 ordered T T B T

wrt binary encoding. ER N T

% 000(D) = .3+L(1/neq) D e X190 = T
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G orolD) = O+ Ll/nes) B
d*011(D) = .6+L(1/n€4)
*100(D) = .6+L(1/n€s)
g*101(D) = .9+L(1/n€s)
g*110(D) = 1+L(1/ne7)
g*111(D) = 1+L(1/n€s)



Exam Ple I [ Budget=¢egiobal : z; : 22 _-;3: z:} 16

X={0,1}3 ordered T N T Y

wrt binary encoding. T

14 1 0 1

q*o00(D) = .3+L(1/ne1) DeX®=18 10 1o o
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Example | 7

Let’s consider the universe domain X = {0,1}¢ and let’s consider
the following predicate for an index 1 < j <d

q;(r) = x;
we call an attribute mean function the associated counting query
q;: X" — |0,1]
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Sometimes is more convenient to think in terms of
Privacy Budget: Budget=¢€giobal - > €local
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Sometimes is more convenient to think in terms of

SDS”OHI Eglobal= 2. €local

~

J
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Privacy Budget vs Epsilon »

Sometimes is more convenient to think in terms of )

Privacy Budget: Budget=¢€giobal - > €local

G J

a )
Sometimes is more convenient to think in terms of

epsilon: €global= 2. €iocal
\_ )

Note: There are situations where the two are not equivalent.
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Let’s consider an arbitrary universe domain X and let’s consider
the following predicate for y € A

(1 ify==zx
qy(T) = « /

0 otherwise

\

we call a point function the associated counting query

qy : X" — [0, 1]
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Let’s consider an arbitrary universe domain X and let’s consider
the following predicate for y € A

(1 ify=2z
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0 otherwise
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we call a point function the associated counting query

qy : X" — 0, 1]
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g*o000(D) = .3+L(1/n€)
g*001(D) = .1+L(1/ne)
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DI | D2 | D3

11 0 0 0

12 1 0 1

13 0 1 0

14 1 0 1

DeX0=1 1 0 0 0

16 0 0 1

. ) 17 1 1 0
g ooo(:)) = .3+_( /08) 18 0 0 0
N _ ) 19 0 1 0
q*OO1 — '1+—( /ﬂ8) 110 1 0 1
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D1 D2 D3

11 0 0 0

s T T

14 1 0 1

D e X10 = 15 0 0 0

16 0 0 1

g*o00(D) = .3+L(1/ne) T o T o T

q001(D) = . 1+L(1/ne) o T T
g*o10(D) = .2+L(1/n€g)
g*011(D) = O+L(1/ne)
g*100(D) = O+L(1/n€)
q*1o1(D) = 3+L(1/ﬂ8)
g*110(D) = .1+L(1/n€)
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g*o000(D) = .3+L(1/n€)
g 001(D) = .1+L(1/ne)
g*o010(D) = .2+L(1/n€)

Budget=€giobal -€ -€ -€ -€
- -€ -€ -¢

124

D e X10 =

=

O
N}

O
w

11

12

13

14

15

16

4

18

19

10

= OO |= OO |=|O|—=|O

OO |O|O|OC |=|O|O

oo~ |O|—=|O




Example 111 |

g*o000(D) = .3+L(1/n€)
g 001(D) = .1+L(1/ne)
g*o010(D) = .2+L(1/n€)
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De X0=11

D1 D2 D3
11 0 0 0
12 1 0 1
13 0 1 0
14 1 0 1

0 0 0
16 0 0 1
4 1 1 0
18 0 0 0
19 0 1 0
10 1 0 1

000 001 010 011 100 101 110 111
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D1 D2 D3
0 0 0
1 0 1
0 1 0
1 0 1
0 0 0
0 0 1
1 1 0
0 0 0
0 1 0
1 0 1

000 001 010 011 100 101 110 111
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Qooo(D) = .3
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D1 D2 D3 D1 D2 D3

I1 0 0 0 11 0 0 0

12 1 0 1 12 1 0 1

I3 0 1 0 13 0 1 0

14 1 0 1 14 1 0 1

De X100 =1[ 5 0 0 0 D' e X10 = | 5 0 1 0

16 0 0 1 16 0 0 1

17 1 1 0 17 1 1 0

I8 0 0 0 I8 0 0 0

19 0 1 0 19 0 1 0

110 1 0 1 110 1 0 1
Qooo(D) = .3 Qooo(D’) = .2
Qooi(D) = .1 Qoo1(D’) = .1
Qoto(D) = .2 Qoto(D’) = .3
go11(D) =0 Qo11(D’) =0
gi00(D) =0 Q100(D’) =0
d101(D) = .3 g101(D’) = .3
g110(D) = .1 gi10(D’) = .1

q111(D) = 0 qi11(D’) = 0 000 001 010 011 100 101 110 111
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D1 D2 D3
0 0 0
1 0 1
0 1 0
1 0 1
0 0 0
0 0 1
1 1 0
0 0 0
0 1 0
1 0 1

000 001 010 011 100 101 110 111



Releasing partial sums

DummySum(d : {0,1} list) : real 1list
1:= 0;
s:= 0;
r:= [];

while (1i<size d)

s:= s + d[i]

z:=S5 s + Lap(l/eps)
r:=1r ++ [z];

1:= 1+1;

return r




Releasing partial sums

DummySum(d : {0,1} list) : real list
1:=0;
s:=0;
r:=[1];
while (1<size d)
z:=$ d[I] + Lap (eps)
S:= S + Z
r:= 1 ++ [s];
1:= 1+1;
return r




Parallel Composition

p
Let M;:DB —R be a (£,,0))-differentially private program and

M2:DB —R be a (£2,02)-differentially private program. Suppose

that we partition D in a data-independent way into two datasets

D, and D». Then, the composition M| 2:DB—R defined as
MP12(D)=(Mi(D1),M2(Dz2))

is (max(&1,€2),max(01,02))-differentially private.
N
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Composition
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Composition

We can split the privacy budget uniformly:

€global
mn

€ —
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Composition

We can split the privacy budget uniformly:

€global
mn

€ —

Laplace accuracy: with high probability we have:

oo <o)

€N
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Composition

By putting them together (hiding some details) we have as a
max error
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Composition

By putting them together (hiding some details) we have as a

Mmax error

() =)

(Notioe that if we don’t renormalize this is of the order of
o(——)
€global

_bigger than the sample error. )

~
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Composition

Let's now target an error similar to sample error. How many
queries we can answer?
It we want a non-normalized error of:

o( )

€global

we can answer at most 1/n queries.
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Composition
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Composition
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Composition

We have (by hiding many details) as a max error

“ ( Eglobil \/ﬁ)

[DworkRothblumVadhan 10, SteinkeUllman | 6]
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Composition

We have (by hiding many details) as a max error

“ ( eglobil \/5)

(If we don’t renormalize this is of the order of

o)
€global
_.comparable to the sample error. )

[DworkRothblumVadhan 10, SteinkeUllman | 6]



Summary

¢ Resilience to post-processing
e Group privacy
e Composition
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