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Security and Privacy



Goal: building applications that 
are correct. 



What does “correct” mean?

A program is correct if it respects the specification:

• What is computed (functional aspects)

• How it is computed (non-functional aspects).



Infosec 
Institute

Why correctness matters?
An example:
DARPA HACMS (High Assurance Cyber Military Systems)



Function Add(x: int, y: int) : int
{
  r = 0;
  n = y;
  while n != 0
  {
    r = r + 1;
    n = n - 1;
  }
  return r
}

Is this code correct?
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Function Add(x: int, y: int) : int
{
  r = 0;
  n = y;
  while n != 0
  {
    r = r + 1;
    n = n - 1;
  }
  return r
}

Is this code correct?

Something 
seems wrong.

Is It the name  
or the program?



Function Add(x: int, y: int) : int
{
  r = 0;
  n = y;
  while n != 0
  {
    r = r + 1;
    n = n - 1;
  }
  return r
}
Postcondition: r = x + y

Adding the specification



Precondition: x ≥ 0 and y ≥ 0
Function Add(x: int, y: int) : int
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Precondition: x ≥ 0 and y ≥ 0
Function Add(x: int, y: int) : int
{
  r = 0;
  n = y;
  while n != 0
  {
    r = r + 1;
    n = n - 1;
  }
  return r
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Postcondition: r = x + y

Does the program comply with  the 
specification?



Precondition: x ≥ 0 and y ≥ 0
Function Add(x: int, y: int) : int
{
  r = 0;
  n = y;
  while n != 0
  {
    r = r + 1;
    n = n - 1;
  }
  return r
}
Postcondition: r = x + y

Does the program comply with  the 
specification?

Fail to meet 
the specification



In this class
•We will focus on methods to guarantee correctness 
of programs with respect to security and privacy 
properties. 

•We will address in particular three properties of 
security and privacy. 

•We will focus on program-based methods, where 
the security and privacy guarantees depend on the 
program design.  

•This is in contrast to (whole) system security and 
privacy, which require to consider many other 
aspects.



What will we look at?
• Review: Basic method to reason formally about 
whether programs meet their specification: Hoare Logic 

• Adapt this method to reason about security in terms of 
information flow: Relational Hoare Logic 

• Adapt this method to reason about security in terms of 
formal cryptography: Probabilistic Relational Hoare 
Logic  

• Adapt this method to reason about data privacy in 
terms of differential privacy: Approximate Probabilistic 
Relational Hoare Logic 

• A tool to formally support all these reasoning methods: 
EasyCrypt (labs)



EasyCrypt
•Tactic-based interactive proof assistant for 
mechanizing proofs in the program logics we’ll 
study in this course 

•To date, EasyCrypt has mostly been used to 
mechanize proofs from theoretical cryptography 

•But we’ll also consider other applications, e.g., to 
noninterference and differential privacy. 

•Developed interactively using a special mode of 
Emacs text editor, with EasyCrypt running as 
subprocess (details on the webpage).



Course Webpages: TBD
• Class webpage: 

http://cs-people.bu.edu/gaboardi/teaching/F24-USI.html 
• Class slides 
• Materials



Notes

http://software.imdea.org/~gbarthe/__introrelver.pdf



Exam

Take home exam composed by some exercises in EasyCrypt 
covering the material of the class.

The deadline for submitting the solution to the exercises is 
September 25th.



Schedule?



Part 1 
Review of HL 
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Formal Semantics

Precondition
Program 

Postcondition

formal semantics 
of programs

We need to assign a formal meaning to the different 
components: formal semantics 

of specification 
conditions

formal semantics 
of specification 

conditionsWe also need to describe the rules 
which combine program and 

specifications.



Formal Logic
•We will need to reason about formal 
specifications/requirements.  

•A convenient way to express these 
requirements is by means of logical formulas. 

X=Y+1 and Z=X+S

not X=Y  or  Y < X

For all n, X=n  implies  Y = n+1



Programming Language
c::= abort                   
   | skip                 
   | x:=e 
   | c;c 
   | if e then c else c  
   | while e do c 

x,y,z,… program variables

e1,e2,… expressions

c1,c2,… commands



Expressions
We want to be able to write complex programs with our language. 

Where f can be any arbitrary operator.

e::= x       
   | f(e1,…,en)                

Some expression examples

x+5 x mod k x[i] (x[i+1] mod 4)+5



Memories
We can formalize a memory as a (partial) map m from variables to 
values. m=[x1 ⟼ v1,…,xn ⟼ vn]

We consider only maps that respect types.



Memories
We can formalize a memory as a (partial) map m from variables to 
values. m=[x1 ⟼ v1,…,xn ⟼ vn]

We consider only maps that respect types.
We want to read the value associated to a particular variable:

We want to update the value associated to a particular variable:
m(x)

m[x←v]
This is defined as

m[x←v](y)=
v
m(y)

If x=y
Otherwise{



Semantics of Expressions
What is the meaning of the following expressions?
x+5 x mod k x[i] (x[i+1] mod 4)+5



Semantics of Expressions
What is the meaning of the following expressions?

We can give the semantics as a function between expressions, 
memories and values.

We will denote this relation as:

Exp * Mem -> Val

{e}m=v

x+5 x mod k x[i] (x[i+1] mod 4)+5



Semantics of Expressions
What is the meaning of the following expressions?

We can give the semantics as a function between expressions, 
memories and values.

We will denote this relation as:

Exp * Mem -> Val

{e}m=v

x+5 x mod k x[i] (x[i+1] mod 4)+5

This is commonly typeset 
as: JeKm = v



Semantics of Expressions
Suppose we have a memory 

m=[i⟼1,x⟼[1,2,3],y⟼2]

That {mod} is the modulo operation and {+} is addition, we can 
derive the meaning of the following expression:
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{(x[i+1] mod y)+5}m
         = {(x[i+1] mod y)}m{+}{5}m
      = ({x[i+1]}m {mod} {y}m){+}{5}m
      = ({x}m[{i}m{+}{1}m] {mod} {y}m){+}{5}m
      = ({x}m[1{+}1] {mod} 2){+}5
      = ({x}m[2] {mod} 2){+}5

That {mod} is the modulo operation and {+} is addition, we can 
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Semantics of Expressions
Suppose we have a memory 

m=[i⟼1,x⟼[1,2,3],y⟼2]

{(x[i+1] mod y)+5}m
         = {(x[i+1] mod y)}m{+}{5}m
      = ({x[i+1]}m {mod} {y}m){+}{5}m
      = ({x}m[{i}m{+}{1}m] {mod} {y}m){+}{5}m
      = ({x}m[1{+}1] {mod} 2){+}5
      = ({x}m[2] {mod} 2){+}5
      = (2 {mod} 2){+}5 = 0 {+} 5 = 5

That {mod} is the modulo operation and {+} is addition, we can 
derive the meaning of the following expression:



Semantics of Commands
What is the meaning of the following command?

k:=2; z:=x mod k; if z=0 then r:=1 else r:=2



Semantics of Commands
What is the meaning of the following command?

We can give the semantics as a function between command, 
memories and memories.

Com * Mem -> Mem

k:=2; z:=x mod k; if z=0 then r:=1 else r:=2



Semantics of Commands
What is the meaning of the following command?

We can give the semantics as a function between command, 
memories and memories.

Com * Mem -> Mem

k:=2; z:=x mod k; if z=0 then r:=1 else r:=2

Would this work?



Semantics of Commands
What is the meaning of the following command?

k:=2; z:=x mod k; if z=0 then r:=1 else r:=2



Semantics of Commands
What is the meaning of the following command?

We can give the semantics as a function between command, 
memories and memories or failure.

We will denote this relation as:

Com * Mem -> Mem⊥

{c}m=m’

k:=2; z:=x mod k; if z=0 then r:=1 else r:=2

{c}m=⊥Or



Semantics of Commands
What is the meaning of the following command?

We can give the semantics as a function between command, 
memories and memories or failure.

We will denote this relation as:

Com * Mem -> Mem⊥

{c}m=m’

k:=2; z:=x mod k; if z=0 then r:=1 else r:=2

This is commonly typeset 
as:

JcKm = m0{c}m=⊥Or



Semantics of Commands
This is defined on the structure of commands:
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Semantics of Commands
This is defined on the structure of commands:

{abort}m = ⊥

{skip}m = m

{c;c’}m = {c’}m’ {c}m = m’If

{x:=e}m = m[x←{e}m]



Semantics of Commands
This is defined on the structure of commands:

{abort}m = ⊥

{skip}m = m

{c;c’}m = {c’}m’ {c}m = m’If
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{x:=e}m = m[x←{e}m]



Semantics of Commands
This is defined on the structure of commands:

{abort}m = ⊥

{skip}m = m
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{x:=e}m = m[x←{e}m]
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Semantics of Commands
This is defined on the structure of commands:

{abort}m = ⊥

{skip}m = m

{c;c’}m = {c’}m’ {c}m = m’If

{c;c’}m = ⊥ {c}m = ⊥If

{x:=e}m = m[x←{e}m]

{if e then ct else cf}m = {ct}m {e}m=trueIf

{if e then ct else cf}m = {cf}m {e}m=falseIf



Semantics of While
What about while



Semantics of While
What about while

{while e do c}m = ???



Semantics of While

{while e do c}m = m

{e}m=falseIf Then



Semantics of While

{while e do c}m = m

{e}m=falseIf Then

What about when {e}m=true ?



Semantics of While

{while e do c}m = {c;while e do c}m

{e}m=trueIf Then we would like to have:



Semantics of While

{while e do c}m = {c;while e do c}m

{e}m=trueIf Then we would like to have:

Is this well defined?



Approximating While

whilen e do c

We could define the following syntactic approximations of  
a While statement:



Approximating While

whilen e do c

We could define the following syntactic approximations of  
a While statement:

This can be defined inductively on n as:

while0 e do c = skip

whilen+1 e do c =  
if e then (c;whilen e do c) else skip 



Semantics of While

{while e do c}m = {whilen e do c}m

We could go back and try to define the semantics using the 
approximations:



Semantics of While

{while e do c}m = {whilen e do c}m

We could go back and try to define the semantics using the 
approximations:

How do we find the n?



Information order
An idea that has been developed to solve this 
problem is the idea of information order. 

This corresponds to the idea of order different 
possible denotations in term of the information they 
provide.  
In our case we can use the following order on 
possible outputs:

⊥

m1 m2 m3 mn… …

≥
≥ ≥ ≥

Dana Scott



Semantics of While

{while e do c}m =supn∊Nat{whilen e do c}m

Using fixpoint theorems on lattices we can try now to define 
the semantics using the approximations and a sup operation:



Semantics of While
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Will this work?



Semantics of While

{while e do c}m =supn∊Nat{whilen e do c}m

Using fixpoint theorems on lattices we can try now to define 
the semantics using the approximations and a sup operation:

Will this work?

We are missing the 
base case.



Approximating While 
Revisited

whilen e do c

We could define the following lower iteration of  
a While statement:

This can be defined using the approximations as:

whilen e do c =  
    whilen e do c;if e then abort else skip 



{while e do c}m =supn∊Nat{whilen e do c}m

We now have all the components to define the semantics of while:

Semantics of While



Semantics of Commands
This is defined on the structure of commands:
{abort}m = ⊥
{skip}m = m

{c;c’}m = {c’}m’ {c}m = m’If

{c;c’}m = ⊥ {c}m = ⊥If

{x:=e}m = m[x←{e}m]

{if e then ct else cf}m = {ct}m {e}m=trueIf

{if e then ct else cf}m = {cf}m {e}m=falseIf

{while e do c}m =supn∊Nat{whilen e do c}m

whilen e do c = whilen e do c;if e then abort else skip 

while0 e do c = skip
whilen+1 e do c = if e then (c;whilen e do c) else skip 

where

and



Hoare triple

Precondition
Program 

Postcondition c : P ⇒ Q

Program

Precondition 
(a logical formula)

Postcondition 
(a logical formula)



Some examples

x := z + 1 : {z = n} ⇒ {x = n + 1}

Is it a good 
specification?

Precondition

Postcondition



Some examples

x := z + 1 : {z = n} ⇒ {x = n + 1}

Is it a good 
specification?

Precondition

Postcondition

✓



Some examples

x := z + 1 : {z > 0} ⇒ {x > 0}
Precondition

Postcondition

Is it a good 
specification?



Some examples

x := z + 1 : {z > 0} ⇒ {x > 0}
Precondition

Postcondition

Is it a good 
specification? ✓



Some examples

x := z + 1 : {z < 0} ⇒ {x < 0}
Is it a good 

specification?

Precondition

Postcondition



Some examples

x := z + 1 : {z < 0} ⇒ {x < 0}
Is it a good 

specification?

Precondition

Postcondition

✗



Some examples

x := z + 1 : {z < 0} ⇒ {x < 0}
Is it a good 

specification?

Precondition

Postcondition

✗
min = [z = − 1,x = 2] mout = [z = − 1,x = 0]



Some examples
: {0 ≤ k} ⇒ {r = nk}i:=0;

r:=1;
while(i≤k)do
 r:=r * n;  
 i:=i + 1

Is it a good 
specification?

Precondition

Postcondition



Some examples
: {0 ≤ k} ⇒ {r = nk}i:=0;

r:=1;
while(i≤k)do
 r:=r * n;  
 i:=i + 1

Is it a good 
specification?

Precondition

Postcondition

✗



Some examples
: {0 ≤ k} ⇒ {r = nk}i:=0;

r:=1;
while(i≤k)do
 r:=r * n;  
 i:=i + 1

Is it a good 
specification?

Precondition

Postcondition

✗
min = [k = 0,n = 2,i = 0,r = 0]
mout = [k = 0,n = 2,i = 1,r = 2]



Some examples
: {0 ≤ k} ⇒ {r = nk}i:=0;

r:=1;
while(i<k)do
 r:=r * n;  
 i:=i + 1

Is it a good 
specification?

Precondition

Postcondition



Some examples
: {0 ≤ k} ⇒ {r = nk}i:=0;

r:=1;
while(i<k)do
 r:=r * n;  
 i:=i + 1

Is it a good 
specification?

Precondition

Postcondition

✓



Some examples

: {0 < k ∧ k < 0} ⇒ {r = nk}
i:=0;
r:=1;
while(i≤k)do
 r:=r * n;  
 i:=i + 1 Is it a good 

specification?

Precondition

Postcondition



Some examples

: {0 < k ∧ k < 0} ⇒ {r = nk}
i:=0;
r:=1;
while(i≤k)do
 r:=r * n;  
 i:=i + 1 Is it a good 

specification?

Precondition

Postcondition

✓



Some examples

: {0 < k ∧ k < 0} ⇒ {r = nk}
i:=0;
r:=1;
while(i≤k)do
 r:=r * n;  
 i:=i + 1 Is it a good 

specification?

Precondition

Postcondition

✓
This is good because there is no 

memory that satisfies the precondition. 



How do we determine the 
validity of an Hoare triple?



Validity of Hoare triple

c : P ⇒ Q
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Precondition 
(a logical formula)

Postcondition 
(a logical formula)



Validity of Hoare triple

c : P ⇒ Q
Program

Precondition 
(a logical formula)

Postcondition 
(a logical formula)

We are interested only 
in inputs that meets P 
and we want to have 
outputs satisfying Q.



Validity of Hoare triple

c : P ⇒ Q
Program

Precondition 
(a logical formula)

Postcondition 
(a logical formula)

We are interested only 
in inputs that meets P 
and we want to have 
outputs satisfying Q.

How shall we formalize 
this intuition?



Validity of Hoare triple
We say that the triple c:P⇒Q is valid 

if and only if  
for every memory m such that P(m) 
and memory m’ such that {c}m=m’ 
we have Q(m’).



Validity of Hoare triple
We say that the triple c:P⇒Q is valid 

if and only if  
for every memory m such that P(m) 
and memory m’ such that {c}m=m’ 
we have Q(m’).

Is this condition easy to check?



Floyd-Hoare reasoning

Robert W Floyd Tony Hoare



Rules of Hoare Logic: 
Skip

⊢skip: P⇒P



Rules of Hoare Logic: 
Skip

⊢skip: P⇒P
Is this correct?



Correctness of an axiom

⊢c : P ⇒ Q

We say that an  axiom is correct if we can prove 
the validity of each triple which is an instance of  
the conclusion.



Correctness of Skip Rule
⊢skip: P⇒P

To show this rule correct we need to show the 
validity of the triple skip: P⇒P.



Correctness of Skip Rule
⊢skip: P⇒P

To show this rule correct we need to show the 
validity of the triple skip: P⇒P.

For every m such that P(m) and m’ such that 
{skip}m=m’ we need P(m’).



Correctness of Skip Rule
⊢skip: P⇒P

To show this rule correct we need to show the 
validity of the triple skip: P⇒P.

For every m such that P(m) and m’ such that 
{skip}m=m’ we need P(m’).

Follow easily by our semantics: 
{skip}m=m  



Rules of Hoare Logic: 
Assignment

⊢x:=e: P⇒P[e/x]



Rules of Hoare Logic: 
Assignment

⊢x:=e: P⇒P[e/x]
Is this correct?



Some instances

x := x + 1 : {x < 0} ⇒ {x + 1 < 0}

Is this a valid triple?



Some instances

x := x + 1 : {x < 0} ⇒ {x + 1 < 0}

Is this a valid triple? ✗



Some instances

x := z + 1 : {x > 0} ⇒ {z + 1 > 0}

Is this a valid triple?



Some instances

x := z + 1 : {x > 0} ⇒ {z + 1 > 0}

Is this a valid triple? ✗



Rules of Hoare Logic: 
Assignment

⊢x:=e : P[e/x]⇒P



Rules of Hoare Logic: 
Assignment

⊢x:=e : P[e/x]⇒P
Is this correct?



Some instances

x := z + 1 : {z + 1 > 0} ⇒ {x > 0}

Is this a valid triple?



Some instances

x := z + 1 : {z + 1 > 0} ⇒ {x > 0}

Is this a valid triple? ✓



x := x + 1 : {x + 1 < 0} ⇒ {x < 0}

Is this a valid triple?

Some instances



x := x + 1 : {x + 1 < 0} ⇒ {x < 0}

Is this a valid triple?

Some instances

✓



Correctness Assignment Rule
⊢x:=e : P[e/x]⇒P

To show this rule correct we need to show the 
validity x:=e:P[e/x]⇒P for every x,e,P. 



Correctness Assignment Rule
⊢x:=e : P[e/x]⇒P

To show this rule correct we need to show the 
validity x:=e:P[e/x]⇒P for every x,e,P. 

For every m such that P[e/x](m) and m’ such 
that {x:=e}m=m’ we need P(m’).



Correctness Assignment Rule
⊢x:=e : P[e/x]⇒P

To show this rule correct we need to show the 
validity x:=e:P[e/x]⇒P for every x,e,P. 

For every m such that P[e/x](m) and m’ such 
that {x:=e}m=m’ we need P(m’).

By our semantics: {x:=e}m=m[x={e}m]  and 
we can show P[e/x](m)= P(m[x={e}m]) 



Rules of Hoare Logic 
Composition

⊢c;c’: P⇒Q



Rules of Hoare Logic 
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Rules of Hoare Logic 
Composition

⊢c;c’: P⇒Q
⊢c:P⇒R ⊢c’:R⇒Q

Is this correct?



Some Instances
⊢ x := z * 2; z := x * 2

: {(z * 2) * 2 = 8} ⇒ {z = 8}
Is this a valid triple?



Some Instances
⊢ x := z * 2; z := x * 2

: {(z * 2) * 2 = 8} ⇒ {z = 8}
Is this a valid triple? ✓



Some Instances

⊢ x := z * 2; z := x * 2 : {(z * 2) * 2 = 8} ⇒ {z = 8}

How can we prove it?



Some Instances

⊢ x := z * 2; z := x * 2 : {(z * 2) * 2 = 8} ⇒ {z = 8}

How can we prove it?

⊢ x := z * 2 : {(z * 2) * 2 = 8} ⇒ {x * 2 = 8}

⊢ z := x * 2: {x * 2 = 8} ⇒ {z = 8}



Correctness Composition Rule

To show this rule correct we need to show the 
validity c;c’:P⇒Q for every c,c’,P,Q. 

⊢c;c’: P⇒Q
⊢c:P⇒R ⊢c’:R⇒Q



Correctness Composition Rule

To show this rule correct we need to show the 
validity c;c’:P⇒Q for every c,c’,P,Q. 

For every m such that P(m) and m’ such that 
{c,c’}m=m’ we need Q(m’).

⊢c;c’: P⇒Q
⊢c:P⇒R ⊢c’:R⇒Q



Correctness Composition Rule

⊢c;c’: P⇒Q
⊢c:P⇒R ⊢c’:R⇒Q



Correctness Composition Rule

By our semantics: {c;c’}m=m’ if and only if 
there is m’’ such that   

{c}m=m’’and {c’}m’’=m’.

⊢c;c’: P⇒Q
⊢c:P⇒R ⊢c’:R⇒Q



Correctness Composition Rule

By our semantics: {c;c’}m=m’ if and only if 
there is m’’ such that   

{c}m=m’’and {c’}m’’=m’.

⊢c;c’: P⇒Q
⊢c:P⇒R ⊢c’:R⇒Q

Assuming c:P⇒R and c’:R⇒Q valid, if P(m) we 
can show R(m’’) and if R(m’’) we can show 
Q(m’), hence since we have P(m)we can 

conclude Q(m’).



Correctness Composition Rule

By our semantics: {c;c’}m=m’ if and only if 
there is m’’ such that   

{c}m=m’’and {c’}m’’=m’.

⊢c;c’: P⇒Q
⊢c:P⇒R ⊢c’:R⇒Q

Assuming c:P⇒R and c’:R⇒Q valid, if P(m) we 
can show R(m’’) and if R(m’’) we can show 
Q(m’), hence since we have P(m)we can 

conclude Q(m’). ✓



Some examples

Is this a valid triple?

⊢ x := z * 2; z := x * 2
: {z * 4 = 8} ⇒ {z = 8}



Some examples

Is this a valid triple? ✓

⊢ x := z * 2; z := x * 2
: {z * 4 = 8} ⇒ {z = 8}



Some examples

Is this a valid triple? ✓
Can we prove it with the 

rules that we have?

⊢ x := z * 2; z := x * 2
: {z * 4 = 8} ⇒ {z = 8}



Some examples

Is this a valid triple? ✓
Can we prove it with the 

rules that we have? ✗

⊢ x := z * 2; z := x * 2
: {z * 4 = 8} ⇒ {z = 8}



Some Instances

⊢ x := z * 2; z := x * 2 : {z * 4 = 8} ⇒ {z = 8}

What is the issue?



Some Instances

⊢ x := z * 2; z := x * 2 : {z * 4 = 8} ⇒ {z = 8}

What is the issue?

⊢ x := z * 2 : {z * 4 = 8} ⇒ {x * 2 = 8}

⊢ z := x * 2 : {x * 2 = 8} ⇒ {z = 8}



Some Instances

⊢ x := z * 2; z := x * 2 : {z * 4 = 8} ⇒ {z = 8}

What is the issue?

⊢ x := z * 2 : {z * 4 = 8} ⇒ {x * 2 = 8}

⊢ z := x * 2 : {x * 2 = 8} ⇒ {z = 8}

✗



Rules of Hoare Logic 
Consequence

⊢c: P⇒Q
⊢c:S⇒RP⇒S R⇒Q



Some examples

Is this a valid triple?

⊢ x := z * 2; z := x * 2
: {z * 4 = 8} ⇒ {z = 8}



Some examples

Is this a valid triple? ✓

⊢ x := z * 2; z := x * 2
: {z * 4 = 8} ⇒ {z = 8}



Some examples

Is this a valid triple? ✓
Can we prove it with the 

rules that we have?

⊢ x := z * 2; z := x * 2
: {z * 4 = 8} ⇒ {z = 8}



Some examples

Is this a valid triple? ✓
Can we prove it with the 

rules that we have?

⊢ x := z * 2; z := x * 2
: {z * 4 = 8} ⇒ {z = 8}

✓



Some Instances

⊢ x := z * 2; z := x * 2: {z * 4 = 8} ⇒ {z = 8}

⊢ x := z * 2: {z * 4 = 8} ⇒ {x * 2 = 8} ⊢ z := x * 2: {x * 2 = 8} ⇒ {z = 8}

: {(z * 2) * 2 = 8} ⇒ {x * 2 = 8}⊢ x := z * 2

{z * 4 = 8} ⇒ {(z * 2) * 2 = 8}



Rules of Hoare Logic 
If then else

⊢if e then c1 else c2 : P⇒Q



Rules of Hoare Logic 
If then else

⊢if e then c1 else c2 : P⇒Q

⊢c1:P⇒Q ⊢c2:P⇒Q



Rules of Hoare Logic 
If then else

⊢if e then c1 else c2 : P⇒Q

⊢c1:P⇒Q

Is this correct?

⊢c2:P⇒Q



Some examples
⊢ 𝚒𝚏 𝚢 = 𝟶 𝚝𝚑𝚎𝚗 𝚜𝚔𝚒𝚙 𝚎𝚕𝚜𝚎 x := x + 1; x := x − 1

: {x = 1} ⇒ {x = 1}

Is this a valid triple?



Some examples
⊢ 𝚒𝚏 𝚢 = 𝟶 𝚝𝚑𝚎𝚗 𝚜𝚔𝚒𝚙 𝚎𝚕𝚜𝚎 x := x + 1; x := x − 1

: {x = 1} ⇒ {x = 1}

Is this a valid triple? ✓



Some examples
⊢ 𝚒𝚏 𝚢 = 𝟶 𝚝𝚑𝚎𝚗 𝚜𝚔𝚒𝚙 𝚎𝚕𝚜𝚎 x := x + 1; x := x − 1

: {x = 1} ⇒ {x = 1}

Is this a valid triple? ✓
Can we prove it with the 

rules that we have?



Some examples
⊢ 𝚒𝚏 𝚢 = 𝟶 𝚝𝚑𝚎𝚗 𝚜𝚔𝚒𝚙 𝚎𝚕𝚜𝚎 x := x + 1; x := x − 1

: {x = 1} ⇒ {x = 1}

Is this a valid triple? ✓
Can we prove it with the 

rules that we have? ✓



Some Instances

⊢ 𝚜𝚔𝚒𝚙 ⊢ x := x + 1; x := x − 1

⊢ 𝚒𝚏 𝚢 = 𝟶 𝚝𝚑𝚎𝚗 𝚜𝚔𝚒𝚙 𝚎𝚕𝚜𝚎 x := x + 1; x := x − 1

: {x = 1} ⇒ {x = 1}

: {x = 1} ⇒ {x = 1} : {x = 1} ⇒ {x = 1}

⋮



Rules of Hoare Logic 
If then else

⊢if e then c1 else c2 : P⇒Q

⊢c1:P⇒Q ⊢c2:P⇒Q



Rules of Hoare Logic 
If then else

⊢if e then c1 else c2 : P⇒Q

⊢c1:P⇒Q

Is this strong enough?

⊢c2:P⇒Q



Some examples

⊢ 𝚒𝚏 𝚏𝚊𝚕𝚜𝚎 𝚝𝚑𝚎𝚗 𝚜𝚔𝚒𝚙 𝚎𝚕𝚜𝚎 x = x + 1
: {x = 0} ⇒ {x = 1}

Is this a valid triple?



Some examples

⊢ 𝚒𝚏 𝚏𝚊𝚕𝚜𝚎 𝚝𝚑𝚎𝚗 𝚜𝚔𝚒𝚙 𝚎𝚕𝚜𝚎 x = x + 1
: {x = 0} ⇒ {x = 1}

Is this a valid triple? ✓



Some examples

⊢ 𝚒𝚏 𝚏𝚊𝚕𝚜𝚎 𝚝𝚑𝚎𝚗 𝚜𝚔𝚒𝚙 𝚎𝚕𝚜𝚎 x = x + 1
: {x = 0} ⇒ {x = 1}

Is this a valid triple? ✓
Can we prove it with the 

rules that we have?



Some examples

⊢ 𝚒𝚏 𝚏𝚊𝚕𝚜𝚎 𝚝𝚑𝚎𝚗 𝚜𝚔𝚒𝚙 𝚎𝚕𝚜𝚎 x = x + 1
: {x = 0} ⇒ {x = 1}

Is this a valid triple? ✓
Can we prove it with the 

rules that we have? ✗



Rules of Hoare Logic 
If then else

⊢if e then c1 else c2 : P⇒Q
⊢c1:e ⋀ P ⇒ Q ⊢c2:¬e ⋀ P ⇒ Q

Is this correct?



Rules of Hoare Logic 
If then else

⊢if e then c1 else c2 : P⇒Q
⊢c1:e ⋀ P ⇒ Q ⊢c2:¬e ⋀ P ⇒ Q

Is this correct?

Homework



Rules of Hoare Logic: 
Abort

⊢Abort: ?⇒?



Rules of Hoare Logic: 
Abort

⊢Abort: ?⇒?
What can be a good 

specification?



Validity of Hoare triple
We say that the triple c:P⇒Q is valid 

if and only if  
for every memory m such that P(m) 
and memory m’ such that {c}m=m’ 
we have Q(m’).



Rules of Hoare Logic: 
Abort

⊢Abort:P⇒Q
Is this correct?



Rules of Hoare Logic: 
Abort

⊢Abort:P⇒Q
Is this correct?

Homework



Rules of Hoare Logic 
While

⊢while e do c : ??



Rules of Hoare Logic 
While

⊢while e do c : P ⇒ P ⋀ ¬e

⊢c : e ⋀ P ⇒ P

Invariant



An example
⊢ 𝚠𝚑𝚒𝚕𝚎 x = 0 𝚍𝚘 x := x + 1

How can we derive this?

: {x = 1} ⇒ {x = 1}



An example
⊢ 𝚠𝚑𝚒𝚕𝚎 x = 0 𝚍𝚘 x := x + 1

: {x = 1} ⇒ {x = 1}

What can be a good Invariant?



An example
⊢ 𝚠𝚑𝚒𝚕𝚎 x = 0 𝚍𝚘 x := x + 1

: {x = 1} ⇒ {x = 1}

What can be a good Invariant?
Inv = {x = 1}



An example

⊢ 𝚠𝚑𝚒𝚕𝚎 x = 0 𝚍𝚘 x := x + 1: {x = 1} ⇒ {x = 1}



An example

⊢ 𝚠𝚑𝚒𝚕𝚎 x = 0 𝚍𝚘 x := x + 1: {x = 1} ⇒ {x = 1}

⊢ 𝚠𝚑𝚒𝚕𝚎 x = 0 𝚍𝚘 x := x + 1: {x = 1} ⇒ {x = 1 ∧ x ≠ 0} x = 1 ∧ x ≠ 0 ⇒ x = 1



An example

⊢ 𝚠𝚑𝚒𝚕𝚎 x = 0 𝚍𝚘 x := x + 1: {x = 1} ⇒ {x = 1}

⊢ 𝚠𝚑𝚒𝚕𝚎 x = 0 𝚍𝚘 x := x + 1: {x = 1} ⇒ {x = 1 ∧ x ≠ 0} x = 1 ∧ x ≠ 0 ⇒ x = 1
⊢ x := x + 1 : {x = 1 ∧ x = 0} ⇒ {x = 1}

⊢ x := x + 1 : {x + 1 = 1} ⇒ {x = 1}x = 1 ∧ x = 0 ⇒ x + 1 = 1



An example

⊢ 𝚠𝚑𝚒𝚕𝚎 x = 0 𝚍𝚘 x := x + 1: {x = 1} ⇒ {x = 1}

⊢ 𝚠𝚑𝚒𝚕𝚎 x = 0 𝚍𝚘 x := x + 1: {x = 1} ⇒ {x = 1 ∧ x ≠ 0} x = 1 ∧ x ≠ 0 ⇒ x = 1
⊢ x := x + 1 : {x = 1 ∧ x = 0} ⇒ {x = 1}

⊢ x := x + 1 : {x + 1 = 1} ⇒ {x = 1}x = 1 ∧ x = 0 ⇒ x + 1 = 1



Another example

How can we derive this?

: {true} ⇒ {y = 3}

x:=3; 
y:=1; 
while x > 1 do 
y := y+1;  
x := x-1; 

⊢



: {true} ⇒ {y = 3}

x:=3; 
y:=1; 
while x > 1 do 
y := y+1;  
x := x-1; 

⊢

What can be a good Invariant?

Another example



: {true} ⇒ {y = 3}

x:=3; 
y:=1; 
while x > 1 do 
y := y+1;  
x := x-1; 

⊢

What can be a good Invariant?
𝙸𝚗𝚟 = {y = 4 − x ∧ x ≥ 1}

Another example



⊢ x := 3; y := 1 : {true} ⇒ {x = 3 ∧ 1 = 1 ∧ y = 4 − x}

Another example



⊢ x := 3 : {true} ⇒ {x = 3} ⊢ y := 1 : {x = 3} ⇒ {x = 3 ∧ y = 1}

⊢ x := 3; y := 1 : {true} ⇒ {x = 3 ∧ y = 1} x = 3 ∧ y = 1 ⇒ x = 3 ∧ 1 = 1 ∧ y = 4 − x

⊢ x := 3; y := 1 : {true} ⇒ {x = 3 ∧ 1 = 1 ∧ y = 4 − x}

Another example



⊢ x := 3 : {3 = 3} ⇒ {x = 3}true ⇒ 3 = 3 x = 3 ⇒ x = 3 ∧ 1 = 1 ⊢ y := 1 : {x = 3 ∧ 1 = 1} ⇒ {x = 3 ∧ y = 1}

⊢ x := 3 : {true} ⇒ {x = 3} ⊢ y := 1 : {x = 3} ⇒ {x = 3 ∧ y = 1}

⊢ x := 3; y := 1 : {true} ⇒ {x = 3 ∧ y = 1} x = 3 ∧ y = 1 ⇒ x = 3 ∧ 1 = 1 ∧ y = 4 − x

⊢ x := 3; y := 1 : {true} ⇒ {x = 3 ∧ 1 = 1 ∧ y = 4 − x}

Another example



: {y = 4 − x ∧ x ≥ 1} ⇒
while x > 1 do 
y := y+1;  
x := x-1 

⊢ {y = 4 − x ∧ x = 1}

Another example

while x > 1 do 
y := y+1;  
x := x-1 ⊢ : {x = 3 ∧ y = 1 ∧ y = 4 − x} ⇒ {y = 3}

x = 3 ∧ y = 1 ∧ y = 4 − x ⇒ y = 4 − x ∧ x ≥ 1

y = 4 − x ∧ x = 1 ⇒ y = 3



: {y = 4 − x ∧ x ≥ 1} ⇒
while x > 1 do 
y := y+1;  
x := x-1 

⊢ {y = 4 − x ∧ x = 1}

{y = 4 − x ∧ x ≥ 1}while x > 1 do: 
y := y+1;  
x := x-1 

⊢

y := y+1;  
x := x-1 ⊢

{y = 4 − x ∧ x ≥ 1

: {y = 4 − x ∧ x ≥ 1 {y = 4 − x ∧ x ≥ 1}

{y = 4 − x ∧ x = 1}{y = 4 − x ∧ x ≥ 1 ∧ ¬(x > 1)} ⇒

⇒ ∧ ¬(x > 1)}

∧ x > 1} ⇒

Another example

while x > 1 do 
y := y+1;  
x := x-1 ⊢ : {x = 3 ∧ y = 1 ∧ y = 4 − x} ⇒ {y = 3}

x = 3 ∧ y = 1 ∧ y = 4 − x ⇒ y = 4 − x ∧ x ≥ 1

y = 4 − x ∧ x = 1 ⇒ y = 3



y := y+1;  
x := x-1 ⊢

y = 4 − x ∧ x ≥ 1 ∧ x > 1 ⇒ y + 1 = 4 − (x − 1) ∧ x − 1 ≥ 1
{y = 4 − x ∧ x ≥ 1}: {y + 1 = 4 − (x − 1) ∧ x − 1 ≥ 1} ⇒

: {y = 4 − x ∧ x ≥ 1} ⇒
while x > 1 do 
y := y+1;  
x := x-1 

⊢ {y = 4 − x ∧ x = 1}

{y = 4 − x ∧ x ≥ 1}while x > 1 do: 
y := y+1;  
x := x-1 

⊢

y := y+1;  
x := x-1 ⊢

{y = 4 − x ∧ x ≥ 1

: {y = 4 − x ∧ x ≥ 1 {y = 4 − x ∧ x ≥ 1}

{y = 4 − x ∧ x = 1}{y = 4 − x ∧ x ≥ 1 ∧ ¬(x > 1)} ⇒

⇒ ∧ ¬(x > 1)}

∧ x > 1} ⇒

Another example

while x > 1 do 
y := y+1;  
x := x-1 ⊢ : {x = 3 ∧ y = 1 ∧ y = 4 − x} ⇒ {y = 3}

x = 3 ∧ y = 1 ∧ y = 4 − x ⇒ y = 4 − x ∧ x ≥ 1

y = 4 − x ∧ x = 1 ⇒ y = 3



⊢
: {y = 4 − (x − 1) ∧ x − 1 ≥ 1} ⇒ {y = 4 − x ∧ x ≥ 1}x := x-1 ⊢

: {y + 1 = 4 − (x − 1) ∧ x − 1 ≥ 1} ⇒ {y = 4 − (x − 1) ∧ x − 1 ≥ 1}y := y+1 

y := y+1;  
x := x-1 ⊢

y = 4 − x ∧ x ≥ 1 ∧ x > 1 ⇒ y + 1 = 4 − (x − 1) ∧ x − 1 ≥ 1
{y = 4 − x ∧ x ≥ 1}: {y + 1 = 4 − (x − 1) ∧ x − 1 ≥ 1} ⇒

: {y = 4 − x ∧ x ≥ 1} ⇒
while x > 1 do 
y := y+1;  
x := x-1 

⊢ {y = 4 − x ∧ x = 1}

{y = 4 − x ∧ x ≥ 1}while x > 1 do: 
y := y+1;  
x := x-1 

⊢

y := y+1;  
x := x-1 ⊢

{y = 4 − x ∧ x ≥ 1

: {y = 4 − x ∧ x ≥ 1 {y = 4 − x ∧ x ≥ 1}

{y = 4 − x ∧ x = 1}{y = 4 − x ∧ x ≥ 1 ∧ ¬(x > 1)} ⇒

⇒ ∧ ¬(x > 1)}

∧ x > 1} ⇒

Another example

while x > 1 do 
y := y+1;  
x := x-1 ⊢ : {x = 3 ∧ y = 1 ∧ y = 4 − x} ⇒ {y = 3}

x = 3 ∧ y = 1 ∧ y = 4 − x ⇒ y = 4 − x ∧ x ≥ 1

y = 4 − x ∧ x = 1 ⇒ y = 3



: {x = 3 ∧ y = 1 ∧ y = 4 − x} ⇒ {y = 3}

while x > 1 do 

y := y+1;  

x := x-1; 
⊢: {t r ue} ⇒ {x = 3 ∧ 1 = 1 ∧ y = 4 − x}

x :=3;  

y :=1; 
⊢

x:=3; 

y:=1; 

while x > 1 do 

y := y+1;  

x := x-1; 

⊢ : {true} ⇒ {y = 3}

Another example



How do we know that these 
are the right rules?



Soundness

⊢c : P ⇒ QIf we can derive through

the rules of the logic, then the triple

c : P ⇒ Q is valid.



Are the rules we presented 
sound?



Completeness

⊢c : P ⇒ Q
c : P ⇒ QIf a triple is valid, then

we can derive through

the rules of the logic.



Are the rules we presented 
complete?



Relative Completeness

⊢c: P⇒Q
⊢c:S⇒RP⇒S R⇒Q



Relative Completeness

⊢c: P⇒Q
⊢c:S⇒RP⇒S R⇒Q

⊢c : Pre ⇒ Post

c : Pre ⇒ PostIf a triple is valid, and we 

we can derive through
the rules of the logic.

have an oracle to derive all the true statements
of the form P⇒S and of the form R⇒Q ,which

we can use in applications of the conseq rule, then 



Rules of Hoare Logic: 

⊢skip: P⇒P ⊢x:=e : P[e/x]⇒P

⊢c;c’: P⇒Q
⊢c:P⇒R ⊢c’:R⇒Q

⊢c: P⇒Q
⊢c:S⇒RP⇒S R⇒Q

⊢if e then c1 else c2 : P⇒Q

⊢while e do c : P ⇒ P ⋀ ¬e
⊢c : e ⋀ P ⇒ P



Rules of Hoare Logic: 

⊢skip: P⇒P ⊢x:=e : P[e/x]⇒P

⊢c;c’: P⇒Q
⊢c:P⇒R ⊢c’:R⇒Q

⊢c: P⇒Q
⊢c:S⇒RP⇒S R⇒Q

⊢if e then c1 else c2 : P⇒Q
⊢c1:e ⋀ P ⇒ Q

⊢while e do c : P ⇒ P ⋀ ¬e
⊢c : e ⋀ P ⇒ P



Rules of Hoare Logic: 

⊢skip: P⇒P ⊢x:=e : P[e/x]⇒P

⊢c;c’: P⇒Q
⊢c:P⇒R ⊢c’:R⇒Q

⊢c: P⇒Q
⊢c:S⇒RP⇒S R⇒Q

⊢if e then c1 else c2 : P⇒Q
⊢c1:e ⋀ P ⇒ Q ⊢c2:¬e ⋀ P ⇒ Q

⊢while e do c : P ⇒ P ⋀ ¬e
⊢c : e ⋀ P ⇒ P



Questions?


