Formal Reasoning for Security
and Privacy
Lecture 1

Marco Gaboardi
Boston University
gaboardi@bu.edu



Security and Privacy

Security by Sector: Healthcare Orgs Continue to Suffer Security Headaches

STRATEGY | INSIGHT | TECHNOLOGY

Q. News  Topics Features Webinars White Papers Podcasts Events & Conferences Directory

REVIEWS EVENTS AND AWARDS PROGRAMS NEWSLETTERS VIDED RESOURCE LIBRARY

‘ SO UNITED STATES ~ NEWS
— -

& ARBUS A350-900

Home > Hacking > Vulnerabilities

7]JAN 2019 [ NEWS

Singapore Airlines Software Bug Results in Breach

New Spectre-like CPU vulnerahility bypasses
existing defenses

The SWAPGS vulnerability can allow attackers to access contents of kernel memory addresses.
Microsoft and Intel have coordinated on a mitigation.

6ODOOO

By Lucian Constantin
CSO Senior Writer, CSO

BIZ & IT —

Failure to patch two-month-old bug led
to massive Equifax breach

Critical Apache Struts bug was fixed in March. In May, it bit ~143 million US consumers.

DAN GOODIN - 9/13/2017, 11:12 PM



Goal: building applications that
are correct.



What does “correct’” mean!?

A program is correct if it respects the specification:
® What is computed (functional aspects)

® How it is computed (non-functional aspects).



Why correctness matters!?

An example:
DARPA HACMS (High Assurance Cyber Military Systems)

Hack-Proof Drones Possible with
HACMS Technology

Infosec
Institute



Is this code correct!

Function Add(x: int, y: int) : int

{

r = 0;
n=y;
while n != 0
{
r=r + 1;
n=n-1;
}

return r



|s this code correct!
Function Add(x: int, y: int) : int

{ \
r = 0;
while n != 0 SEEMS wrong.

{ — S—




|s this code correct!
Function Add(x: int, y: int) : int

{ \
r = 0;
while n =0 SEEMS wrong.

{ — S—

Is It the name
or the program!




Adding the specification

Function Add(x: int, y: int) : int

{
r = 0;
n=y;
while n != 0
{
r=r + 1;
n=n-1;
}
return r
}

Postcondition: r = x + vy



Adding the specification

Precondition: x =2 0 and y = 0
Function Add(x: int, y: int) : int

{
r = 0;
n=y;
while n != 0
{
r=r + 1;
n=n-1;
}
return r
}

Postcondition: r = X +y



Does the program comply with the
specification!?

Precondition: x =2 0 and y = 0
Function Add(x: int, y: int) : int

{
r = 0;
n=y;
while n != 0
{
r=r + 1;
n=n-1;
}
return r
}

Postcondition: r = X +y



Does the program comply with the
specification!?

Precondition: x =2 0 and y = 0
Function Add(x: int, y: int) : int

{
r = 0;
n =y;
while n != 0 .
Fail to meet
{ r=r+1; the specification
n=n-1;
}
return r
}

Postcondition: r = X +y



In this class

* We will focus on methods to guarantee correctness
of programs with respect to security and privacy
properties.

* We will address in particular three properties of
security and privacy.

* We will focus on program-based methods, where
the security and privacy guarantees depend on the
program design.

*This is in contrast to (whole) system security and
privacy, which require to consider many other
aspects.



What will we look at?

* Review: Basic method to reason formally about
whether programs meet their specification: Hoare Logic

» Adapt this method to reason about security in terms of
information flow: Relational Hoare Logic

* Adapt this method to reason about security in terms of
formal cryptography: Probabilistic Relational Hoare
Logic

» Adapt this method to reason about data privacy in

terms of differential privacy: Approximate Probabilistic
Relational Hoare Logic

* A tool to formally support all these reasoning methods:
EasyCrypt (labs)




EasyCrypt

» Tactic-based interactive proof assistant for
mechanizing proofs in the program logics we'll
study in this course

* To date, EasyCrypt has mostly been used to
mechanize proofs from theoretical cryptography

* But we'll also consider other applications, e.g., to
noninterference and differential privacy.

* Developed interactively using a special mode of
Emacs text editor, with EasyCrypt running as
subprocess (details on the webpage).



Course Webpages: TBD

* Class webpage:
http://cs-people.bu.edu/gaboardi/teaching/F24-USI.html

e Class slides
 Materials



Notes

An introduction to relational
program verification

Suggested Citation: Gilles Barthe (2020), “An introduction to relational program
verification”, : Vol. xx, No. xx, pp 1-1. DOI: 10.1561 /XXXXXXXXX.

Gilles Barthe

This article may be used only for the purpose of research, teaching, n.w

and /or private study. Commercial use or systematic downloading
systematic dow noul
(by robots or other automatic processes) is prohibited without ex- the essence of knowledge

plicit Publisher approval. Boston Delft

http://software.imdea.org/~gbarthe/__introrelver.pdf



Exam

Take home exam composed by some exercises in EasyCrypt
covering the material of the class.

The deadline for submitting the solution to the exercises is
September 25th.



Schedule?



Part 1
Review of HL



Formal Semantics

We need to assign a formal meaning to the different
components:

Precondition

Program

Postcondition




Formal Semantics

We need to assign a formal meaning to the different
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Formal Semantics

We need to assign a formal meaning to the different

components:

Precondition
Program

Postcondition

e

™~

formal semantics
of specification
conditions

formal semantics
of programs

formal semantics
of specification
conditions




Formal Semantics

We need to assign a formal meaning to the different

components:
Precondition
Program -
Postcondition

~

We also need to describe the rules
which combine program and
specifications.

formal semantics
of specification
conditions

formal semantics
of programs

formal semantics
of specification
conditions




Formal Logic

* We will need to reason about formal
specifications/requirements.

* A convenient way to express these
requirements is by means of logical formulas.

X=Y+1 and Z=X+S

not X=Y or Y < X

For all n, X=n 1implies Y = n+l



Programming Language

c::= abort

skip

X:=e

C;C

1f e then ¢ else c
while e do c

X,Yr2Z,... program variables
e1,€2,.. €xpressions

Ci,C2,.. commands



Expressions

We want to be able to write complex programs with our language.

ec. = X
| f(el/---l en)

Where £ can be any arbitrary operator.

Some expression examples

x+5 X mod k xX[1] (x[1+1] mod 4)+5



Memories

We can formalize a memory as a (partial) map m from variables to
values. m=[X1 — Vi,..,Xn — Vp]

We consider only maps that respect types.



Memories

We can formalize a memory as a (partial) map m from variables to
values. m=[X1 — Vi,..,Xn — Vp]

We consider only maps that respect types.

We want to read the value associated to a particular variable:
m (x)

We want to update the value associated to a particular variable:

m [ X<V ]

(Vv If X=Y
m [ X<V ] (y) _{m(y) Otherwise

This is defined as



Semantics of Expressions

What is the meaning of the following expressions?
x+5 X mod k xX[1] (x[1+1] mod 4)+5



Semantics of Expressions

What is the meaning of the following expressions?

x+5 X mod k xX[1] (x[1+1] mod 4)+5

We can give the semantics as a function between expressions,
memories and values.

Exp * Mem —-> Val

We will denote this relation as:

{e}ln=vVv



Semantics of Expressions

What is the meaning of the following expressions?

x+5 X mod k X [1] (x[1+1] mod 4)+5

We can give the semantics as a function between expressions,
memories and values.

Exp * Mem —-> Val
We will denote this relation as:

fe).=v This is commonly typeset
m

as. I[@]]m —



Semantics of Expressions

Suppose we have a memory

m=[1—1,x—[1,2,3] IY'_’Z]

That {mod} is the modulo operation and {+} is addition, we can
derive the meaning of the following expression:



Semantics of Expressions

Suppose we have a memory

m=[1—1,x—[1,2,3] IY'_’Z]

That {mod} is the modulo operation and {+} is addition, we can

derive the meaning of the following expression:
{(x[1i+1] mod ¥)+5}n



Semantics of Expressions

Suppose we have a memory

m=[1—1,x—[1,2,3] IY'_’Z]

That {mod} is the modulo operation and {+} is addition, we can
derive the meaning of the following expression:
{(x[1+1] mod vy)+5}n

= {(x[1+1] mod V¥) }n{+}{3}n



Semantics of Expressions

Suppose we have a memory

m=[1—1,x—[1,2,3] IY'_’Z]

That {mod} is the modulo operation and {+} is addition, we can
derive the meaning of the following expression:

{(x[1+1] mod vy)+5}n

{ (x[1+1] mod V) }m{+}{O}m

({x[1+1]}n {mod} {ylm) {+}{O}n



Semantics of Expressions

Suppose we have a memory

m=[1—1,x—[1,2,3] IY'_’Z]

That {mod} is the modulo operation and {+} is addition, we can
derive the meaning of the following expression:
{(x[1i+1] mod ¥)+5}n

= {(x[1+1] mod V¥) }n{+}{3}n

= ({x[1+1]}n {mod} {ylm) {+}{3}n

= ({(XIn[{1}n{+}{1}n] {mod} {y}n) {+}{3S}n



Semantics of Expressions

Suppose we have a memory

m=[1—1,x—[1,2,3] IY'_’Z]

That {mod} is the modulo operation and {+} is addition, we can
derive the meaning of the following expression:
{(x[1+1] mod vy)+5}n
= {(x[1+1] mod V¥) }n{+}{3}n
({x[1+1]}n {mod} {ylm) {+}{3}n
(
(

{XIn[{1}n{+}{1}n] {mod} {y}n) {+}{3}n
{X}n[1{+}1] {mod} 2){+}5



Semantics of Expressions

Suppose we have a memory

m=[1—1,x—[1,2,3] IY'_’Z]

That {mod} is the modulo operation and {+} is addition, we can
derive the meaning of the following expression:

{(x[1+1] mod vy)+5}n

{ (x[1+1] mod V) }m{+}{O}m

({x[1+1]}n {mod} {ylm) {+}{3}n

= ({(XIn[{1}n{+}{1}n] {mod} {y}n) {+}{3S}n
({x}tn[1{+}1] {mod} 2){+}>

({x}n[2] {mod} 2){+}°




Semantics of Expressions

Suppose we have a memory

m=[1—1,x—[1,2,3] IY'_’Z]

That {mod} is the modulo operation and {+} is addition, we can
derive the meaning of the following expression:

{(x[1i+1] mod ¥)+5}n

{ (x[1+1] mod V) }m{+}{O}m

({x[1+1]}n {mod} {ylm) {+}{3}n

= ({(XIn[{1}n{+}{1}n] {mod} {y}n) {+}{3S}n
({x}tn[1{+}1] {mod} 2){+}>

({x}n[2] {mod} 2){+}°

(2 {mod} 2){+}5 = 0 {+} 5 =5




Semantics of Commands

What is the meaning of the following command?

k:=2; z:=x mod k; 1f z=0 then r:=1 else r:=2



Semantics of Commands

What is the meaning of the following command?
k:=2; z:=x mod k; 1f z=0 then r:=1 else r:=2

We can give the semantics as a function between command,
memories and memories.

Com * Mem -> Mem



Semantics of Commands

What is the meaning of the following command?
k:=2; z:=x mod k; 1f z=0 then r:=1 else r:=2

We can give the semantics as a function between command,
memories and memories.

Com * Mem -> Mem

Would this work?




Semantics of Commands

What is the meaning of the following command?

k:=2; z:=x mod k; 1f z=0 then r:=1 else r:=2



Semantics of Commands

What is the meaning of the following command?
k:=2; z:=x mod k; 1f z=0 then r:=1 else r:=2

We can give the semantics as a function between command,
memories and memories or failure.

Com * Mem -> Mem;
We will denote this relation as:

{C}np=m' Or {Cln=1



Semantics of Commands

What is the meaning of the following command?
k:=2; z:=x mod k; 1f z=0 then r:=1 else r:=2

We can give the semantics as a function between command,
memories and memories or failure.

Com * Mem -> Mem,

We will denote this relation as:
This is commonly typeset
{C}m:m, Or {C}m:J— as.

[c]m =m/



Semantics of Commands

This is defined on the structure of commands:



Semantics of Commands

This is defined on the structure of commands:

{abort},= L



Semantics of Commands

This is defined on the structure of commands:

{abort},= L
{skip}ln=m



Semantics of Commands

This is defined on the structure of commands:
{abort},= L
{skip}ln=m

{x:=e}ln = m[x—{e}n]



Semantics of Commands

This is defined on the structure of commands:
{abort},= L
{skip}ln=m
{x:=e}ln= m[x—{e}n]

{c;c’ tn= {C’ If {C}n=m'



Semantics of Commands

This is defined on the structure of commands:
{abort},= L
{skip}ln=m

{x:=e}ln = m[x—{e}n]



Semantics of Commands

This is defined on the structure of commands:

{abort},= L

{skip}ln=m

{x:=e}ln = m[x—{e}n]

{c;c’Yn= {C’ }u If {C}lm = m'
{cic’tn= 1 f  {clm= L

{if e then ct else celn= {Ctln If {e}l,=true



Semantics of Commands

This is defined on the structure of commands:

{abort},= L

{skip}ln=m
{X:=e}ln= m[x—{e}n]
{c;c’tn= {c"}w f {Clmn=m’
{cicitn= 1 f  {cln= L
{1f e then ct else cslpn = {Ctlnm If {e} =true

{1f e then ct else cslun = {Ctln If {el,=false



Semantics of While

What about while



Semantics of While

What about while

{while e do cly= 2727



Semantics of While

f {el}ly,=false Then

{while e do c}y, = m



Semantics of While

f {el}ly,=false Then

{while e do c}y, = m

What about when {e}l,=true ?



Semantics of While

If {e},=true Then we would like to have:

{while e do c}n= {c;while e do c}lnu



Semantics of While

If {e},=true Then we would like to have:

{while e do c}tn = {c;while e do c}n

Is this well defined?




Approximating While

We could define the following syntactic approximations of
a While statement:

whilen e do cC



Approximating While

We could define the following syntactic approximations of
a While statement:

whilenr e do c
This can be defined inductively on n as:

while0 e do ¢ = skip

whilentl e do c =
1f e then (c;whiler e do c¢) else skip



Semantics of While

We could go back and try to define the semantics using the
approximations:

{while e do ¢}y = {whiler e do clpu



Semantics of While

We could go back and try to define the semantics using the
approximations:

{while e do ¢}y = {whiler e do clpu

low do we find the n?




Information order |

An idea that has been developed to solve this
problem is the idea of information order.

This corresponds to the idea of order different
possible denotations in term of the information they
provide.

In our case we can use the following order on
possible outputs:

m- My ms3 Mn
>
NZ /;/
1



Semantics of While

Using fixpoint theorems on lattices we can try now to define
the semantics using the approximations and a sup operation:

{while e do cCl}n =SUPnenat{whiler e do c}ln



Semantics of While

Using fixpoint theorems on lattices we can try now to define
the semantics using the approximations and a sup operation:

{while e do cCl}n =SUPnenat{whiler e do c}ln

Will this work?




Semantics of While

Using fixpoint theorems on lattices we can try now to define
the semantics using the approximations and a sup operation:

{while e do cCl}n =SUPnenat{whiler e do c}ln

Will this work?

We are missing the
base case.




Approximating While
Revisited

We could define the following lower iteration of
a While statement:

while, e do cC

This can be defined using the approximations as:

while, e do ¢ =
whiler e do c¢;1f e then abort else skip



Semantics of While

We now have all the components to define the semantics of while:

{while e do cCcl}n =SUPnenat{while, e do c}n



Semantics of Commands

This is defined on the structure of commands:
{abort}, = L

{skip}m = m

{x:=e}ln= m[x—{e}n]

{c;c’tn= {c’}w If {C}n = m'

{c;c’tn= 1 If {cln= L
{1f e then c+ else Cf}ln = {Ctlnm If {e}n=true
{1f e then ct else c¢lp = {Csln If {e}l,=false

{while e do c}n =SUPnenat{while, e do c}n
where
whiley, e do ¢ = whiler e do ¢;1f e then abort else skip

and .
whilel e do ¢ = skip

whilentl e do c 1f e then (c;whiler e do ¢) else skip



Hoare triple

Precondition
(a logical formula)

Precondition l

Program - P = Q
Postcondition C °

| |

Program Postcondition
(a logical formula)



Some examples

Precondition

x=z+1:{z=n}=>{x=n+1}

Postcondition

Is it a good
specification?




Some examples

Precondition

x=z+1:{z=n}=>{x=n+1}

Postcondition

Is it a good J
specification?




Some examples

Precondition

x:=z4+1:{z>0} = {x>0}

Postcondition

Is it a good
specification?




Some examples

Precondition

x:=z4+1:{z>0} = {x>0}

Postcondition

Is it a good J
specification?




Some examples

Precondition

x:=z4+1:{2z<0} = {x<0}

Postcondition

Is it a good
specification?




Some examples

Precondition

x:=z4+1:{2z<0} = {x<0}

Postcondition

Is it a good
specification? X




Some examples

Precondition

x:=z4+1:{2z<0} = {x<0}

Postcondition
Is it a good
specification?

m., =[z=—1x=2] m,. . =[z=—1x=0]

n out




Some examples

1:=0;

r:=1;

while(1i=k)do
r:=r * n;
1:=1 + 1

Precondition
{0 <k} = {r=n")

Postcondition

Is it a good
specification?




Some examples

1:=0;

r:=1;

while(1i=k)do
r:=r * n;
1:=1 + 1

Precondition

{0 <k} = {r=n")

Postcondition

Is it a good
specification?

X



Some examples

Precondition

1:=0;

r:=1; : {O S k} = {I" — nk}

while(isk)do Postcondition
rjr i r11; Is it a good X
i specification?

m, =lk=0,n=2,1=0,r =0]
m, =lk=0n=2i=1,r=72]



Some examples

1:=0;

r:=1;

while(i<k)do
r:=r * n;
1:=1 + 1

Precondition
{0 <k} = {r=n")

Postcondition

Is it a good
specification?




Some examples

1:=0;

r:=1;

while(i<k)do
r:=r * n;
1:=1 + 1

Precondition

{0 <k} = {r=n")

Postcondition

Is it a good
specification?

4



Some examples

1:=0;

r:=1;

while(1i=k)do
r:=r * n;
1:=1 + 1

Precondition

{0<kAk<0)= {r=nk

Postcondition

Is it a good
specification?




Some examples

1:=0;

r:=1;

while(1i=k)do
r:=r * n;
1:=1 + 1

Precondition

{0<kAk<0)= {r=nk

Postcondition

Is it a good
specification?

4



Some examples

Precondition

1:=0;
re=1:; {0<kAk<0) = {r=n~
while(1i=k)do Postcondition
r:=r * nj; :
.. s it a good J
1:=1 + 1 o o o
specification?

This is good because there is no
memory that satisfies the precondition.




How do we determine the
validity of an Hoare triple?



Validity of Hoare triple

Precondition
(a logical formula)

|

c: P=> Q0

|

Program Postcondition
(a logical formula)



Validity of Hoare triple

Precondition We are interested only
(a logical formula) in inputs that meets P
l and we want to have
outputs satisfying Q.

c.: P=> 0

|

Program Postcondition
(a logical formula)



Validity of Hoare triple

Precondition We are interested only
(a logical formula) in inputs that meets P
l and we want to have
outputs satisfying Q.

C . P : Q How shall we formalize

I this intuition?

Program Postcondition
(a logical formula)



Validity of Hoare ftriple
We say that the triple c: P=0Q is valid

if and only if
for every memory m such that p (m)
and memory m’ such that {c}.=m"
we have Q(m"’).



Validity of Hoare triple
We say that the triple c: P=0Q is valid

if and only if
for every memory m such that p (m)
and memory m’ such that {c}.=m"
we have Q(m"’).

Is this condition easy to check?




Robert W F d Tony Hoare

A verification of an interpretation of a flowchart is a proof that for every
command c¢ of the flowchart, if control should enter the command by an
entrance a; with P; true, then control must leave the command, if at all,
by an exit b, with @, true. A semantic definition of a particular set of command
types, then, is a rule for constructing, for any command ¢ of one of these
types, a verification condition V.(P;Q) on the antecedents and consequents
of ¢. This verification condition must be so constructed that a proof that
the verification condition is satisfied for the antecedents and consequents
of each command in a flowchart is a verification of the interpreted flowchart.



Rules of Hoare Logic:
SKip

—skip: P=P



Rules of Hoare Logic:
SKip

—skip: P=P

Is this correct?




Correctness of an axiom

Fc ¢ P = 0O

We say that an axiom is correct if we can prove
the validity of each triple which is an instance of
the conclusion.




Correctness of Skip Rule
—skip: P=P

To show this rule correct we need to show the
validity of the triple skip: P=P.




Correctness of Skip Rule
—skip: P=P

To show this rule correct we need to show the
validity of the triple skip: P=P.

For every m such that P (m) and m’ such that
{skip}n=m’" we need P(m').




Correctness of Skip Rule
—skip: P=P

To show this rule correct we need to show the
validity of the triple skip: P=P.

For every m such that P (m) and m’ such that
{skip}n=m’" we need P(m').

Follow easily by our semantics:
{skip}n=m




Rules of Hoare Logic:
Assignment

—x:=e: P=Ple/x]



Rules of Hoare Logic:
Assignment

—x:=e: P=>Ple/x]

Is this correct?




Some instances

x=x+1:{x<0}=>{x+1<0}

Is this a valid triple?




Some instances

x=x+1:{x<0}=>{x+1<0}

Is this a valid triple? X




Some instances

xi=z+1:{x>01= {z4+1>0])

Is this a valid triple?




Some instances

xi=z+1:{x>01= {z4+1>0])

Is this a valid triple? X



Rules of Hoare Logic:
Assignment

X ¢

Ple/x]=E



Rules of Hoare Logic:
Assignment

X ¢

Ple/x]=E

Is this correct?




Some instances

x:=z+1:{z4+1>0} = {x> 0}

Is this a valid triple?




Some instances

x:=z+1:{z4+1>0} = {x> 0}

Is this a valid triple? J




Some instances

x=x+1:{x+1<0} = {x <0}

Is this a valid triple?




Some instances

x=x+1:{x+1<0} = {x <0}

Is this a valid triple? J




Correctness Assignment Rule

—x:=e : Ple/x]=P

To show this rule correct we need to show the
validity x:=e:P[e/x]=P forevery x, e, P.




Correctness Assignment Rule

—x:=e : Pl[e/x]=P
To show this rule correct we need to show the
validity x: =e:P[e/x]=P forevery x, e, P.

For every m such that P[e/x ] (m) and m’ such
that {x:=e},=m” weneed P(m’).




Correctness Assignment Rule

—x:=e : Pl[e/x]=P
To show this rule correct we need to show the
validity x:=e:P[e/x]=P forevery x, e, P.

For every m such that P[e/x] (m) and m’ such
that {x:=e},=m” weneed P(m’).

By our semantics: {x:=e},=m[x={e},] and
we can show P[e/x] (m)= P(m[x={e}n])




Rules of Hoare Logic
Composition

—c;,c’ : P=0



Rules of Hoare Logic
Composition
—C:P=R

—c;c’ : P=0



Rules of Hoare Logic
Composition
—C: P=R —c’ tR=0

—c;c’ : P=0



Rules of Hoare Logic
Composition
—C: P=R —c’ tR=0

—c;,c’ : P=0

Is this correct?




Some Instances
Fx:i=z%2;z2:=x%2
{(z*2)*2 =8} = {z=8)

Is this a valid triple”?




Some Instances
Fx:i=z%2;z2:=x%2
{(z*2)*2 =8} = {z=8)

Is this a valid triple”?




Some Instances

How can we prove it?

Fx:i=z%2;z:=x*%2: {(z*2)*2 =8} = {z=8}



Some Instances

How can we prove it?

Fx:=2z%2:{(z*2)*2 =8} = {x*2 =8}

Fzi=x*2{x*2 =8} = {z=28}
Fx:i=z%2;z:=x*%2: {(z*2)*2 =8} = {z=8}
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Correctness Composition Rule
—c : P=R —c’ :R=0
—c,c’ : P=0

To show this rule correct we need to show the
validity ¢; ¢’ : =0 foreveryc,c’, P, Q.

For every m such that P (m) and m’ such that
{c,c” }o,=m" weneed Q(m").
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—c,c’ : P=0
By our semantics: {c;c’ },=m’ if and only if

there Is m’ 7 such that
{cl,=m’’"and {c’ }. =m’.

Assuming c: P=R and c’ :R=0 valid, if P (m) we
can show R (m’7) andif R (m” 7 ) we can show
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s this a valid triple? J
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Can we prove it with the
rules that we have?
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Some Instances

What is the issue?

Fx:=z%2:{z*4 =8} => {x*2 =8}

- y=x*2: {x*2=8) = {7 =8)
Fx:=z%2;z:=x*%2:{z*4 =8} = {z=28}




Some Instances

What is the issue?

I—x:=z*X{2*4=8} => {x*2 =8}

- y=x*2: {x*2=8) = {7 =8)
Fx:=z%2;z:=x*%2:{z*4 =8} = {z=28}




Rules of Hoare Logic
Consequence

P=5 —cC:5=R R=0Q

—c: P=0
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Some examples

Fx:i=z*%2;72:=x%2
{z*%4 =8} = {7z =8}

s this a valid triple? J

Can we prove it with the J
rules that we have?




Some Instances

Fx:=z*2{(z*2)*2=8}=> {x*2 =28}
{z¥4 =8} = {(z*2)*2 =38}

Fx:=2z*%2:{z*¥4 =8} = {x*2=8} Fz:=x*2:{x*2=8}= {z=8}

Fx:=z*2;z:=x*%2 {z*4 =8} = {7z =8}
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Rules of Hoare Logic

If then else
—cC1: P=0 =C2: P=0
—1f e then c¢; else ¢y : P=0

Is this correct?
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Fif y =0 then skipelsex:=x+1;x:=x—-1
{x=1}=> {x=1}

s this a valid triple? J

Can we prove it with the J
rules that we have?




Some Instances

Fskip:{x=1}=>{x=1} Fx=x+Lx=x—-1:{x=1}=>{x=1}

Fif y =0 then skipelsex:=x+1;x:=x—1
{x=1}=>{x=1}
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If then else

—cC1: P=0 =C2: P=0
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Rules of Hoare Logic

If then else
—cC1:P=0 =C2: P=0
—1f e then c¢; else ¢y : P=0

Is this strong enough?
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- if false then skipelsex=x+1
{x=0}=> {x=1}

s this a valid triple? J

Can we prove it with the X
rules that we have?
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If then else
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Rules of Hoare Logic
If then else

Fci1:e AN P = (Q Fco:—e A P = Q

—1f e then ¢ else ¢y, : P=0

Is this correct?

Homework
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—Abort:

1



Rules of Hoare Logic:
Abort

—Abort: 7?7=7

What can be a good
specification?




Validity of Hoare ftriple
We say that the triple c: P=0Q is valid

if and only if
for every memory m such that p (m)
and memory m’ such that {c}.=m"
we have Q(m"’).



Rules of Hoare Logic:
Abort

—Abort: P=0

Is this correct?




Rules of Hoare Logic:
Abort

—Abort : P=0

Is this correct?

Homework
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Rules of Hoare Logic
While

Fc : e AN P = P

Fwhile e do ¢ : P = P A —e

T

Invariant




An example
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{x=1}=> {x=1}

How can we derive this?
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What can be a good Invariant?
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An example

Fwhilex=0dox:=x+1:{x=1}=> {x=1Ax #0} x=1Ax#0=>x=1

Fwhilex=0dox=x+1:{x=1}=>{x=1}



An example

x=1Ax=0=>x+1=1 Fx=x+1:{x+1=1}=>{x=1}
Fx=x+1:{x=1Ax=0}=>{x=1}

Fwhilex=0dox:=x+1:{x=1}=> {x=1Ax #0} x=1Ax#0=>x=1

Fwhilex=0dox=x+1:{x=1}=>{x=1}



An example

x=1Ax=0=>x+1=1 Fx=x+1:{x+1=1}=>{x=1}

I—x:=x+1: x=0};"

I—whilex=0dox:=x+1:{x=1};‘~({x=1)x;é0} x=1Ax#0=>x=1

Fwhilex=0dox=x+1:{x=1}=>{x=1}



Another example

X:=3;

vi=1;

while x > 1 do| : {true} = {y =3}
vy = y+1;
X 1= x-1;

How can we derive this?
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X:=3;
vi=1;
— |while x > 1 do| : {true} = {y =3}

y = y+1;
X 1= x-1;

What can be a good Invariant?




Another example

X:=3;
vi=1;
— |while x > 1 do| : {true} = {y =3}

y = y+1;
X 1= x-1;

What can be a good Invariant?

Inv={y=4—-xAx2>1}



Another example

Fx:=3;y:=1:{true} => {x=3A1=1Ay=4—x}



Another example

Fx:=3: {true} = {x =3} Fy=1:{x=3}=>{x=3Ay=1}

Fx:=3y=1:{true} > {x=3Ay=1} x=3Ay=1=2x=3Al=1Ay=4—x

Fx:=3;y:=1:{true} => {x=3A1=1Ay=4—x}



Another example

true=>3=3 Fx:=3:{3=3}=>{x=3} x=3=>x=3A1=1 Fy=1:{x=3A1l=1}=>{x=3Ay=1}

Fx:=3: {true} = {x =3} Fy=1:{x=3}=>{x=3Ay=1}

Fx:=3y=1:{true} > {x=3Ay=1} x=3Ay=1=2x=3Al=1Ay=4—x

Fx:=3;y:=1:{true} => {x=3A1=1Ay=4—x}



Another example

x=3Ay=1Ay=4—-x=>y=4—-xAx2>1

y+1l; {y=d4—xArx>1}=2{y=4—xAx=1} y=4—xAx=1=>y=3
X

T Y x=3Ay=1Ay=4—-x}={y=3)



Another example

i ly=4—xAx>21Ax>1}=>{y=4-xAx 2> 1}

-

while x > 1 do: {y=4—-xAx>1}=2{y=4—xAx>21A"(x>1)}

o

X 3

X1 (y=d4—xAx21A=G>Dl=>{y=d-xAx=1)

x=3Ay=1Ay=4—-x=>y=4—-xAx2>1




Another example

y=4—-xAx21Ax>1=>y+1l=4-(x-DAx—-12>1
s 4l =4— (- DAx—121} > {y=4—xAx>1}

i ly=d—xAx>21Ax>1}={y=4—-xAx 21}

-

while x > 1 do: {y=4—-xAx>1}=2{y=4—xAx>21A"(x>1)}

o

X 3

X1 (y=d4—xAx21A=G>Dl=>{y=d-xAx=1)

x=3Ay=1Ay=4—-x=>y=4—-xAx2>1




Another example

vy = y+l:y+1=4-@-DAx—-121}=>{y=4-x-DAx-12>1}
Fx = x-1:{y=4-xx-DAx-121}=>{y=4-xAx2>1}
yv=4—-xAx21Ax>1=>y+1l=4-x-DAx-12>1

f‘iiiy” y+l=4-x-DAx—-121}=>{y=4—xArx>1}

i ly=d—xAx>21Ax>1}={y=4—-xAx 21}

-

while x > 1 do: {y=4—-xAax>1}=2{y=4-xAx>1A=(x>1)}

I—y: y+
X x-

I

{[y=4—-xAx21IA"x>D}=>{y=4—xArx=1}

e

x=3Ay=1Ay=4—-x=>y=4—-xAx2>1

while x > 1 do

I_ y = ytl; {y=d4—-xArx21}=2{y=4—-xAx=1} y=4—-xAx=1=>y=3
X = x—-1
while x > 1 do
- = y+1;
LSO A {x=3Ay=1Ay=4—-x}=>{y =3}




Another example

while x > 1 do

y = y+1;

T truey = {x =3A1=1Ay=4—-x} F {x=3Ay=1Ay=4—-x}=>{y =3}
y :=1; X = x-1;
X:=3;
yi=1;
|- while x > 1 do {l‘rue} — {y — 3}
y = y+l;

X 1= x-1;



How do we know that these
are the right rules?



Soundness

If we canderivet-c : P = (O through
the rules of the logic, then the triple

c : P = O isvalid.



Are the rules we presented
sound?



Completeness

Ifatriple ¢ : P = Q isvalid, then

we canderive —c : P = (Q through

the rules of the logic.



Are the rules we presented
complete?



Relative Completeness
P=5 —c:5=R R=Q

—c: P=0



Relative Completeness
P=5 —C:5=R R=Q
—c: P=0

Ifatriple ¢ : Pre = Post isvalid, and we

have an oracle to derive all the true statements

of the form P=S and of the form R=0Q ,which
we can use in applications of the conseq rule, then
we can derive —c : Pre = Post through

the rules of the logic.
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Rules of Hoare Logic:

—skip: P=P —x:=e : Ple/x]=P
Fc:P=R Fc’ :R=0 P=S Fc:S=R R=0
—c;c’t P=0 —c: P=0

Fci:e AP =0 Fco:me AP = Q
F1f e then ¢ else ¢ : P=0

Fc : e AN P > P
while e doc : P= P A —e




Questions?



