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Releasing the mean of
Some Data

Mean (d : private data) : public real
1:=0;
s:=0;

while (i<size (d))
s:=s + d[i1]
1:=1+1;

return (s/1)
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Privacy-preserving data analysis?

Ve want to release some information to a data analyst and
protect the privacy of the individuals contributing their data.
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Data analyst




Fundamental Law of
Information Reconstruction

The release of too many overly accurate statistics permits
reconstruction attacks.
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Reconstruction attack

X% We say that the attacker wins if
d(fol, ip1)~0
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Reconstruction attack

X% We say that the attacker wins if
d(fol, ip1)~0
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In this class case we can use Hamming distance




Privacy vs Utility
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Quantitative notions of Privacy

® The impossibility results discussed above suggest a
quantitative notion of privacy,

® a notion where the privacy loss depends on the number
of queries that are allowed,

® and on the accuracy with which we answer them.



Differential privacy:
understanding the mathematical and
computational meaning of this trade-off.

[Dwork, McSherry, Nissim, Smith, TCCO06]



Privacy-preserving data analysis?

® The analyst knows no more about me after the analysis
than what she knew before the analysis.
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Privacy-preserving data analysis?

Prior Knowledge
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Posterior Knowledge
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Privacy-preserving data analysis!?

[DworkNaor|0]



Privacy-preserving data analysis?

® The analyst learn almost the same about me after the
analysis as what she would have learnt if | didn’t
contribute my data.
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Adjacent databases

® Ve can formalize the concept of contributing my data or
not in terms of a notion of distance between datasets.

® Given two datasets D, D’! DB, their distance is defined as:

® We will call two datasets adjacent when DAD’=1 and we
will write D~D’.

DAD’=|{k=n | D(k)£D’(k)}|



Privacy Loss

In general we can think about the following quantity as the

privacy loss incurred by observing r on the databases b and
b’.

- Pr[Q(b)=r]
Lop(r) = log PriQ(b’)=r]




(€,0)-Differential Privacy

De Pnition

Given €,0 2 0, a probabilistic query Q: Xn! R is
(€,0)-differentially private iff

for all adjacent database by, bz and for every S" R:

Pr[Q(b1)! S] =< exp(€)Pr[Q(b2)! S]+ &




Differential Privacy

Q_:EE=> R probabilistic
Q(b#{x}) Q(b#y})
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Differential Privacy

d(Qb#H}),Q(b#y))< €  with probability 1-0




(€,0)-Differential Privacy

__Pr[Q(bi=r]
& Pr[Q(by)=r]

<€ with probability 1-0

yd




(€,0)-indistinguishability

Statistical distance:
A(u1,p2)=maxe-a | p1(E)-p2(E) | = 0

can be seen as a notion of o-indistinguishability.

We say that two distributions 1, u2! D(A), are at
O-indistinguishable If:

A(u1,u2)< 0



(€,0)-indistinguishability

We can define a s-skewed version of statistical
distance. We call this notion s-distance.

A:(u1,u2)=supe" amax(u1(E)-etu2(E), y2(E)-etu+(E),0)

We say that two distributions p+ p2! D(A), are at
(€,0)-indistinguishable if:

Ac(p1,p2) <0



Differential Privacy as a Relational
Property

c is differentially private if and only if for every
m1 ~ m2 (extending the notion of adjacency to
memories):

{C}m1=H1 and {C}m2=M2 Implies A:(J1,H2) £ O




Releasing the mean of
Some Data

Mean (d : private data) : public real
1:=0;
s:=0;

while (i<size (d))
s:=s + d[i]
1:=1+1;

return (s/1i)




Adding Noise




Adding Noise
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Intuitive answer : it should depend on € or the accuracy we
want to achieve, and on the scale that a change of an
iIndividual can have on the outpuit.
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Global Sensitivity

G§,=max!qD)! q(D)! s.t. D# DY
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Laplace Distribution

Lo 1 IR X b regulates th

Lap(b, )(X)= —exp ! regulates the
PO HX) 2b =P b skewness of
the curve,




Releasing privately the
mean of Some Data

Mean (d : private data) : public real
1:=0;
s:=0;

while (i1<size (d))
s:=s + df[1i]

1:=1+1;
z:=S Laplace (sens/eps,0)
z:= (s/1)+z

return z




Laplace Mechanism

Lap(d : priv data) (f: data -> real)

(e:real) : pub real
z:=$ Laplace (GSs/e, Q)
z:= f£(d)+z

return z




Laplace Mechanism

Lap(d : priv data) (f: data -> real)

(e:real) : pub real
z:=$ Laplace (GSs/e, Q)
z:= f£(d)+z

return 2z

It turns out that we could also write it as:

Lap(d : priv data) (f: data -> real)
(e:real) : pub real
z:=$ Laplace (GSs/e, £ (d))
return =z




Laplace Mechanism

Theorem (Privacy of the Laplace Mechanism)
The Laplace mechanism is (g,0)-differentially private.

Proof: Intuitively
Pr
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Laplace Mechanism




Differential Privacy as a Relational
Property

c is differentially private if and only if for every
m1 ~ m2 (extending the notion of adjacency to
memories):

{C}m1=H1 and {C}m2=M2 Implies A:(J1,H2) £ O




apRHL

Indistinguishability Precondition
parameter (a logical formula)

|
$!I,-- CL#C:P%Q

] |

Probabillistic Probabillistic Postcondition
Program Program (a logical formula)



Validity of apRHL judgments

We say that the quadruple $¢1 ci1~c2:P"Q
is valid if and only if for every pair of
memories m,m2 such that P(m1,m>2) we
have:

{C 1} mi=#1 and {c 2} m=#> implies

Q&1 *( #1, #2)



Relational lifting

We say that two subdistributions #1" D(A)
and #," D(B) are in the relational lifting of
the relation R' AxB, denoted #1 R:.s* #» if

and only if we have an R-(¢,0)-coupling
between them.



R-( $, !)- Coupling

Given two distributions 1! D(A), and p2! D(B),
we have an R-(g,0)-coupling between them, for
R' AxB and 0<! !1 | €20, if there are two joint
distributions p. ur! D(AxB) such that:

1) Pa(uo)=prand ! 2(Ur)=pz2,

2) the support of u. and pr is contained in R
That is, if #.(a,b)>0,then (a,b) R,
and If #r(a,b)>0,then (a,b) IR

3) Ae(ULURr)S!



(€,0)-indistinguishability
revisited

For discrete distributions we can rewrite the notion of
e-distance as follows:

Ac(u1,u2)=1/2*" a%\ max(u1(a)-ecu2(a), u2(E)-ecpu1(E),0)
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Example of R-( $, ! ) -Coupling

U100 01 10 11 M RrROO 01 10 11
c0.3~7 . 3 OO0 0.2t OO0 0.2C

O1 0.28 O1 0.28

10 0.2 10 0.2

11 0.2% 11 0.3C
max (1 (00, 00) -e0-3uR (00, 00) ,uR(00,00) =e0-3u (00, 00),0) =0
+ max (1 (01,01) —e0-3uR (01, 01),uR (01, 01) -e0-3p; (01,01),0)=0
+ max (ur (10,10) —e0-33R (10, 10) ,uR(10,10) -e0-3u; (10, 10),0) =0
+ max (pp (11,11)-e0-3uR(11,11),uR(11,11)-e0-3u,(11,11),0)=0

No.3 (11, ur) =0
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R-( $,!)- Coupling and
Indistinguishability

Given two distributions p+! D(A), and p2! D(A), if
we have a =-(¢,0)-coupling between them, then
they are (¢,0)-indistinguishable.



Probabilistic Relational Hoare Logic
Skip

$0 oskip~skip:P"P



Correctness of Skip Rule

$0 oskip~skip:P" P

To show this rule correct we need to show the
validity of the $o0skip~skip: P"P.




Correctness of Skip Rule

$ o,oS}?leS}?lp P P

To show this rule correct we need to show the
validity of the $o0skip~skip: P"P.

For every m,m2 such that P(m,m9 we have
{skip} n=unit(m) and {skip} maunit(mO)
we need P*oo( unit(m) , unit((mO) ).




Correctness of Skip Rule

D™D

$o oskip~skip:T
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Correctness of Skip Rule
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Correctness of Skip Rule

T

$o oSklp skip:P" P
#m1 mz2 ... m e mi mz2 ... m ...

mg O O ... 0O O mg O O ... 0O O
m O O ... 0O O mx 0 O ... 0O O
m O 0 ... 10 m O 0 ... 1 0

We need to show:
1) 1 1(#L.)=unit(m) and ! 2(#r)=unit(m’)

2) (m,mO) P 3) Ao(uL PR)<O




apRHL: Lap rule (simplified)

x1:=$ Lap(l/g,vyi)

v

$€rOX2:=$ Lap(l/ErYZ)

| yi-y2 | s1 =




Laplace Distribution

Lo 1 IR X b regulates th

Lap(b, )(X)= —exp ! regulates the
PO HX) 2b =P b skewness of
the curve,




Correctness of Lap Rule

To show this rule correct we need to show the
validity of

Peox1:=SLap (1/¢, y1) ~x2:=SLap (1/¢, y2) :
lyl-y2 |1 " =,




Correctness of Lap Rule

To show this rule correct we need to show the
validity of

Peoxi:=SLap (V/¢, y1) ~x2:=3Lap (1/¢, y2) :
lyl-y2 |1 " =,

For every m,m2 such that P(m,m9) we have
{x1:=SLap (1/¢,y1) }n=let a={Lap (1/¢, y1) }m
in unit (m[xl<a]) and

{%2:=$Lap (/¢, y2) } meFlet a={Lap (}/¢, y2) }m’
in unit (m’ [x2<a]) we need to show that
these two terms are in the (<,0) lifting of =.




Correctness of Lap Rule

We can take:
H#(M1.m2)=#Hn1=m2*Lap(t/¢, m (v1) }(m1(x1)) and

H#r(M1,M2)=Hm1=m2*Lap(’/s, m’ (y2) )(M2(x2))




Correctness of Lap Rule

We can take:
H#(M1.m2)=#Hn1=m2*Lap(t/¢, m (v1) }(m1(x1)) and

H#r(M1,M2)=Hm1=m2*Lap(’/s, m’ (y2) )(M2(x2))

We need to show:

1) ' 1(#L)=let a={Lap(l/e,y1)}m in unit (m[xl<a])
and
| o(#r)=1et a={Lap(l/¢,y2)}m in unit (m[x2<a])

2) (M1,M2) %= 3) Ac(pL,Ur)<O




Correctness of Lap Rule



Correctness of Lap Rule

To prove A (UL Ur)<0 w e can think about:



Correctness of Lap Rule

To prove A (UL Ur)<0 w e can think about:

Lap(/¢, m (y1) )(a)
Lap(t/=, m" (y2) )(a)




Correctness of Lap Rule

To prove A (UL Ur)<0 w e can think about:

Lap(*/=, m(y:) )@)  exp(-e|m(y:)-al)
Lap(t/=,m” (y2) )(@)  exp(-¢|m(y2)-al)




Correctness of Lap Rule

To prove A (UL Ur)<0 w e can think about:

Lap(*/+,m(y1))@)  exp(-cm(y.)-al)
Lap(t/=, m” (v2))(@)  exp(-=|m(y:)-al)
By the precondition we know | v1-v2 | <1.




Correctness of Lap Rule
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Lap(*/, n’ (v-))(@) exp(-= [m (v2)
By the precondition we know | v1-v2

Let's consider for example the case v 1
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To prove A (UL Ur)<0 w e can think about:

Lap(*/=, m(y:) )@)  exp(-e|m(y:)-al)
Lap(/s, m” (v2) )(a) exp(-¢ |m(y.)-al)

By the precondition we know | v1-v2 | <1.

Let's consider for example the case y1=y2+1

exp(-¢|m(yz)+1-al)
=exp(e|m(y2)-al-¢|m(y2)+1-al)
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Correctness of Lap Rule

To prove A (UL Ur)<0 w e can think about:

Lap(*/=, m(y:) )@)  exp(-e|m(y:)-al)
Lap(/s, m” (v2) )(a) exp(-¢ |m(y.)-al)

By the precondition we know | v1-v2 | <1.

Let's consider for example the case y1=y2+1

exp(-¢|m(yz)+1-al)
=exp(e|m(y2)-al-¢|m(y2)+1-al)

exp('€ m(Y2)_a|) Sexp(€|m(y2)—m(y2)+1l)

= exp(¢)




