CS 591: Formal Methods in
Security and Privacy

Probabilistic relational Hoare Logic

Marco Gaboardi
gaboardi®@bu.edu

Alley Stoughton
stough®bu.edu



CS 591: Formal Methods in
Security and Privacy

Probabilistic relational Hoare Logic

Marco Gaboardi
gaboardi®@bu.edu

Alley Stoughton
stough®bu.edu

Zoom
Participants Cameras



Projects

By the end of the week, everyone should know what
to work on for the project.

If you don’t know yet what you want to work on, let’s
schedule a time by email to zoom with Alley and me

about projects ideas.



From the previous classes



Information Flow Control

We want to guarantee that confidential inputs
do not flow to nonconfidential outputs.

prlvate prlvate

publlc




Does this program satisfy

noninterference®?

sl:public
sZ2:private
r:private
1:public

proc Compare
1:=0;
r:=0;
while 1<n do
if not(sl[i]=s2[1])
r:=1
1:=1+1

(sl:1ist[n]

then

bool,s2:11ist[n]

bool)




Noninterference as a Relational Property

In symbols, ¢ is noninterferent if and only if
for every m+ ~jow mz :

1) {C}m1=_L iff {Cm2=1

2) {C}m1=m+" and {C}m2=m2’ implies m1 ~jow M2

private private
U O
public public
V W
U private private
(: O
public public
V W



Relational Hoare Quadruples

Precondition
(a logical formula)

Precondition l

Program ~ Prograte | o~ ¢ 1 P = ()

Postcondition

Program  Program Postcondition
(a logical formula)




Soundness

If we can derive —C1~C» : P=0 through
the rules of the logic, then the quadruple

Cc1~Co:P=0 Iisvalid.



Relative Completeness

If a quadruple ci1~c»,:P=0 is valid, and we

have an oracle to derive all the true statements
of the form P=S5 and of the form R=0Q , then

we can derive —Cc1~C»: P=0 through

the rules of the logic.



Soundness and completeness
with respect to Hoare Logic

rpg, C1~Co: P=0
Iff
w1, Cl;C23P=>Q

Under the assumption that we can partition the memory
adequately, and that we have termination.




Probabilistic Noninterference

A program prog Is probabilistically
noninterferent if and only if, whenever
we run it on two low equivalent
memories m+1 and mz we have that the
probabilistic distributions we get as
outputs are the same on public outputs.



Probabilistic Noninterference as a
Relational Property

c is probabilistically noninterferent if and only
if for every m+ ~jow mo :
{C}m1=P1 and {C}mz=p2 Implies P1 ~iow M2

U private private
(: :: Mpr1
public public
V Mpu1
U private private
Mpr2
public < : public
V Mpu2




An example

OneTimePad (m : private msg) : public msg
key :=$ Uniform({0,1}n);
cipher := msg xor key;
return cilpher

Learning a ciphertext does not change any a priori
knowledge about the likelihood of messages.




Semantics of Commands

This is defined on the structure of commands:

{abort}in= O {skip}m = unit (m)
{x:=e}n= unit (m[x—{eltnl)

{x:=$ d}n =let a={dl}, in unit(m[x<al)
{c;c’ tn=let m"={c}n 1n {c’ }w

{i1f e then ct else celm={ctln If {e}un=true

{if e then ct else Cts}n = {celn If {eln=false

{while e do C}n =SUPnenat Hn

Un = let m’"={(whiler e do ¢)}n in {1f e then abort}y



Revisiting the example

OneTimePad (m : private msg) : public msg
key :=$ Uniform({0,1}n);
cipher := msg xor key;
return cipher




Revisiting the example

OneTimePad (m : private msg) : public msg
key :=$ Uniform({0,1}n);
cipher := msg xor key;
return cilpher

How can we prove that this is noninterferent?
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Revisiting the example

OneTimePad (m : private msg) : public msg
key :=$ Uniform({0,1}n);
cipher := msg xor key;
return cipher

M7 I



Revisiting the example

OneTimePad (m : private msg) : public msg
key :=$ Uniform({0,1}n);
cipher := msg xor key;
return cipher

M7 I

l

ml@k



Revisiting the example

OneTimePad (m : private msg) : public msg
key :=$ Uniform({0,1}n);
clpher := msg xor key;
return cipher
My M2 Suppose we
l can now
@k chose the key
for mz. What
could we

choose?



Revisiting the example

OneTimePad (m : private msg) : public msg
key :=$ Uniform({0,1}n);
cipher := msg xor key;
return cipher

My i Suppose we
l l can Nnow

ml@k mo® (ml@k@mz) ?:FOF?S tc\?hl;?y

could we
choose?



Properties of xor

C® (ad®c) =a



Properties of xor
c® (ad®c)=a

Example:

100@ (101@100) =
100@0001=101



Revisiting the example

OneTimePad (m : private msg) : public msg
key :=$ Uniform({0,1}n);
cipher := msg xor key;
return cipher

Applying the
property above



Revisiting the example

OneTimePad (m : private msg) : public msg
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return cipher

M7 I

Applying the
property above



Revisiting the example

OneTimePad (m : private msg) : public msg
key :=$ Uniform({0,1}n);
cipher := msg xor key;
return cipher

miy T2 .
Applying the
l property above
ml@k



Revisiting the example

OneTimePad (m : private msg) : public msg
key :=$ Uniform({0,1}n);
cipher := msg xor key;
return cipher

miy T2 .
Applying the
l l property above
mi @k mi®k
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Coupling
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Example of Our Coupling

00 0.25 00 0.25
O1 0.25 O1 0.25

10 0.25 k — :I_O@k@OO 10 0.25

11 0.25 11 0.25



Example of Our Coupling

00 0.25 00 0.25
O1 0.25 O1 0.25
10 0.25 — 10 0.25
11 0.25 k lO@k@OO 11 0.25
o0 O1 10 11

0l0) 0.25

O1 0.25

10 0.25

11 0.25



Coupling formally

Given two distributions p1eD(A), and
u2eD(B), a coupling between them is a joint
distribution peD(AxB) whose marginal
distributions are U1 and [z, respectively.

m(u)a) = ) u(a.b) m(u)(b) = ) u(a.b)
b a



Today:
Probabilistic Relational
Hoare Logic



Probabilistic Relational Hoare
Quad FU p|eS Precondition

(a logical formula)

Precondition l

Program ~ Program | 0~ Ch L P = ()

Postcondition
A I I

Probabilistic Probabilistic Postcondition
Program Program (a logical formula)




Validity of Probabilistic
Hoare quadruple

We say that the quadruple ci1~c,:P=0Q Is

valid if and only if for every pair of memories
m; , my such that P (m;,m,) we have.:
{Cc1}mi=H1 and {cC2}m=H2 |mplles
Q(H1,H2).



Validity of Probabilistic
Hoare quadruple

We say that the quadruple ci1~c,:P=0Q Is

valid if and only if for every pair of memories
m; , my such that P (m;,m,) we have.:
{Cc1}mi=H1 and {cC2}m=H2 |mplles
Q(H1,H2).

Is this correct?!?




Relational Assertions
Cl ~/ CZ P : Q
| |

logical formula  logical formula
over pair of memories over ?7?7?
(i.e. relation over memories)



R-Coupling
Given two distributions pu1eD(A), and
u2eD(B), an R-coupling between them, for
RCAXB, is a joint distribution peD(AxB)
such that:
1) the marginal distributions of u are 1
and L2, respectively,
2) the support of u is contained in R. That
is,ifu(a,b)>0, then (a,b)eR.



Relational lifting of a

predicate
We say that two subdistributions p:CD(A)

and U.cD(B) are in the relational lifting of
the relation RCAxB, denoted p; R* [y If

and only if there exist a subdistribution
UCD(AXB) such that:

1) ify(a,b)>0, then (a,b)eQ.
2) m (@) = py and my(p) = Uy



Relational lifting of a

predicate
We say that two subdistributions p:CD(A)

and U.cD(B) are in the relational lifting of
the relation RCAxB, denoted p; R* [y If

and only if there exist a subdistribution
UCD(AXB) such that:

1) ify(a,b)>0, then (a,b)eQ.
2) m (@) = py and my(p) = Uy

Does it remind you something?




Validity of Probabilistic
Hoare quadruple

We say that the quadruple ci1~c,:P=0Q Is

valid if and only if for every pair of memories
m; , my such that P (m;,m,) we have.:
{Cc1}mi=H1 and {cC2}m=H2 |mplles

Q* (M1, H2).



Probabilistic Relational Hoare Logic
Skip

—skip~skip:P=P



Probabilistic Relational Hoare Logic
Assignment

FX1:=e1~Xpy:=€e>5:
Ple1<1l>/x1<1>,e<2>/x,<2>]= P



Probabilistic Relational Hoare Logic
Composition

FCci1~Cor: P=R ¢ ~cy’ :R=S

—Cc1;C1" ~Cco; o’ : P=S



Probabilistic Relational Hoare Logic
Consequence

P=5S Fci~cr:5=R R=0

—Cci1~C»o: P=0

We can weaken P, i.e. replace it by something that is implied by P.
In this case S.

We can strengthen Q, i.e. replace it by something that implies Q.
In this case R.



Probabilistic Relational Hoare Logic
If-then-else
P = (e1<1> & e,<2>)

ci1~Cr : e1<1> A P = 0

Fc1’ ~cp’ ¢ —e1<1> AP = 0

1f e;1 then c¢; else ¢’
= ~ : P=0
1f e, then ¢, else ¢’



Probabilistic Relational Hoare Logic
While

P = (e1<1l> & e,<2>)
ci~Ccr, : e <1l> AN P = P

while 1 do C1
- ~ :P=PA—e1<]1>
while 3 do Co



Probabilistic Relational Hoare Logic
If-then-else - left

—Cc1~Cy : e<l> A P = 0

—c1'~Ccr ¢ —e<]l> A P = 0O

1f e then c¢c1 else ¢’
— ~ : P=0
C2



Probabilistic Relational Hoare Logic
If-then-else - right

Cci1~Cr ¢ e<Z2> AN P = 0

Cci~Ccy! : —e<Z2> A P = 0

C1
— ~ : P=0
1f e then ¢, else ¢y’



Probabilistic Relational Hoare Logic
Assignment - left

Fx:=e ~ skip:
Ple<]l>/x<1>] = P



How about the random
assignment?



Probabilistic Relational Hoare Logic
Random Assignment

x1 :=S di ~ Xo :=S dy : 2?7



We would like to have:

P (mllmZ)
=

let a={d1}m1 1n unit (m1 [X1<—a] )
Q*

let a={ds}y 1n unit (my[xXo«al)

x1 :=S di ~ X2 :=S dy : P = 0O



We would like to have:

P (mllmZ)
=

let a={d1}m1 1n unit (m1 [X1<—a] )
Q*

let a={ds}y 1n unit (my[xXo«al)

x1 :=S di ~ X2 :=S dy : P = 0O

What is the problem with this rule?




