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  Complexity	
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  Θ(log	
  d)	
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  Θ(log|Q|/α2)	
  	
  
[Vap98]	
  

(0.1,	
  o(1/n))-­‐
diff.	
  privacy	
  

Upper	
  bound:	
   Õ(d1/2)	
  
[…DMNS06]	
  

Q:	
  	
  	
  Õ(log|Q|�d1/2/α2)	
  
[HR10]	
  

Lower	
  bound:	
   Ω(log	
  d)	
  
[DN03,	
  Rot10]	
  

	
  	
  	
  Q:	
  	
  max	
  Ω(log|Q|/α),	
  Ω(1/α2)	
  
[DN03]	
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   Ω(d1/2)	
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  Ω(log|Q|�d1/2/α2)	
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Beyond	
  Reconstruc(on	
  AYacks	
  

•  Tight	
  lower	
  bounds	
  known	
  for	
  (ε,	
  0)-­‐diff.	
  privacy	
  
[HT10,	
  Har11],	
  but	
  break	
  even	
  for	
  δ	
  =	
  negl(n)	
  [De11,	
  BNS13]	
  

•  Prior	
  lower	
  bounds	
  for	
  (ε,	
  δ)-­‐diff.	
  privacy	
  gave	
  
reconstruc6on	
  aMacks	
  [DN03,	
  Rot10],	
  which	
  hold	
  even	
  
for	
  δ	
  =	
  constant	
  

•  This	
  work:	
  Fingerprin(ng	
  codes	
  enable	
  op(mal	
  
lower	
  bounds	
  for	
  (ε,	
  δ=o(1/n))-­‐diff.	
  privacy	
  
(followed	
  by	
  [DTTZ14,	
  BST14])	
  



New	
  Techniques	
  

•  Fingerprin(ng	
  codes	
  è	
  diff.	
  privacy	
  lower	
  
bounds	
  
Ø Ω(d1/2)	
  for	
  aYribute	
  means	
  (α	
  const.)	
  
	
  

•  Composi(on	
  of	
  sample	
  complexity	
  lower	
  
bounds	
  
Ø Ω(kd1/2)	
  for	
  k-­‐way	
  conjunc(ons	
  (α	
  const.)	
  
Ø Ω	
  (log|Q|�d1/2/α2)	
  for	
  arbitrary	
  queries	
  

~

~
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FP	
  Codes	
  vs.	
  Diff.	
  Privacy	
  

Trace	
  behaves	
  very	
  differently	
  depending	
  
on	
  whether	
  	
  	
  	
  	
  	
  	
  	
  	
  is	
  in	
  the	
  coali(on	
  

Fingerprin(ng	
  codes	
  are	
  the	
  “opposite”	
  of	
  
differen(al	
  privacy!	
  

(Parallels	
  computa(onal	
  lower	
  bounds	
  via	
  traitor-­‐tracing	
  schemes	
  [DNRRV09,	
  U13])	
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•  	
  	
  FP	
  code	
  for	
  n	
  users	
  with	
  length	
  d	
  
	
   	
  	
  	
  	
  	
  	
  d	
  aYribute	
  means	
  require	
  n	
  samples	
  

	
  
	
  
	
  
•  	
  [Tar03]	
  	
  	
  	
  	
  FP	
  code	
  for	
  Ω(d1/2)	
  users	
  of	
  length	
  d	
  
	
   	
  	
  	
  	
  	
  	
  aYribute	
  means	
  require	
  n	
  ≥	
  Ω(d1/2)	
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  AYribute	
  Means	
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Sample	
  Complexity	
  for	
  Diff.	
  Privacy	
  
No	
  privacy	
   Q	
  =	
  aYribute	
  means	
  

α	
  =	
  0.05	
  
Q,	
  α	
  arbitrary	
  

n	
  =	
  Θ(log	
  d)	
  	
  
[Vap98]	
  

n	
  =	
  Θ(log|Q|/α2)	
  	
  
[Vap98]	
  

(1,	
  o(1/n))-­‐
diff.	
  privacy	
  

Upper	
  bound:	
   Õ(d1/2)	
  
[…DMNS06]	
  

Q:	
  	
  	
  Õ(log|Q|�d1/2/α2)	
  
[HR10]	
  

Lower	
  bound:	
   Ω(log	
  d)	
  
[DN03,	
  Rot10]	
  

	
  	
  	
  Q:	
  	
  max	
  Ω(log|Q|/α),	
  Ω(1/α2)	
  
[DN03]	
  

OUR	
  WORK:	
   Ω(d1/2)	
   Q:	
  	
  	
  	
  Ω(log|Q|�d1/2/α2)	
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Conclusions	
  
•  Fingerprin(ng	
  codes	
  yield	
  privacy	
  viola(ons	
  
beyond	
  reconstruc(on	
  aYacks	
  

	
  

•  Price	
  of	
  (ε,δ)-­‐diff.	
  privacy	
  for	
  high-­‐dimensional	
  data	
  
	
  

•  Open	
  ques(ons:	
  	
  
–  Sample	
  complexity	
  of	
  computa6onally	
  efficient	
  
algorithms	
  for	
  k-­‐way	
  conjunc(ons?	
  
	
  [e.g.	
  BCD+07,	
  GHRU11,	
  UV11,	
  TUV12,	
  DNT13,	
  CTUW14]	
  

–  Combinatorial	
  characteriza(on	
  of	
  sample	
  complexity?	
  
	
  [e.g.	
  HT10,	
  Har11,	
  NTZ13,	
  BNS13]	
  

	
  



Thank	
  you!	
  


