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What can be Done with Differential Privacy?

Histograms [DMNS06]

Contingency tables [BCDKMT07, GHRU11, TUV12, DNT14]
PAC learning [BDMNO5, KLNRSOS]

Clustering [BDMNO5, NRS07]

Streaming algorithms [DNRY10, DNPR10, MMNW11]
SVD [HR12, HR13, KT13, DTTZ14]

Mechanism Design [MT07, NST10, X11, NOS12, CCKMV12, HK12, KPRU12]

...and much more!

Question: Can these tasks be performed as efficiently as their
non-private counterparts?

Sample complexity of privately PAC learning multiple
concepts over the same example set
Refs. thanks to Salil Vadhan



PAC Learning (vatiantsa)
 Gender | Age | 4Chan? | | MLPiFiM_
M 38 Y 1
G 1 WEBFILMZ

F 34 N 0

[ Learner ]

!

M 31 Y > h => 1

h = ((Age < 10) AND (Gender = F)) OR
((17 < Age < 40) AND (Gender = M) AND (4Chan? =Y))
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PAC Learning (vaiantsa

‘P = unknown distribution over domain X

C =concept class {c: X>{0, 1}} e.g. DNF of intervals

i.i.d.

D

x]_; C(xl)

Xz, C(Xz)

X, C(X,)

—[LearnerJ—hZ X=>{0, 1}

Fact: n = O(VC(C)) samples suffice to generalize

VC(C) £ log| €|, but can

be much smaller



PAC Multi-Lea rnmg Valiantos
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PAC Multi-Learning (vaiantos;
| Gender | Age | 4Chan? | | MLP:FiM | AdvTime | AtlA | Dora
M 38 Y 1 1 1 0

F 6 N 1 0 0
F 34 N 0 0 1 0
M 27 N 0 1 0 0

!

[ Multi-Learner ]

!

F 65 N = h => 0 0 1 0




PAC Multi-Learning (vaiantos;

P = unknown distribution over domain X
C = concept class {c: X>{0, 1}}

D
iid. X1 cy(xy) cylxy)
P — X, Cy(x,) C(X,) Learner hy,....h.: X>{0, 1}
ci(x))
Xn Cl(xn) Ck(xn)

Goal: Forall 7 andc,,...,.c, €C, output h
S.t.
h.=c,on P for every i=1,...,k



PAC Multi-Learning (vaiantos;

P = unknown distribution over domain X
C = concept class {c: X>{0, 1}}

D
IR

ii.d. X1 c1(X,) cylxy)
P — X, Cy(x,) C(X,) Learner hy,....h.: X>{0, 1}
ci(x))

Xn Cl(xn) Ck(xn)

Fact: n = O(VC(C)) samples suffice to generalize

Uniform convergence: Over a random sample S of size O, 4(VC(C)),

Pr[EIf,gEC:(f IS=gIS)/\errP(f,g)>a]s/3’



What about Privacy?
Gender | Age | 4Chan? | | MLP:FiM | AdvTime | AtLA | Dora
M 38 Y 1 1 1 0

F 6 N 1 0 0
F 34 N 0 0 1 0

M 27 N 0 1 0 0




What about Privacy?
| Gender | Age | 4Chan? |
M 38 Y

‘\

F 6 N
F 34

Wrong! [Narayanan-Shmatikov08]

151 out of 205 people found the following review useful:
¥ Pinkie Pie is best pony!

L L L b

Author: Kobbi Nissim Imnh
20 December 2014

120 out of 164 people found the following review useful:
__¥ Jake The Dog is my spirit animal
o L L L L

VRN Author: Uri Stemmer
20 December 2014




Extending
Kasiviswanathan,

Private PAC Multi-Learning tee isim,

Raskhodnikova,

nerotes | | o | e | | o
X1 Ci(x1)  cy(xy) C(Xq)
X, c,(x,)  cy(xy) C(x,)
X3 ci(x3) c,(x5) C(X%3)
ci(x;)
X, c,(x,) ¢ (x,) c.(x,)

!

Differentially Private
Multi-Learner

--l--



Extending
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Private PAC Multi-Learning tee isim,

Raskhodnikova,

Smith ‘08
| Attributes | | ¢ | ¢ | .. | o
X1 by, by, by
X3 b, b,, by,
X3 by b,s by
bji
Xn by, b,, by,

!

Differentially Private
Multi-Learner

--l--



Extending
Kasiviswanathan,

Private PAC Multi-Learning tee isim,

 Attributes | | ¢, | ¢ | .. | 6
X b b

b,,
Xy b, b,, by,
X3 by; by, b3
b;
Xn I:)1n I:)Zn I:)kn

Differentially Prlvat
Multi- Learner

Raskhodnikova,
Smith ‘08

/D and D’ are neighbors im

they differ on one row

M is differentially private if
for all neighbors D, D’ :

M(D) = M(D’)

DNO3+Dwork, DNO4, BDMNOS,
DMNS06, DKMIMMINO6
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Extending
Kasiviswanathan,

Private PAC Multi-Learning e nism,

Raskhodnikova,

I Smith ‘08
% by b i / D and D’ are neighbors n‘\
X | 19 b they differ on one row
X's b3 b',; b5
bji . . . .
X b, b, b, M is (€,6)-differentially private
l if for all neighbors D, D’ and
TS Range(M):

[ Differentially Private(l
Multi-L
e Pr[M(D)ET] £ (1+€)Pr[M(D)ET] + &

DNO3+Dwork, DNO4, BDMNOS5,
Cuestion: How does the sample DMNS06, DKMMNO6




Samp. Cx. of Private Multi-Learning

* For k=1, can privately learn C with sample
complexity n = SCDP,(C) where:

VC(C) < SCDP,(C) <log |C| [KLNRSO8]

* For arbitrary k, can learn each concept
independently: SCDP,(C) < k%2 SCDP,(C) [DRv10]

 Can we do better? Is the dependence on k
necessary?



Our Results

Upper bounds:
PAC learning Agnostic learning
C (proper and improper) (proper and improper)
POINTx 1 vk
THRESH x olog™ [X| 1 \/k
General C min{v/klog|C|,VkVC(C) + log | X| VC(C),Vk VC(C) + /log | X|log |C|}
PAR, (uniform) log |C| Vklog|C|
Lower bounds:
PAC learning Agnostic learning
C proper improper proper improper
POINT x 1 Vk

THRESHx | log* | X|+ kY3 | kY3 |log*|X|+VEk | Vk
PAR4 (uniform) log |C| Vk +log |C|




Our Results (Human Readable Version)

Fixed cost

 Upper bounds Marginal cost < SCDP,(C)
- Generic multi-learner achig‘ving /

SCDP,(C) S VC(C) log | X]|+ kY/2|VC(C)

- Improved multi-learners for specific classes

* Lower bounds via fingerprinting codes
- k1/3 lower bound for multi-learning thresholds
- k12 l]ower bound for agnostically learning...
...anything



Threshold Functions

X a totally ordered domain
C={f.:f(x)=1iff x <t}
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Fingerprinting Codes [gonen-shawss)

| want to distribute my new movie 2&&%}'

...but Equestria is full of pirates!

Pirate

>

Trace
Algorithm




Fingerprinting Codes [gonen-shawss)

| want to distribute my new movie
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[ Pirate algorithm ]
¥

...but Equestria is full of pirates! Who collude against me!



Fingerprinting Codes [gonen-shawss)
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ti ng COd €S [Boneh-Shaw95]
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FP Codes vs. Diff. Privacy [B.-Ullman-Vadhan14]
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FP Codes vs. Diff. Privacy [B.-Ullman-Vadhan14]
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FP Codes vs. Diff. Privacy [B.-Ullman-Vadhan14]

Trace behaves very differently depending

o » oy .
on whether §* is in the coalition

Fingerprinting codes are the “opposite” of
differential privacy!



Lower Bound for Thresholds

Labeled sample of n users = coalition of n users

Suppose (for contradiction) we

have
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Lower Bound for Thresholds
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Lower Bound for Thresholds

Labeled sample of n users = coalition of n users

Suppose (for contradiction) we

have
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Lower Bound for Thresholds

Labeled sample of n users = coalition of n users
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Lower Bound for Thresholds

Labeled sample of n users = coalition of n users
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Lower Bound for Thresholds

 3“nice” FP code for n users with length k
=> |earning k thresholds requires n samples

« [Bs95] 3 “nice” FP code for Q(k/3) users of length k
. learning k thresholds requires n > Q(k/3)



Conclusions

* Introduce study of private multi-learning

* Paint a complex picture of how sample
complexity depends on k

Thank you!
* Open questions

— |Is dependence on poly(k)VC(C) necessary?
— Other examples of “direct-sum” tasks?



Generic Multi-Learner

* Apply techniqgue from [Beimel-Nissim-Stemmer15] for
reducing labeled sample complexity

* |dea: 1. |dentify set H of 2V “important”
concepts via sanitization
2. Run [KLNRS08] generic learner k times
using H as hypothesis class

* Total sample complexity =
fixed cost of sanitization + k¥/2 VC(C)



