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Abstract—Fine-grained tracing of memory activity is useful
for analyzing software behavior and understanding software-
hardware interactions. Existing approaches rely either on soft-
ware instrumentation, which introduces high overhead, or on
architecture-specific hardware tracing mechanisms with limited
flexibility and filtering capabilities. In particular, current solu-
tions provide limited support for process-specific filtering and/or
simultaneous visibility of virtual and physical addresses.

This paper presents FRACTAL, a hardware module that
operates in the coherence domain and enables tracing of memory
transactions for a target process. FRACTAL passively observes
coherence traffic and performs reverse address translation to
reconstruct virtual addresses from physical memory accesses. To
achieve this, it follows the page table walks of the monitored
process and maintains a reverse translation structure that mir-
rors the processor TLB. The design is largely microarchitecture-
agnostic, does not require binary instrumentation, and does not
affect the performance of the traced application.

We implement FRACTAL on a commercial heterogeneous mul-
tiprocessor system-on-chip platform, the KRIA KV260, with pro-
grammable logic integrated in the cache-coherent interconnect.
Experimental evaluation using vision benchmarks shows that the
system can do fine-grained tracing of selected virtual address
ranges with negligible overhead. The results demonstrate that
coherence-based observation combined with reverse translation
is a practical approach for low-intrusion memory tracing.

Index Terms—Memory Profiling, FPGA, Cache Coherence,
Reverse Address Translation, Hardware Tracing, Performance
Monitoring

I. INTRODUCTION

Leading efforts in the systems community have highlighted
the importance of low-overhead fine-grained tracing of ap-
plications [[1] [2]. Fine-grained application tracing refers to
the ability to capture, in real time, memory accesses and/or
instructions executed by the application with rich information
about their nature, timing, and location. This capability enables
researchers and system engineers to study software-hardware
interactions in detail, revealing optimization opportunities,
performance bottlenecks, and execution anomalies that enable
the design of faster, more efficient, and interpretable systems.

The earliest efforts to provide insight into the program exe-
cution come from software instrumentation. Tools like Pin [3]]
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and Valgrind [4] dynamically insert tracing logic to capture
the control flow of the program being executed. However, they
come with serious overheads. Pin reports slowdowns of 1.4x
to over 20x [3]] depending on the benchmark and optimization
level, while Valgrind incurs a 4.3x to 22.2x slowdown [4]]. This
probing effect fundamentally distorts the temporal behavior
being measured. Furthermore, these tools operate entirely in
the virtual address space and cannot observe physical memory
behavior, providing an incomplete view of system behavior.
Recognizing these limitations, processor manufacturers have
integrated hardware debugging support directly in/into silicon.
Performance monitoring units (PMUs) [5] are widely imple-
mented but often provide hardware counters that track only
aggregate metrics (e.g., cycle counts and cache misses) with
negligible overhead, typically below 2% [6]. While useful
for coarse-grained profiling, PMUs are unable to attribute
counter values to specific instructions or memory locations.
To address these limitations, modern architectures include
dedicated tracing infrastructure. Intel introduced Processor
Trace (PT), which records branch outcomes to enable full
control flow reconstruction with low overhead [7]]. Similarly,
ARM’s CoreSight provides embedded trace macrocells (ETM)
for instruction and data trace for real-time debugging and ver-
ification [§]]. In addition, both Intel- and ARM-based systems
have introduced hardware-level support for statistical profiling
via Intel Timed Process Event-Based Sampling (TPEBS) and
ARM Statistical Profiling Extension (SPE). TPEBS and SPE
are state-of-the-art mechanisms capable of collecting a set of
records about a class of instruction of interest, such as branch
instructions or memory instructions.
Motivation. Unfortunately, even state-of-the-art support listed
above is not suited for a number of important analysis sce-
narios. First, consider the case of live application progress
tracking. In this case, a key capability is the ability to install
instruction watchpoints at many points in the control flow
graph of an application, which constitute important progress
milestones [9]. Intel PT and ARM ETMs allow specifying a
handful (typically 4) of instruction ranges for which tracing



TABLE I: Qualitative comparison of proposed FRACTAL vs. state-of-the-art methods.

Feature FRACTAL Intel PT ARM SPE Intel PEBS AMD IBS ARM ETM AccProf
Monitoring Fundamentals
Placement Coherence Port Inside Core LSU/Pipeline PMU PMU Inside Core PMU
Observation Passive Sniffing Logging (Trace) Sampled (1 every  Sampled (1 every  Sampled (1 every  Signal Trace Injected Instruc-
N) N) N) tions
Primary Data Coherence Traf-  Control Flow Sampled LD/ST Event Samples Event Samples Data/Inst. Trace Event Samples
fic
Visibility LLC Every Branch Statistical Selected Events Selected Events Full Stream Selected Events
Misses/Snoops
VA vs. PA VA + PA VA only Both (Sampled) VA + PA VA + PA VA only VA only
Data Bandwidth Low (Filtered) Very High Medium Very Low Very Low Extremely High Low
System Integration & Scalability
Perf. Overhead ~ 8% 1-5% < 1% < 1% < 1% ~ 0% N/A
Multi-Range Track High Low (1-2 pairs) Low (Fixed num.) X X Low (1-4 pairs) Static ~ (compile
time)
Obs. Range Reconfig. v/ X X X X X X
Micro-arch. Indep. v (ACE/CHI/CXL) X X X X Medium X
HW Extensibility v X X X X X v
Chiplet/CXL Ready Native X X X X Limited v

is enabled. Changing which addresses are monitored requires
disabling, reconfiguring, and re-enabling the tracing subsys-
tem, resulting in a monitoring blackout window [9]]. Con-
versely, Intel TPEBS and ARM SPE support limited filtering
in hardware, with dynamic changes to monitored address
ranges causing blackout-window effects. Moreover, all the
aforementioned solutions are architecture-specific.
Contribution. In this paper, we propose FRACTAL, short
for Fast Reverse Address translation over Coherence for
Tracing And Logging: the blueprint and proof-of-concept
implementation for an off-core hardware module capable of
performing low-overhead, dynamically programmable mem-
ory profiling for a target application. Compared to similar
hardware modules, the proposed FRACTAL is unique for the
following reasons. First, it relies on predominantly passive
analysis of coherence traffic to collect information about mem-
ory transactions—this makes the module microarchitecture-
agnostic. Second, it employs a novel approach, based on MMU
translation tracing, to filter out traffic that does not belong to
the workload of interest. Third, it leverages a novel approach
to perform on-the-fly reverse address translation, recovering
virtual addresses from physical addresses, enabling effortless
logging of both virtual and physical addresses.

We also propose an FPGA module that implements the
FRACTAL model and acts as an manager on the coherency
domain. It can be instrumented to perform Reverse Address
translation on a VAs’ range for a specific target process. The
data it collects enable users to specify application milestones
using VAs, construct Heatmaps of addresses accessed, and tie
the latter to their representation in the code.

II. BACKGROUND

Multiple software (SW) based tools have existed throughout
the years [10] providing fine-grained monitoring of mem-
ory/instruction events in relation to specific instructions in
code. Similarly, x86 designers have provided in-house SW
solutions that leverage their own hardware [11] [[12] which has
been mirrored by ARM with [[13]]. However, even hardware-
assisted profiling via PMU counters and event-based sam-

pling introduces measurable overhead [6]] [14], motivating
the dedication of additional transistor budgets towards de-
bugging and profiling infrastructure to benefit the overall
implementation of processing elements (PE). ARM allotted
a considerable amount of the budget towards the complex
Coresight Debug Infrastructure [|15] [[16]]. This infrastructure
at the basic level is capable of reporting branch instructions
statistics and, if implemented, the memory address related to
those instructions. It is capable of being configured through a
3rd party debugger [17] or internally through software setup
[18]]. The infrastructure is capable of stalling specific cores to
install hardware breakpoints without software instrumentation.
Despite these capabilities, CoreSight does come with a number
of disadvantages:

o The implementation of the infrastructure can be partial
or not documented

o Usage is difficult given the complexity and modes of the
infrastructure

e There is a bandwidth limit imposed by each module in
the infrastructure

Similarly, Intel PT offers branch instruction tracing
[7], while Intel PEBS [11] and AMD IBS [12] provide
hardware-assisted sampling of individual instructions with
micro-architectural event attribution. AMD also introduced
Lightweight Profiling (LWP), though documentation is sparse
and adoption is limited. These mechanisms are architecture-
specific and offer little to no address range filtering, and their
flexibility is limited in comparison to Coresight.

Community efforts have instrumented FPGAs to serve as
a custom HW profiler. There have been multiple efforts on
augmenting the existing infrastructure to provide additional
abilities [8[]. Others have shown in-depth methods of creating
a custom debug infrastructure on FPGA-based systems to pre-
cisely define the information wanted [[19]. A middle ground is
taken by AccProf [20], which offloads profiling computation to
an FPGA to reduce cache pollution, but still requires compile-
time binary modification via a custom LLVM pass. None
of the aforementioned approaches provides passive, binary-



transparent profiling with simultaneous VA and PA visibility.

Most of the commercial-off-the-shelf (COTS) boards that
offer Programmable Logic (PL) alongside traditional CPU
clusters utilize a snoop-based coherence protocol between the
processing cluster(s) and the PL to provide system-wide cache
coherence. While such protocols can be a powerful tool to
trace CPU activity [21]], they operate with physical addressing
only. Thus, naively logging snoop traffic is only useful in
systems with a static virtual-to-physical mapping.

Table [I] offers an overview of some solutions discussed in
this section in comparison to FRACTAL.

III. DESIGN

The design of the proposed FRACTAL, is focused on
portability, requiring only: (i) a slice of programmable logic
(PL) with a snoop-based cache coherent interconnect with the
main Processing Element (PE), (ii) to observe the coherence
traffic and (iii) optionally, to issue Distributed Virtual Memory
(DVM) and cache maintenance commands.

Most of the commercial off-the-shelf that satisfy (i) also
satisfy the other requirements. Boards from families such as
the Xilinx Ultrascale+ ZyngMP and the Altera Stratix 10.
Furthermore, the x86 space offers CXL 2.0 (a cache-coherent
interconnect standard) compatible platforms with companies
(e.g. Supermicro, Dell, etc) providing motherboards and CXL-
compatible accessories to utilize the standard.

FRACTAL and its interaction with a multi-core processing
cluster is depicted in Fig. [I] For simplicity, we consider
a FRACTAL module that handles a single target applica-
tion/process. Simultaneous handling of multiple processes is
beyond the scope of this proof-of-concept implementation.
The target process is identified by its Page Global Directory
(PGD) and Address Space ID (ASID). Moreover, a range of
Virtual Addresss (VAs) of interest can be defined to focus the
observations collected by the system.

FRACTAL operates, mainly, as a passive observer of the
CPU’s activity, and its internal modules partially mirror some
of the CPU’s ones. With reference to the overview shown in
Fig.[I] a description of FRACTAL'’s key sub-modules and their
interactions with the processing cluster follows.

A memory-mapped Configuration port allows the user to
(1) specify the target process and virtual address range of
interest and (2) to tweak with the internal configuration to
leverage between trace accuracy and overhead. FRACTAL
can be configured to passively log VA-resolved memory
transactions and to install specific observation points. Passive
logging corresponds to the least intrusive configuration, in
which the FRACTAL module initiates no explicit interactions
with the CPU, resulting in low performance overhead all the
while collecting a complete trace of LLC misses. If more
precise tracing of specific memory objects (at the cacheline
granularity) is desired, FRACTAL can be configured to install
multiple Observation Points (OPs). The observability of OPs
is ensured by FRACTAL through active invalidation of the
traced cachelines from the processing cluster’s caches.

The core of the proposed methods is the Reverse MMU
(rMMU), further divided into two sub modules; It mirrors
the MMU’s purpose by collecting and maintaining a set of
Physical Address (PA) to VA mappings. Upon observing the
snooped PA, a naive approach to obtaining the associated VA
would require a reverse walk through the page tables of the
target process. Unfortunately, however, a reverse page table
walk is an expensive operation. As such, the Reverse MMU
(rMMU) must rely on an alternative strategy to efficiently
perform a reverse PA-to-VA translation on the fly for each
captured snoop.

On the other hand, it is possible to leverage the method
described in [22] to follow the MMU’s page walks and
reconstruct the VA associated with each Page Table Entry
(PTE). This task is delegated to the Translation Stalker (TS),
which transparently participates in the coherence exchanges,
identifies the snoops that are (i) MMU’s read requests to
translate (ii) a VA in the range of interest for (iii) a target
process. Note that by following each CPU translation walk,
the TS always obtains the most up-to-date mapping possible,
accounting for changes, e.g., in case of page migrations.
The overhead on the CPU by employing such a strategy
is negligible, and the results are cached in the Translation
Lookaside Buffer (TLB) to avoid too-frequent walks.

Symmetrically, the Reverse TLB (rTLB) is a cache struc-
ture that stores the (reverse) mappings, indexed by PA, and
enables the other elements of FRACTAL to look up and
quickly recover the corresponding VAs. Once the TS produces
a complete mapping, a refill operation will store it in the rTLB.
This element does not require a huge amount of memory, since
its size can be comparable, if not smaller, than the size of the
monitored CPU’s TLB, since with high probability the VA/PA
mapping in the CPU’s side will be evicted before the one in
the r'TLB.

At FRACTAL setup time, to guarantee that the selected
VA range can be correctly and efficiently resolved, we must
ensure that the TS is able to observe, at least once, a full
page table walk when the corresponding PAs are accessed for
the first time. As such, FRACTAL performs a full TLB flush
directly via the coherence channel. This allows the relevant
rTLB entries to be incrementally populated as the application
accesses the monitored VA range.

Later on, if due to rTLB space constraints one of its entries
needs to be evicted, FRACTAL forces the content of the rTLB
to remain in synch with that of the TLB. Specifically, for
each evicted rTLB entry, FRACTAL issues two invalidation
commands towards the processing cluster directly through the
coherence channel: (i) one to the TLB, to invalidate the evicted
VA, and (ii) a MakeClean targeting the cache line containing
the evicted PTE. This active eviction process necessitates that
the CPU will perform at least the last step of the translation
walk at the next access to the VA, allowing the TS to recapture
the mapping and re-populate the corresponding rTLB entry.

The Snoop Listener (SL) is responsible for obtaining and
filtering the PA being read by the CPU; it observes traffic
on the coherence channel and filters read snoops—namely,
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Fig. 1: Overview of FRACTAL’s design, on the right, interactions with the PE and internal components connections.

excluding Distributed Virtual Memory (DVM) traffic and
cache-maintenance messages. Then, for each snooped address,
it performs a lookup in the rTLB, both to identify the ones of
interest and to obtain the related VA; in parallel, the SL also
feeds the filtered PA to the OPW (discussed below). Finally, in
case of a rTLB hit, it emits a VA-annotated snoop for logging
and/or for further analysis downstream. Note that because TLB
and rTLB are kept in synch as discussed above, a rTLB miss
guarantees that the snooped PA does not correspond to any of
the VAs of interest.

The infrastructure described so far enables efficient tracing
and resolution of any relevant snoops that naturally result from
a LLC miss in the processing cluster. Furthermore, FRACTAL
also allows users to specify a set of VAs (at the cache-line
granularity) for which every CPU-initiated access should be
logged. These are effectively treated as observation points
(OPs) and handled by the Observation Points Watchdog
(OPW) sub-module. OPs have a dedicated mapping storage
that is updated contextually upon rTLB refill. To ensure that
OPs are logged at every access, the OPW issues corresponding
cache invalidation requests at OP setup time and after every
OP hit through the coherence channel.

The Invalidation Helper (IH) serves as a cache-coherent
protocol adapter to handle invalidation requests issued by the
OPW or the rTLB. Note that the abstraction of architecture-
dependent aspects—e.g., the exact format of invalidation re-
quests, page table entries, and snoop transactions—is handled
by the IH and TS modules which allows FRACTAL to
operate fully independent and performant despite being off-
core. Despite the lack of portability of IH and TS, they allow
the rest of the logic to remain architecture-independent.

Finally, the VA-annotated snoops can be stored by the
Logger in a slice of BRAM or directly into the system DRAM.
The stored entries can be customized as needed, allowing
the storage of physical and virtual addresses, timestamps, and

other metadata. Opting for a BRAM slice limits the trace size
but prevents FRACTAL from adding any stress on the main
memory bus.

IV. IMPLEMENTATION

The KRIA KV260 was chosen as the platform for in-
stantiating and evaluating FRACTAL. This platform contains
the AMD/Xilinx Zynq™ UltraScale+™ MPSoC System-on-
Module which is composed of four ARM Cortex-A53 op-
erating at 1.3 GHz with 1 MB of shared unified L2 cache,
two ARM Cortex-R5, and an FPGA block [23]. The FPGA
is capable of communicating directly to the main memory
controller via a dedicated link using the memory-mapped
Advance eXtensible Interface (AXI) protocol. Furthermore,
communication with the CPUs through the coherent domain
is accomplished with dedicated ports on the CCI-400 [24]]
which uses an AXI Coherency Extension (ACE) interface.
This allows The FPGA to snoop coherent memory transactions
transparently and to directly initiate memory fetches without
the involvement of any other PEs. Our system is synthesized
on the FPGA using Vivado 2024.2, and the resource utiliza-
tion, including a BRAM sized 256K used to store the trace
entries, is shown in Table [}

The implementation follows the design described in Sec[IT|
with some adaptation required by the platform’s hardware:
on the UltraScale+ MPSoCs the Cache Coherent Interconnect
(CCI) does not support parallel read requests while a coherent
snoop is pending. We therefore altered part of the design to
parallelize the accesses.

Our proposed implementation follows the leads of [22f]. A
few implementation details of the core modules, especially
the TS, are noteworthy. The rMMU identifies the beginning
of a translation of interest by matching the PGD of the
target process and proceeds following the translation through
a system of watermarking for the intermediate tables. TS also
performs the VA’s reconstruction based on the read address
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TABLE II: PL resources used by FRACTAL on a KV260.

FPGA Utilization
LUT LUTRAM | BRAM FF
Units Used 22257 5170 64 22229
% Used 19.00% 8.98% 44.44% | 9.49%

and the data content: (i) from offset of the PA, it can extract
the index to a cache-line precision, and (ii) enumerating the
entries in each line, it can fill the VA’s missing bits.

The IH allows the other modules complete independence
from the specific coherence protocol and enables full porta-
bility. This is obtained by offering a generic invalidation
interface, limited to the messages’ types of interest for the
rTLB and the OPW—namely TLB invalidation by VA, data
cache invalidation by PA, and instruction cache invalidation
by VA—and by translating those to the ones specific to the
underlying coherence protocol.

In the following sections, FRACTAL will be evaluated
in terms of overhead and tracing capabilities using RT-
Bench [25]. The source had minor changes to integrate a
library that interfaces with FRACTAL with user-space func-
tions. RT-Bench is an open-source framework that adds stan-
dard real-time features and a unified interface for running
benchmarks from suites such as the San Diego Vision Bench-
mark (SD-VBS) [26], the TACLe Benchmark [27]], and others.

V. EVALUATION

We propose two experimental setups that we carried out
to prove the core statements of this work: the first one
verifies the effective overhead of the machinery on a subset
of the San Diego Vision Benchmark Suite (SD-VBS); we
then switch the focus to the evaluation of instruction tracing
capabilities, instrumenting FRACTAL to trace the execution
of the canny filter benchmark.

The benchmarks are compiled within the RT-Bench frame-
work, the latter is extended with a library to simplify the
interaction with FRACTAL, with no changes required to the
benchmark code for the tracing of any VAs’ range.

In all setups, FRACTAL is configured in an intermediately
intrusive mode. Namely, invalidation messages are issued to
the CPU only if OPs are installed, and one of them hits. In such
a context, we can verify the worst-case tracing capabilities
and showcase how, with negligible overhead, it is possible
to achieve meaningful observability. The FPGA bitstream is
synthesized at a frequency of 100 MHz.
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Fig. 3: Progression of canny image filter traced via FRACTAL

A. Overhead

From SD-VBS we selected four benchmarks: disparity,
mser, sift, and tracking. For each, three image resolutions—
fullhd, vga, and cif—are tested under three different condi-
tions: (i) PL not included in the coherence domain (“No PL”),
(ii) tMMU included in the coherence domain yet disabled
(“PL Coherent”) and (iii) the prototype tracing the text
section of the benchmark of interest (“PL Coherent + Tracing
Enabled”). Fig. P| confirms that the runtime cost of the
machinery is negligible. The majority of the overhead occurs
at startup time, in which FRACTAL has to issue up to an
invalidation message for each page in the VA’s range and for
each page table entry in the translation walk.

B. Instruction Tracing

To showcase the instruction tracing potential of FRACTAL,
within a minimal overhead setup, we opted for an image
filter benchmark, canny, and instrumented the machinery to
trace its text section. No observation points are instrumented,
therefore, the resulting trace is only driven by the PE’s cache
misses. The benchmark was run with -t 5 and with a fullhd
input image.

The resulting trace is shown in Fig. B} on the right the
functions to which the traced instructions belong and their
distribution over time. It is possible to see the limits of each
of the 5 runs and identify the order in which the functions are
called.



VI. CONCLUSION

In this work, we presented FRACTAL, a hardware mod-
ule operating in a cache-coherent FPGA that provides low-
overhead memory and instruction tracing for a focused range
of addresses of a target user application. In this first prototype,
FRACTAL has already proven to be a valuable, low-overhead
tool for trace acquisition, remaining competitive with state-
of-the-art alternatives. We showed that the main strengths of
rMMU are its (i) runtime adaptability and its (ii) ability to
function with minimal software intervention while having (iii)
transparent hardware-level tracing. We envision a number of
possible refinements and improvements in terms of FPGA
utilization, user library functionality, and overall execution
overhead.
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