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Example Function: Summation
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𝒜 𝒜(𝑥1, 𝑥2, … , 𝑥𝑛)

𝑥𝑇

𝑥2

𝑥3
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.
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𝒪3
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𝑥3 1

𝑥4 1

𝑥𝑛 0

single output
𝑥1 1

s𝑢𝑚(𝑥1, … , 𝑥𝑛) = 3

function value

Each person’s data:   𝑥𝑖 ∈ 0,1
s𝑢𝑚 𝑥1, … , 𝑥𝑛 = σ𝑖∈[𝑛] 𝑥𝑖

• Batch model:                                     

error 𝑂
1

𝜖
 using Laplace mechanism.

Continual Release Model
[Dwork Naor Pitassi Rothblum 10, Chan Shi Song 10]

The algorithms work 

when 𝑥𝑖 ∈ [0,1]
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𝒜 𝒜(𝑥1, 𝑥2, … , 𝑥𝑛)

𝑥2 0

𝑥3 1

𝑥4 1

𝑥𝑛 0

𝑥1 1

ℳ

𝑡 = 𝑇 

𝑡 = 2 

𝑡 = 3 

𝒪1
𝑡 = 1 

𝒪2

𝒪𝑇

𝒪3

𝑥2 0

𝑥3 1

𝑥𝑇 0

𝑥1 1

.

.

.

s𝑢𝑚(𝒙𝟏,…,𝑻) = 3

s𝑢𝑚(𝒙𝟏,𝟐) = 1

s𝑢𝑚(𝒙𝟏,𝟐,𝟑) = 2

s𝑢𝑚(𝒙𝟏) = 1

s𝑢𝑚(𝑥1, … , 𝑥𝑛) = 3

many outputsfunction values

Each person’s data:   𝑥𝑖 ∈ 0,1
s𝑢𝑚 𝑥1, … , 𝑥𝑛 = σ𝑖∈[𝑛] 𝑥𝑖

• Batch model:                                     

error 𝑂
1

𝜖
 using Laplace mechanism.

• Continual release: error 𝑂
log2 T

𝜖
 using 

tree mechanism [Dwork et al., Chan et al.]

Batch Model [Dwork, McSherry Nissim Smith 06]
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ℳ
𝒪1

𝒪2

𝒪𝑇
𝑥𝑇

𝑥4

𝑥7

𝑥1

𝑥9

𝑥13

𝑥5

𝑥8

𝑥2

𝑥11

𝑥14

𝑥6

𝑥10

𝑥3

𝑥12

𝑥15

⋮

• For each interval 𝑰 in the tree, publish 

• Postprocess 

to estimate the sum σ𝑖=1
𝑡 𝑥𝑖 at time 𝑡:

noise 𝑌𝑰 ∼ 𝐿𝑎𝑝
log2 𝑇

𝜖
෨𝑋𝑰 = ෍

𝑡∈𝑰

𝑥𝑡 + 𝑌𝑰

Mechanism ℳ for 𝑆𝑢𝑚𝑚𝑎𝑡𝑖𝑜𝑛
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𝑥9
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𝑥5

𝑥8

𝑥2

𝑥𝑡

𝑥14

𝑥6

𝑥10

𝑥3

𝑥12

𝑥15

⋮

• For each interval 𝑰 in the tree, publish 

• Postprocess 

to estimate the sum σ𝑖=1
𝑡 𝑥𝑖 at time 𝑡:

– Represent 1, 𝑡  as the sum of at most log 𝑇 
intervals 𝑰 and add estimates ෨𝑋𝑰

• Each output is the sum of ≤ log 𝑇 noisy sums ෨𝑋𝑰

• Its error is the sum of ≤ log 𝑇 independent 

Laplace RVs with variance O
log2 𝑇

𝜖2  each.

• Variance 𝜎2 = O
log3 𝑇

𝜖2 ,        so 𝜎 = 𝑂
log1.5 𝑇

𝜖
 

• It can be shown: max error is O
log2 𝑇

𝜖

noise 𝑌𝑰 ∼ 𝐿𝑎𝑝
log2 𝑇

𝜖
෨𝑋𝑰 = ෍

𝑡∈𝑰

𝑥𝑡 + 𝑌𝑰

Mechanism ℳ for 𝑆𝑢𝑚𝑚𝑎𝑡𝑖𝑜𝑛

Accuracy Analysis:



Tree Mechanism: Analysis

ℳ
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𝑥2

𝑥𝑡

𝑥14

𝑥6

𝑥10

𝑥3

𝑥12

𝑥15

⋮

• For each interval 𝑰 in the tree, publish 

• Postprocess 

to estimate the sum σ𝑖=1
𝑡 𝑥𝑖 at time 𝑡:

– Represent 1, 𝑡  as the sum of at most log 𝑇 
intervals 𝑰 and add estimates ෨𝑋𝑰

noise 𝑌𝑰 ∼ 𝐿𝑎𝑝
log2 𝑇

𝜖
෨𝑋𝑰 = ෍

𝑡∈𝑰

𝑥𝑡 + 𝑌𝑰

Mechanism ℳ for 𝑆𝑢𝑚𝑚𝑎𝑡𝑖𝑜𝑛

Privacy Analysis:

• Each 𝑥𝑡  participates in log 𝑇 noisy sums ෨𝑋𝑰

• The vector of interval sums has sensitivity log 𝑇

• By properties of Laplace mechanism and 
postprocessing, ℳ is 𝜖-differentially private



Summary of Results for Summation

Continual Release Model
[Dwork Naor Pitassi Rothblum 10, Chan Shi Song 10]

Each person’s data:   𝑥𝑖 ∈ 0,1
s𝑢𝑚 𝑥1, … , 𝑥𝑛 = σ𝑖∈[𝑛] 𝑥𝑖

• Batch model:                                         

error 𝑂
1

𝜖
 using Laplace mechanism.

• Continual release: error 𝑂
log2 𝑇

𝜖
 using 

tree mechanism [Dwork et al., Chan et al.]

•  error Ω
log 𝑇 

𝜖
 is necessary [Dwork et al.]

ℳ

𝑡 = 𝑇 

𝑡 = 2 

𝑡 = 3 

𝒪1
𝑡 = 1 

𝒪2

𝒪𝑇

𝒪3

𝑥2 0

𝑥3 1

𝑥𝑇 0

𝑥1 1

.

.

.

s𝑢𝑚(𝒙𝟏,…,𝑻) = 3

s𝑢𝑚(𝒙𝟏,𝟐) = 1

s𝑢𝑚(𝒙𝟏,𝟐,𝟑) = 2

s𝑢𝑚(𝒙𝟏) = 1

The overhead in the error                 

in the continual release model is 

only polylog(T)

• Tree mechanism has been used to solve many problems, some of which don’t look related to summation.

• But some problems that are closely related to summation remained unsolved.



Key Contributions of [Jain Raskhodnikova Sivakumar Smith]

➢ First strong lower bounds for the continual release model

➢Tight bounds for two fundamental problems

➢  New sequential embedding technique

➢ Formalization of the continual release model with adaptively selected inputs

𝑇1/3    (from log 𝑇)

Related to summation, 

but with inputs  𝑥1, … , 𝑥𝑛 ∈ 0,1 𝑑

• 𝑀𝑎𝑥𝑆𝑢𝑚: largest sum in one coordinate

• 𝑆𝑢𝑚𝑆𝑒𝑙𝑒𝑐𝑡: 
       index of the coordinate with largest sum

Algorithms for these tasks are key ingredients in DP 

solutions to more complex problems (e.g., synthetic 

data generation and high-dimensional optimization)
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• Central model                                                        
[Steinke Ullman 17, Durfee Rogers 19]

• Local model [Kasiviswanathan Lee Nissim 

Raskhodnikova Smith 08, Duchi Jordan Wainwright 

13, Ullman 17, Edmonds Nikolov Ullman 20,…]

• Shuffle and pan-private models                     
[Cheu Ullman 21]

• Continual release (𝑺𝒖𝒎𝑺𝒆𝒍𝒆𝒄𝒕, focusing on 
empirical performance) [Cardoso Rogers 22]

Alternatives to the tree mechanism

• Applications to (practical) online learning                     
[Kairouz McMahan Song Thakkar Thakurta Xu 21, 
Denisov McMahan Rush Smith Thakurta 22]



Error Bounds in [Jain Raskhodnikova Sivakumar Smith] 

1. Lower bounds hold for nonadaptively selected inputs

2. Matched by algorithms that work against adaptively selected inputs 

– Formalization of continual release model with adaptively selected inputs 

3. Techniques work for pure DP and approximate DP 23

Batch Model

Continual Release

LOWER BOUNDS UPPER BOUNDS

Summation 

𝑀𝑎𝑥𝑆𝑢𝑚(𝑑) 

𝑆𝑢𝑚𝑆𝑒𝑙𝑒𝑐𝑡(𝑑)

1, 𝑜
1

𝑇
-DP

Θ(1)
[Dwork McSherry Nissim 

Smith 06]

Ω log T
[Dwork Naor Pitassi Rothblum 10]

O log2 T
[Dwork Naor Pitassi Rothblum 10,

Chan Shi Song 10]

Θ(1)
[Dwork McSherry Nissim 

Smith 06]

Θ(log 𝑑)
[McSherry Talwar 07]

෩Ω(min(𝑇1/3, 𝑑))

෩Ω(min(𝑇1/3 log 𝑑, 𝑑 ))

෩O(min(𝑇1/3, 𝑑 log 𝑇 ))

෩O(min(𝑇1/3log 𝑑, 𝑑log 𝑇))



MaxSum: Example

24

1 1 0 0

1 0 1 1

0 0 0 0

0 0 1 1

0 0 1 0

0 0 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 0 0 1

0 0 0 1

0 0 0 1

0 0 0 1

𝑥1

𝑥2

𝑥𝑇

.

.

.

Each person’s data:   𝑥𝑖 ∈ 0,1 𝑑

𝑀𝑎𝑥𝑆𝑢𝑚 𝑥1, … , 𝑥𝑛 = max
𝑗∈[𝑑]

෍

𝑖∈[𝑛]

𝑥𝑖
𝑗

𝑀𝑎𝑥𝑆𝑢𝑚 = 6

2 5 3 6



Hardness of MaxSum: Intuition

25

1 1 0 0

1 0 1 1

0 0 0 0

0 0 1 1

0 0 1 0

0 0 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 0 0 1

0 0 0 1

0 0 0 1

0 0 0 1

𝑥1

𝑥2

Batch model: 

learn information

about one coordinate sum 

𝑥𝑇

6
𝑀𝑎𝑥𝑆𝑢𝑚

.

.

.



Hardness of MaxSum: Intuition
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Continual release model: 

learn information

about many coordinates! 

1 1 0 0

1 0 1 1

0 0 0 0

0 0 1 1

0 0 1 0

0 0 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 0 0 1

0 0 0 1

0 0 0 1

0 0 0 1

2
𝑀𝑎𝑥𝑆𝑢𝑚

𝑥1

𝑥2𝑡 = 2 



Hardness of MaxSum: Intuition
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Continual release model: 

learn information

about many coordinates! 

1 1 0 0

1 0 1 1

0 0 0 0

0 0 1 1

0 0 1 0

0 0 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 0 0 1

0 0 0 1

0 0 0 1

0 0 0 1

2
𝑀𝑎𝑥𝑆𝑢𝑚

𝑥1

𝑥2

⋮

𝑥5 3𝑀𝑎𝑥𝑆𝑢𝑚

𝑡 = 2 

𝑡 = 5 



Hardness of MaxSum: Intuition
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Continual release model: 

learn information

about many coordinates! 

1 1 0 0

1 0 1 1

0 0 0 0

0 0 1 1

0 0 1 0

0 0 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 0 0 1

0 0 0 1

0 0 0 1

0 0 0 1

2
𝑀𝑎𝑥𝑆𝑢𝑚

𝑥1

𝑥2

⋮

𝑥5 3𝑀𝑎𝑥𝑆𝑢𝑚

⋮

𝑥10 𝑀𝑎𝑥𝑆𝑢𝑚
5𝑡 = 10 

𝑡 = 2 

𝑡 = 5 



Hardness of MaxSum: Intuition
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Continual release model: 

learn information

about many coordinates! 

1 1 0 0

1 0 1 1

0 0 0 0

0 0 1 1

0 0 1 0

0 0 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 0 0 1

0 0 0 1

0 0 0 1

0 0 0 1

2
𝑀𝑎𝑥𝑆𝑢𝑚

𝑥1

𝑥2

⋮

𝑥5 3𝑀𝑎𝑥𝑆𝑢𝑚

⋮

𝑥10 𝑀𝑎𝑥𝑆𝑢𝑚
5

𝑥14 6
𝑀𝑎𝑥𝑆𝑢𝑚

⋮

𝑡 = 14 

𝑡 = 10 

𝑡 = 2 

𝑡 = 5 



Key Contributions of [Jain Raskhodnikova Sivakumar Smith]

➢ First strong lower bounds for the continual release model

➢Tight bounds for two fundamental problems

➢  New sequential embedding technique

➢ Formalization of the continual release model with adaptively selected inputs

Related to summation, 

but with inputs  𝑥1, … , 𝑥𝑛 ∈ 0,1 𝑑

• 𝑀𝑎𝑥𝑆𝑢𝑚: largest sum in one coordinate

• 𝑆𝑢𝑚𝑆𝑒𝑙𝑒𝑐𝑡: 
       index of the coordinate with largest sum

𝑇1/3    (from log 𝑇)



Lower Bound: Key Idea

31

Design a reduction 

from 

releasing all coordinate sums in the batch model 

to

 releasing 𝑀𝑎𝑥𝑆𝑢𝑚 in the continual release model.



Releasing All Coordinates Sums is Hard in the Batch Model

32

1 1 0 0

1 0 1 1

0 0 0 0

0 0 1 1

0 0 1 0

0 0 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 0 0 1

0 0 0 1

0 0 0 1

0 0 0 1

𝑥1

𝑥2

𝑥𝑛

.

.

.

2 5 3 6

𝐸𝑅𝑅 𝒜 = 𝒜 𝒙1,…,𝑛 − σ𝑖∈ 𝑛 𝑥𝑖 ∞
 

Every 1, 𝑜
1

𝑛
-DP algorithm for 

𝐶𝑜𝑜𝑟𝑑𝑆𝑢𝑚𝑠𝑑 has error at least

Theorem [Bun Ullman Vadhan 18]

Ω min 𝑑, 𝑛 . 



Lower Bound: Key Idea

• We embed an instance of 𝐶𝑜𝑜𝑟𝑑𝑆𝑢𝑚s in an instance of 𝑀𝑎𝑥𝑆𝑢𝑚

• Then add to the stream to ensure we can extract one coordinate sum at a time  

33

Design a reduction 

from 

releasing 𝐶𝑜𝑜𝑟𝑑𝑆𝑢𝑚s in the batch model 

to

 releasing 𝑀𝑎𝑥𝑆𝑢𝑚 in the continual release model.

Goal: Algorithm for 𝐶𝑜𝑜𝑟𝑑𝑆𝑢𝑚𝑠𝑑 

using continual release 

mechanism ℳ for 𝑀𝑎𝑥𝑆𝑢𝑚



Overview of the Reduction

34

Goal: Algorithm for 𝐶𝑜𝑜𝑟𝑑𝑆𝑢𝑚𝑠𝑑 

using continual release 

mechanism ℳ for 𝑀𝑎𝑥𝑆𝑢𝑚

1 1 0 0

1 0 1 1

0 0 0 0

0 1 1 1

0 1 1 1

0 1 1 1

1 0 0 0

1 0 0 0

1 0 0 0

0 1 0 0

0 1 0 0

0 1 0 0

1 0 1 1

1 0 1 1

1 0 1 1

𝑑

𝑛

𝑛

𝑛

𝑛

𝑛

ℳ

𝒪𝑛

𝒪2𝑛

𝒪5𝑛

𝒪3𝑛

𝒪4𝑛
Estimate the sum 

in coordinate 2

Stream dataset 

for 𝐶𝑜𝑜𝑟𝑑𝑆𝑢𝑚𝑠𝑑

Boost 

coordinate 1

Even out other 

coordinates

Boost 

coordinate 2

Even out other 

coordinates

⋮

2dn time steps total

Estimate the sum 

in coordinate 1



Lower Bound for 𝑀𝑎𝑥𝑆𝑢𝑚

35

Input dataset

𝑑 coordinate sums

𝑇 ≍ 𝑑𝑛 time steps Max error 𝛼

Algorithm 𝒜 for 𝐶𝑜𝑜𝑟𝑑𝑆𝑢𝑚𝑠𝑑

𝑑 = 𝑇2/3, 𝑛 = 𝑇1/3

1 1 0 0

1 0 1 1

0 0 0 0

𝑑

𝑛

Max error 𝛼

Theorem [BUV18]. Every 1, 𝑜
1

𝑛
-DP algorithm for 𝐶𝑜𝑜𝑟𝑑𝑆𝑢𝑚𝑠𝑑 has error Ω min 𝑑, 𝑛

Error 𝛼 = Ω(𝑇1/3)



Error Bounds in [Jain Raskhodnikova Sivakumar Smith] 

1. Lower bounds hold for nonadaptively selected inputs

2. Matched by algorithms that work against adaptively selected inputs 

– Formalization of continual release model with adaptively selected inputs 

3. Techniques work for pure DP and approximate DP 36

Batch Model

Continual Release

LOWER BOUNDS UPPER BOUNDS

Summation 

𝑀𝑎𝑥𝑆𝑢𝑚(𝑑) 

𝑆𝑢𝑚𝑆𝑒𝑙𝑒𝑐𝑡(𝑑)

1, 𝑜
1

𝑇
-DP

Θ(1)
[Dwork McSherry Nissim 

Smith 06]

Ω log T
[Dwork Naor Pitassi Rothblum 10]

O log2 T
[Dwork Naor Pitassi Rothblum 10,

Chan Shi Song 10]

Θ(1)
[Dwork McSherry Nissim 

Smith 06]

Θ(log 𝑑)
[McSherry Talwar 07]

෩Ω(min(𝑇1/3, 𝑑))

෩Ω(min(𝑇1/3 log 𝑑, 𝑑 ))

෩O(min(𝑇1/3, 𝑑 log 𝑇 ))

෩O(min(𝑇1/3log 𝑑, 𝑑log 𝑇))



Open Questions and Directions

• Can we characterize problems in terms of how much harder they are in the continual 
release model than in the batch model?
– Which sensitivity-1 functions require poly(d) error in the continual release model?

• Do our lower bounds for SumSelect imply hardness for online learning?

• Are there connections between continual release and learning that do not go via 
online learning?

• Better understanding of continual release with adaptively selected streams.

37
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