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Introduction

▪ Me:
▪ Bachelor’s degree in Computer Engineering at BU

▪ Ph.D. in Computer Engineering (ongoing)

▪ Research: General Operating Systems; Currently Real-time Applications

▪ Labs: will cover any topics/practical aspects related to assignments
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Virtualization

▪ Kernel: essential components to keep the system running; OS: kernel + user interface

▪ Virtualization: 

▪ imitating underlying hardware

▪ Managers: VirtualBox, Quest-V

▪ Emulation: imitating different hardware
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Virtualization
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Kernel Modification

▪ Direct Source code modification: time consuming, error prone

▪ Null Pointer De-referencing

▪ Kernel Modules: quick and suitable to customize a system for an individual or a small group; kernel version 

dependent; error prone

▪ BPF: user code is passed through a verifier and then inserted into the kernel; suitable for commercial 

systems; can be kernel independent

▪ Has its own set of security issues
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Kernel Modules - Getting Started
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User-module communication

▪ Register the module so that user process can access it: proc filesystem

▪ While registering the module, you can specify the operations allowed on the module
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User-module communication
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User-module communication

9/17/2025

inode: fs specific artifact
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ioctl call
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Primer

▪ Copy information from the kernel to the user

▪ Detect a keypress

▪ Collect the scan code of the key press

▪ Way to make your function execute whenever the keyboard interrupt occurs 

▪ Everything you need is in the assignment page; ask questions if unclear.
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