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What is Reverse Engineering?

WIKIPEDI

o

Reverse engineering is the process of
discovering the technological principles of a
device, object, or system through analysis of
Its structure, function, and operation.

aka: Reversing, RE, SRE

I
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Why do it? L Check Point
Find Academic
Discover Vulnerabilities Resegrch
Trade (Yeah, right...)
Secrets
r LOCN ONT A 1
Circumvent
[Copy]
Protection
- Analyse
Patch Binary PF”e. Protocols
and Curiosity
Alter Behavior
II :: [ softwareblades™ ©2011 Check Point Software Technologies Ltd. [PROTECTED] — All rights reserved. 3



Sounds
awesome,
right?
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So where’s the catch?

= | ow-level is, well, low level...

00401000 push ebp
00401001 mov ebp, esp
00401003 push ecx
00401004 push ecx

00401005 and dword ptr [ebp-4], O
00401009 push esi
i i 0040100A mo esi, bp+8
for (Serial =0, 1 =0; 1 < Strlen(U?ﬁﬁNﬁmﬁiy tf%él{ ed: [ebp+8]
CurChar = (int) UserName[i]; 0040100E push esi

Serial += CurChar; h

Serial = (((Serial << 1) && OxFFIﬂ:d:fd:l%)l5||"€(ﬁerlaled>-> %]3228?8?81)1);
Serial = (((Serial * CurChar) + Qﬂﬂ&ﬂ%ﬁ}’ )&Hr af%dx edx

} 00401019 _test . edi, edi

UserSerial = ~((UserSerial © OX1337CQRERMIM9¥Bﬁq% :)00401047h
0040101D movsx ecx, byte ptr [edx+esi]
00401021 add [ebp-4], ecx
00401024 mov [ebp-8], ecx
00401027 rol dword ptr [ebp-4], 1
0040102A mov eax, ecx
0040102C imul eax, [ebp-4]
00401030 mov [ebp-4], eax
00401033 mov eax, [ebp-8]
00401036 add [ebp-4], eax
00401039 xor [ebp-4], ecx
0040103C 1i1nc edx
J'” 0040103D __cmp edx, edi
I W softwareblades™ ©2011 Check PoinPQARAOBEnnabdies L.  [FREOAOHRBPN Al rights reserved. 5
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So where’s the catch?

= | ow-level is, well, low level...

= Needle in a haystack
— Average opcode size:
3 bytes
— Average executable size:
500KB (on WInXP)

— There are executables,
libraries, drivers....

Congratulations,\ .
it on!_’ took You |
65299 seconds

ey jolyon.couk

| It [
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So where’s the catch?

= | ow-level is, well, low level...
= Needle in a haystack

= Sometimes, the code resists
Packers and compressors
Obfuscators

Iy
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So where’s the catch?

THEMIDA aseack ‘

Low-level is, well, low level...
Needle in a haystack

Sometimes, the code resists

(-] Check Point

SOFTWARE TECHNOLOGIES LTD.

wiPreswor - PE comprassor - |

eXPressor
the PE Packer
Tauges: anmmm open 7

=|.-me| Siedect & b Hwn chek have -:&J EIMTETS
|:' w‘_“.lu» — -

: lavel 3 - Hi s e bes! compietsion:
Ur-cmq.:m.&:l'ug :

ke o s [k T o, e, 1) [ =
I Piocess all sechiors 8 once finciesss compresaon]

I Pack soport disclon [good i B an e He]
¥ Cut Doz header ™ Hande di imports

I Auiomaticaly sdd oveday [T Alow MullPacking
= Hem e COmpiessicm opRions
W C grezsion fevel ; [ 2 3:

St e s

[~ Make backip ¥ Sterd stanl [ Stayorviop  nio

[ Schedl rresruts il g e [asce ) ok i

Sometimes, the code fights back
Detect reversing tools =)
Detect VMs and emulators \\_

The Enigma Protector

Software Protection

U UPX Tool

VMProtect

|

I softwareblades ©2011 Check Point Software Technologies Ltd. [PROTECTED] — All rights reserved. 8



A Battle of Wits L3 Check Point

= Video clip: The Battle of Wits, “The Princess Bride”

Iy
I ' softwareblades- ©2011 Check Point Software Technologies Ltd. [PROTECTED] — All rights reserved. 9
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A Battle of Wits

= Author writes code

= Reverser reverses it

= Author creates an anti-reversing technique
= Reverser bypasses it

= And so on...

Iy
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o

So what do you need ‘
INn order to be
a good reverser?




We’'ll come back
to this...

Q@FQS ECTElé-INEJQ I nf

A

&
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Tools of the Trade

= Debugger (Dynamic code analysis)
= Disassembler (Static code analysis)
= Hex Editor

= PE Analyzer

= Resource Editor

and more...

||r
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Debuggers

ARA'"TA |'T — |'"'"' T2 AXKA

I
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First, there was DEBUG...

CAWINDOWS\system32\cmd.exe - debug lib.exe
G ~PROGRA™1~MICROS™2 .8~ UC~bin>debugy lib.exe

wf@ 118
BE62Z - AREA
ARG 2 - A1

A2

i =HEAA Bi-0000A

ABG2 :AAAS B4A%

NE=A7080 Bi-0000
DE=AB62 ES=0BH52
HB6Z - BAAY CD21
de 138
45151515
tiEil 6% 73
74 28
6D 6F

PUSH
rop
MOu
MOu
INT
Mo
INT
PUSH
DB

AR . 4CH1
21
5P
68

CA
35=AB62 CS=AB62
rop Ds

=35%48 DHE=8080 SP=-A0B6
IP=A8A1

CA=3%48 DH=8088 SP=-BBEB8
S8=AB62 CE5=0B62 IP-0062
MO DX . BEBE

CA
35=AB62 CS=AB62
Mo AH.

=35%48 DH=BHBE SP-AABS
IP=A8A%5
a9

CH
S8=0B62 CS=8B62
INT 21

=354%8 DX=-BOBE ISP-DHB8
IF=A887

28 78 72 6F 67 72-61 6D 28
62 65 28 72 75 6E-28 69 6E
64 65 2E 8D 8D BA-24 88 BA

hiz program cannot bhe pun in DOS mode.

ix=0224 EBx-0008
DE=AB62 ES=-AB52
:HBAT BEA14C

Ck=3548 Dy-DBBE SP-00B8
58=0B62 CS5=0BBs2 IP=-0007
MOu AX.4CH1

BP=0808 =SI1=-8080 DI-=-A800Q
HU UP EI PL HZ HA PO NC

BP=-0808 :tSI-80860 DI-=-0800
HU UP EI PL NZ NA PO NC

BP=-0808 =SI-A080 DI-A800Q
HU UP EI PL HZ HA PO NC

BP-8080 S1-0088 DI-0008
NU UP EI PL HZ NA PO NC

Th
is program canno
t he run in DOS
mode....5

54 68
63 61 6E 6E 6F
28 44 4F 53 28
H8 808 88

BP-8088 S1-0008 DI-0008
HU UF EI PL MZ NA PO NC

(1 Check Point

SOFTWARE TECHNOLOGIES LTD.

softwareblades™
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GUI and much more: Turbo Debugger & &heckPoint

2 M5-DOS Prompt - TD

=[m|=CPU E04ER
cstQO0OwERORE] Py

I J I
I HH softwareblades~ ©2011 Check Point Software Technologies Ltd. [PROTECTED] — All rights reserved.
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GUI and much more: Turbo Debugger

| CAPDOS32.EXE O] x|

File Edit Uiew 1 1 .
[ 1=Module: PROJECT File: PROJECT.CPP <modified?
Binclude <stdio.h>»
Binclude <assert.h>

Kinclude <string.h>
Hinclude <stdlibh.h

vold TestString{char *stringl;

void main{>»
£

A7First test array of char, 18 characters...

sgshould be 0K for the 3 test conditions...

char testll[] = “abcdefghij''s

ssgecond test pointer to string,. ? characters...
sgshould be 0K for the 3 test conditions...

char =*=test2 = ""1234567872";

Athird test array char,. empty. ..

schould fail on the 3rd condition, cannot be empty...

——latches

[+ | aw

|
| | I softwareblades® 17



GUI and much more: Turbo Debugger & &heckPoint

HEMS-DOS Prumpt TD

View Fun EBreakpoint: 13t Options Window Help
greet File: greet.asm 24
; exit routine

start: : start of primary code
ax,ddata r Zet up data sedment register
ds,ax
es,ax r Zet up ez also for now
ah,06h : scroll window up [(erase screen)
al, 254 r 25 times
bh,00h r filler attribute [(no £ill)
ch,01h r Upper row for start
zl,01h : uUpper column
cdh, 254 ; bottom row to end
dl,s0d ; bottom column (full screen!)
10h : BIOS call

cdh,05h ; row for cursor
dl,01h : col for cursor
CUursor ;! place cursor now
mosw dx, QOFFIET greetings ; print the greetings

Fl-Help FZ-EBkpt F>:-Mod Fid-Here FS-Zoom Fo-Next ! ac g-Step F9-Fun Fl0-Menu

softwareblades




Next major step: Soft-ICE L2 Check Point

EAX=B3569DB6 EBX=8H6A1FCA ECX=8B5EB8389H ENX=HHHHHHEDL E51=8B5EB83878
EDI=8H55C784 EBP=-85E83844 ESP=EB427D44 EIP=8BHGAZCEBES odIszapec
C5=HHHE D5=H823 S5=HH1H E5=BH23 F5=HH3H G5=HHHH

HHHE : BHBAZCBS | FFD3 CALL EBX

HHHE : BA6AZCEY | 5B rOpP EBXx
HHHE : BAGAZCEE | 59 POP ECX
HHHE : BH6AZCEY | 894188 MOV [ECX+81,EAX
HBHE : BHGAZCEC | 895148C MOV [ECX+C1,EDX
HHHE : BH6AZCEF | 33CH x0R EAx,EAX
HBHE : BA6AZ2CC1 | C3 RET

HHHE : BH6AZCC2 | SBFF MOV EDI,EDI
HBHE : BB6AZ2CC4 | 51 PUSH ECX
HHHE : BH6AZCCS | 53 PUSH EBXx

test (
i
value + 1;
1
CPUC#A1)
:bl
AB) = BPX AxHAAB4CE13 -M NTDLL.DLL ~P GameChannel (address is Module start based)

softwareblades
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And finally: OllyDbg

i N
¥ OliyDbg - idag.exe E=REER

— =

Eile View Debug Trace Plugins Options Windows Help
Bi(x] > bi¥ ¥ 1 HU| L]E/MWT|C|R|.] B|MH]|

[€] cPU - main thread
68 ZEGTZ2EH1 PUSH 1286726
[=15] FLUSHAD

[ |

» |Begisters (FPLI

FFFRBEES -
=Bl e o soeen | et
FEFAGE16| &8 4BBZFAFE | PUSH FFFAGE4G Epi plecerec tdsa.slioduleEnteyFoint >
FFFABGIS| &8 2882FAFF | PUSH FFFAB23S EEx FErDERDD

FFFAGE1A| &3 FFFFFFEF | FUSH -1 SR DoieREEE

FFFREELF EZ B48BB1YT CALL EwProtectUirtualMemory ES] GEOEEGER

FFFABGZS| BS ESCOB38R | MOU EAX, SCOES el Beneaas

FFFAAGZS| SE:1A= 26672881 MOU OWORD FTR DS:[idag.<Hodu leEntruFoint

FFERGEEF| BS BRESSSED | HMOU EAX, FDGSESRE EIF FFFAGEEE

FEEROBSY | 3E:AS BAGeasl MOU DWDRD PTR'DS:[idaa.128672A1, EAX ES BBZB 32bit B(FFFFFFFE)

Coa
FFFRABGZA| &5 1POBREER i
FEFAGEZF| 68 2E672881  |PUSH 1286726 P 1 C5 8823 3zbit BIFFFFFFFF)

A G 55 GEZE S2hbit BLFFFFFFFF)
FFERa@44) &8 FEFFFEFF  |PUSH —1 Z 1 Df BEZE 22bit BiFFFFFFFE)
FFFREE4S EZ BEHEBLYT CALL €wFlushInstruct ionCache h
FFFAOGAE| €5 24B2FAFF | FUSH FFFABZZ4 S o EDEEED gbib PREDDEsALEE
e D &
FEFRaecs| 68 goggooge | PUSH @ 06 LastErr BOPEEREE ERROR_SUCCESS

FFFRBEEZ E& D3CIB2Y7 CALL LdrlLoadDLlL ___|EFL B@@smzd4s (Mo, ME,E,BE.HS,PE, GE,LE]
FFFRBEEF BF AARE1ACTFY MOy EDI, P7ACELAA |J STE empty @.8
FFFREB&C =ime] TEST ERx.ERR ST1 empti E'IIE'I
FPFRRACE)~ 75 2B . | JHE SHORT FPFEABESE T|ET2 empty 8.8
Stack [DBISFEZ41=8 n ST2 empty B.A@
IMM=B1286726 [ idag.<ModuleEntrwPaoint») ST4 empty 8.9
5TE emptw B.8
5TE emptw 8.8
= |5TF empty H.H

ol Ll

Address | Her dump RSCII -~ FrelS339H) 03
51553066 70 FF 2H G1] 6l FF 20 Bizc b o4 01100 6B 00 00| p #01 *GIR4D — | BosEFESL|| FEFDEROE) =
B1383010[ZE SF 41 55|44 6F £3 6549 r4 65 £0| 56 £9 r3 £9|.7AUDock Itemlisi QN Da3cEESY| D92REELS| P
B1333020| 74 €F 72 4040 08 90 98|22 52 24 81/ 09 9O 98 00| tor@E (R4S QoaeFEaa| o ErREEEDE
G1383656| 2E 3F 41 56|44 6F &3 EB[E3 1B 6C &3] 74 74 65 r2|.?AUDockSplivter pogeFESD EEEDEREE) .3
G1353040( 45 46 66 66|20 S2 34 61|06 68 08 6O 2E OF 41 Sol@e (RdD AU DoIEFESLI| frasabhs) <t
G1383050( 51 53 70 6|63 14 o4 E5| 72 4B 51 54|48 40 8B 08| 0SplitrereoTEe pogsFEdn|| pooaaans
013830E0| 25 €3 54 61|00 00 0o BB 2E SF 41 56|51 48 72 &1l (R4B_ . PAUGFra pogsFEdd|| RRRaaane
B1333676 60 65 40 51|54 40 40 8|23 52 34 G108 0O 08 06| meE0TEE [R4D eyl | R
01383050( € 3F 41 54|E1 57 &9 £4[&¢ 65 rd4 48]51 54 48 40| .7AU0N doerBaTEE DoISFEAL | Dopaaons
B1353090( 86 00 OO 08|25 57 34 1|00 BB 0O 0O 2E 3F 41 56| (R4 .7AV HOZSRESD|| Dopaaaan
B1383606( 51 4F £2 GATES 63 ¢4 98|51 54 40 46|98 0O 60 06| 00bjectERTEE poaEFERd|| paoERReEl
G13830E6( 25 52 54 61|66 B8 0o OB 2E 3F 41 55|51 50 61 £9|(R4B L 7AUGPal GascrEet|| ABBAEEES
G13536CEEE 74 44 65 76 £9 &3 £5 46 51 S4 4848 B0 6@ 05| ntlevicefOTEE oIEFESL|| pRRRRaRR
G1383000| 25 62 54 61|00 08 0O BB 2E 3F 41 55| d4d &F 63 £B|(R4B  _ ,FAUDock BESCFER4 || PrEELECD
013830EG[E4 &1 62 42|61 72 52 75|62 B2 €5 72|42 £1 6E &4 TabBarRubberfand BaCFEcs|| BEBCEERE
A0 2ACEAl AR AR AE ARl 20 O 94 Al lAam @Aan @[An ARl 20 90 A1 Ol @mim roAR i}

| | FPauzed

I
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Disassemblers

i
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The old world: Sourcer

e C:AWINDOWS\system32\cmd.exe - sr.exe

U COMMUNICATIONS,. INC.
e e . e

? — help File format, list{.lst)- source.azm? Hnalysis options menu
OQutput filename Header title dref <cross reference) OM

dhelp.1=st Page 3
L182:8234 32 D2 X0 dl.dl Zero register
L182:8236 CD 11 int 11h Put equip bits in ax
L182:-8238 HE 8LHE mowv cx.data_b C(hA33 85BE=3C1h>

Segment Marrouw lord case style Label type Remarks — all
Cdecimald
Target Aszemhbhler: NOME (+ functional match2

Input filename <4help.exe Drive f: used for output

Beginning addr #BE6:B08A > 188 Megs available
Ending address 9DPCFC:2FFF 37K bytes free (EMS off >
Math auto uP 8U8B6-8BU8H Code =style .EEE Passes 5

Select highlighted options desired. and enter "G" to Go begin processing.

I
|| I softwareblades® 22



(1 Check Point

SOFTWARE TECHNOLOGIES LTD.

The old world: Sourcer

ev C:AWINDOWS\system32\cmd.exe - sr.exe _“||:|[i[

U COMMUNICATIONS,. INC.
e e . e

ANALYSIS OPTIONS MENU 1 Upper case. bright, indicates option is on.

after JMP-RET-IRET stay in code Enabhle foreign character set
inhibhit offszet analy=zer p Disable FPU interrupts 34-3Dh
inhibit code analyzer

on exe file set default ds-ses=cs OUTPUT OPTIONS

force dsses to always be default xref for data items

prevent subroutine terminations xref for location references
allow indexed data equates xref for subroutine references
explain es~sds segment changes xref locations must > 128 hytes
explain why switching to data inhibit graphics text in output
inhihit auto interrupt detection v  inhibit jmp & call hex comment
inhibit indexed jump~scall tahles 2 inhibit warning star remaprk '';¥"
uze bhx bpsdissi as—i= in index inhibhit tabs in output file
inhibit segment memory writes inhibhit list output—synopsis only
inhibit code priority 2 new page for every subroutine
Press 2 for 2Znd page

a
b
c
d
e
£
q
h
i
o
k
1
m
n

Enter letters to toggle options on or off. Pressz RETURN for main menu.

I softwareblades® 23



Old ages: Sourcer

e CAWINDOWS\system 32\emd. exe

(-] Check Point

SOFTWARE TECHNOLOGIES LTD.

Output files:
Input filename
Beginning addr

Ending address
Math auto uP

F:sSourcer? >

softwareblades

dhelp.lzt,. dhelp.=sdf

dhelp.exe Label Counts
88E6 - AA0H8 Data 2774
PCFC:=2FFF Sub 347
8086 8088 Loc 3372

U COMMUNICATIONS. INC.

Drive f: used for output
> 188 Megs available
37K bytes free <EMS off >

Code =style

-EXE

Passes §




Old ages: Sourcer
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-

| 4HELP.LST - Notepad

= | B ) |

Eile Edit Format Wiew Help

= 0010 data_977e

S88E6:0000 55
BEE6:0001 B9 ES5
88E6:0003 C4 06 080D
BBEG:0007 BC C2
BEEE6:0009 A3 O4E2
S8BE6:000C B89 16 04E4
BEEG:0010 BF OEOE
EEE6:0013 1E
BBEG:0014 057
BEE6:0015 9a B89B3:0655
88E6:001A B9 EC
88E6:001C 5D
BEEE6:001D CB

-

dhelp. st

BBEG:001E sub_7
BEEG:001E 055

BBE0:001F 89 ES

BBEG6:0021 BE 01F4

BBEG:0024 50

8BEG:0025 09a 93E8:1656

BEEG6:002Aa BE 0032

BBEG:002D 50

BBEG:002E 9A 93EEB:121F

equ 10h i (FFFF:0010=1068h) -
———————————————————————————————————————————————— seg_a ---- |

segment byte public

assume cs:seg_a , ds:seg_a , ss:stack_seg_o

;% No entry point to code

push bp

mow bp,sp

les ax,dword ptr ds:[80Dh] ; (BBEG:080D=570Eh) Load seqg:of

Mo dx,es

mow word ptr ds:[4E2h],ax : (BBEG:04E2=5292h)

Mo word ptr ds:[4E4h],dx ; (BBEG:04E4=9A50h)

Mo di,808h

push ds

push di ; PARAMETER_1

call far ptr sub_17 : (8B9B3:0655)

mow sp,bp

pop bp

retf : Return far

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

Called from:
UUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU

SUBROUTINE

BBE6:013A, 013D, 0158, 0158, 0514, 0517

Ssourcer v7.00 26-Dec-11 9:15 pm Page 10

proc near

push bp

mow bp,sp

Mo ax,1Fdh

push ax

call far ptr sub_268 ; (93E8:1658)

mow ax,32h

push ax

call far ptr sub_254 ; (93E8:121F) =

1] | F

b
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>

&2 URSoft W32Dasm Ver 8.93 Program Disassembler/Debugger l = | & Hh]

Welcome to Windows: W32DASM

Disassembler Project Debug Search Goto Execute Text Functions HexData Refs Help

i T (5 | [ 5 1 | =

o

d Padm
SZHe]

Select a File for Digaszembly

* [ | " softwareblades” 26
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The Holy Grall: IDA-Pro

= Started as an Interactive Dis-Assembler, enabling user
Interaction with the disassembler’s decisions.

= Slowly evolved into an automatic RE tool:
Built-in full-control script language
Library recognition (including user-generated)
Function prototype information
Display
Propagate throughout the code
Support for plug-ins
Support for Python scripting
Multi-architecture, cross-platform support
Full incorporation with built-in and external debuggers

I
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Hex-Editor
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-

=4 010 Editor - CAUsers\inbari\Documents\TAUN alc\calc.exe

SEI™"

File Edit Search View Scripts Templates Tools Window Help
n" it e (= = T = | {
D-2-8@dBD $HEYP:O BB O -aTreang
citacfbe A 2 W@ RPeRuEls MO 2 Y - EHSAE -
Waorkspace & X| calc.exe (& 5
Open Files | J 1 2 3 4 5 & 7 8 8% B B C D E F 0123456789ABCDEE [=
[% ChUsers\inbarr.. \TAUNCalc\calc.exe 00DOh: 4D 52 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 | MZ.......... . 1]
¥ Favorite Files 0010h: B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 | ,.u..... B....... L4
‘¥ Recent Files 0020h: 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 || v nnnnnnnnn.
[% ChUsers\inbarr\...\EasyCrack.exe 0020h: 00 00 00 00 00 00 00 00 00 00 00 00 FO 00 00 00 | vuuunnnnnnn. a...
" Bookmarked Files 0D40h: OE 1F BEA OFE 00 B4 09 CD 21 B8 01 4C CD 21 54 &8 @ Ir, . LitTh
00S0h: &9 73 20 70 72 &F &7 72 &1 &D 20 &3 &1 EE EE &F is program canno
D06E0h: T4 20 &2 &5 20 72 75 &E 20 &9 &E 20 44 4F 53 20  t be run in DOS
0070h: 6D &F &4 &5 2E OD OD OA 24 00 00 00 00 00 00 00 mode....S.......
0DB0h: 87 45 16 64 C3 24 78 37 C3 24 78 37 C3 24 78 37 *E.dASx7ASxTASxT
[ Files | =7 Explorer 0090h: 39 07 38 37 C6& 24 78 37 19 07 &4 37 C8 24 T8 37 "E!.B'L?$x'?;.d'?fil$x'?
DOROh: C3 24 78 37 C2 24 78 37 C3 24 79 37 44 24 78 37 ASxTASxTASyTDExT
Inspector B X (goRoh: 39 07 &1 37 CE 24 78 37 54 07 3D 37 C2 24 78 37  9.a7isxTT.=Thtx7
e Value .| |oocon: 18 07 &5 37 DF 24 78 37 39 07 45 37 C2 24 T8 37 ..e?§.$x?9.E?ﬁ$x?
. —| |0oDOR: 52 69 63 68 C3 24 T8 37 00 00 00 00 OO0 OO0 00 00 | RichifxT7........
E'E;;::T;}rte ;; _|||00Eon: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ....iiiiii......
Signed Short 23117 0OFOh: 50 45 00 00 4C 01 03 00 10 84 7D 3B 00 00 00 00  PE..L. ki
Unsigned Shot | 23117 0100h: 00 00 00 00 EO 00 OF 01 OB 01 07 00 00 28 01 00 - T i
Signed Int 9460301 0110h: 00 9C 00 00 00 00 00 00 75 24 01 00 00 10 00 00 | .ceu..... e, ..
Unsigned Int 9460301 0120h: 00 40 01 00 00 00 00 01 00 10 00 00 00 02 00 00 || .B. ... nennnnn..
Signed Int64 12894362189 0130h: 05 00 01 00 05 00 01 00 04 00 00 00 00 00 00 00 || v nnnnnnnnnnn
Unsigned Int4 12394352189 0140h: 00 FO 01 00 00 04 00 00 FC D7 01 00 02 OO0 OO0 80 B...... e, . ... =
Float 1.325671e-38 ~||o150n: 00 00 ©4 OO0 OO0 10 OO0 OO0 00 00 10 00 00 10 00 00 || evvervnnnnrensan i
2 o [ Vs [ ot » (02697 90 90 00 00 10 00 00 90 00 00 00 09 90 90 90 00 :vievrevrie 3
Opened file 'Ch\Usershinbart\Documents\ TALN Calccalc.exe', Po= 0 [0h] Val: 77 4Dh 01001101b  Size: 114688 AMSI LIT W OWVR
I
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PE Analyzer

i N
I Exeinfo PE - ver0.0.2.9 by AS.L - 598 sign 2011.01.27 e
calc.exe Q
Entry Point : 00012475 0o EP Section : text
File Offset: 00011875 First Bytes : 6A.70.68.E0.1F
Linker Info: 7,0 SubSystem : Windows GUI ([Fabaud]]
File Size : Q00 1C0000 Overlay : MO 00000000
Image is 3Zbit executahle RES/OWL:30 /0% 2001
Microsoft Visual C++ ver. 7.1 [DEBUG]
Lamer Info - Help Hint - Unpack info 15 ms E:]j
Mot packed , fry disassemble CllyDbg ( www.allydbg.de ) or WDEEdsm
b

I
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Resource Editor

——
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* SOFTWARE TECHNOLOGIES LTD.

- —
IE Resource Hacker - Chllsersiinbam\Documents\TALNCalc\calc.exe = | [5l,
File Edit VYiew Action Help
-0 Icon Compile Script | Hide Dial
513 Menu Compile Scrip ide Dialog
=43 Dialog 101 DIALOGEX 32768, 0, 316, 164 -
-4y 101 STYLE W5 MINIMIZEBOX | WS_CAPTION | WS_SYSMENU
RS -] 1033 EXSTYLE WS_EX APPWINDOW
|’_‘| 102 CLPTION "Calculator™
|:| 1032 MENT 107 E
|:| 104 CLA55 "SciCalc" r 1 §
. LANGUAGE LANG ENGLISH, SUBLAN - g
+-[_7] String Table - ! -
g gﬁcce?&ratnrs FONT &, "MS Shell Dig” L eon - - :
{ rﬂ Calculator : = : |
-3 'CU”_GFU“F* CONTROL "", 403, EDIT, E5_
(-] Version Info CONTROL "Hyp", 141, BUTTON| |
-3 24 CONTROL "Inv", 140, BUTTON _ _
555 1 CONTROL "", -1, BUTTON, BS " Hex (" Dec ¢ Qct ¢ Bin " Gword ¢ Dword 1™ Word {7 Byte
L85 1023 CONTROL "Sta", 84, BUTTON,
CONTROL "Hex", 306, suTTom| (I v I Hwp I I Backspace CE | c
CONTROL "Dec", 307, BUTTON
CONTROL "Oct™, 308, BUTTON Sta F-E { } MC 7 8 9 /| Mod | And
CONTROL "Bin", 309, BUTTON
CONTROL "", -1, BUTTON, B5|| Ave dms | B | In MR 4 5 6 - OR | Xor
CONTROL "", -1, BUTTON, BS
CONTROL "Degrees", 314, ET Sum sin %y | log MS 1 2 3 - Lsh | Mot
CONTROL "Radians"™, 315, BU
CONTROL "Grads", 316, BUIT g cos =3 n! M+ 0 +- + = Int
CONTROL "Qword", 310, BUTT
< | ] Dat | tan | x"2 | 1% pi ale|l c| ol e| F
| | 3,064 |
IJllr
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Let's play
with them tools...

Iy
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60 seconds on x86 registers

= General purpose registers:
32bit/16bit/8bit

" |ndex registers:
32bit/16bit

= Segment registers:
16bit

) Flags Overflow
32bit/16bit Direction

hterrupt
Trace

Sign
Zero

Auxilary Carry

Parity

Carry

] I
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Exercise 1.
Static Reversing

Iy
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Exercise 1: Static Reversing

= Target: a 2004 “Crack-Me”

~

B ° Practice by keygenning this - Kwazy Webbit 2004 u

1

Name:|

| Done I

Serial:

Fuckit. |

= Tools: IDA-Pro

’ﬂ About

=)

b

IDA - The Interactive Disassembler
Version 6.2.0111006 (32-bit)
(c) 2011 Hex-Rays SA
License: 48-321B-7754-E0, 1 user, starter, named
Support expires on 2012-09-26

Inbar Raz, Check Point Software Technologies Ltd.

www.hex-rays.com

e

[ Check Point

SOFTWARE TECHNOLOGIES LTD.

i
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Exercise 2:
Dynamic Reversing

Iy
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Exercise 2: Dynamic Reversing

= Target: a 2004 “Crack-Me”

~

B ° Practice by keygenning this - Kwazy Webbit 2004 ﬁ

Name:|

Serial:

| Done I

Fuckit. |

1

= Tools: OllyDbg, IDA-Pro

IIr

|k

" About OliyDbg e . TEE =)

OlyDbg v2.01 [alpha 4]
32-bit Assembler-Level Debugger

Copyright € 2000-2011 Dleh Yuschuk.
All Rights Reserved

The product names mentioned in this

software may be trademarks or registered

trademarks of their respective awners.

For the newest information, wisit

http:/ v, ollydbg. de | |

-
W About

=)

b

IDA - The Interactive Disassembler
Version 6.2.0111006 (32-bit)
(c) 2011 Hex-Rays SA
License: 48-321B-7754-E0, 1 user, starter, named
Support expires on 2012-09-26

Inbar Raz, Check Point Software Technologies Ltd.

www.hex-rays.com

[ Check Point

SOFTWARE TECHNOLOGIES LTD.

|
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Exercise 3:
Simple Anti-Debugging

I
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Exercise 3: Simple Anti Debugging

" Target: a 2006 “Crack-Me”

= Tools: OllyDbg

-

Key File ReverseMe

S50 |

You really did it! Congratz !!!

Key File ReverseMe

)

Keyfile is not valid. Sorry.

[aeeonoos S M & &S]

QlyDbg v2.01 [alpha 4)
32-bit Assembler-Level Debugger

Copyright © 2!][IIJ-2EI'I1 Oleh Yuschuk.

l .* All Rights Reserved

The product names mentioned in this
software may be rademarks or registered
trademarks of their respective owners.

| For the newest information, visit

http: ¢ A, ollpdbg. de

1 Check Point
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|
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Reversing Malware

= Malware is comprised of the following building blocks:
Infection Vector
Concealment
Operation
Communications

= Check Point’'s Anti-Malware Software Blade
sits at the gateway

» Therefore, communications interest us the most

iy
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Introducing: Spy Eye

= A CrimeWare ToolKit, originating in Russia.

= Used mostly for stealing financial information, but will settle
for any other identity information and key logging...

= |ike any serious trojan, Spy Eye compresses its traffic and
encrypts it

Compression is performed using a public library (LZO)
Encryption algorithm is proprietary

N Y 5py,Eve™

I
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Act 1:
Encryption

Iy
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Act 2
Configuration Download

Iy
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Act 3.
Another Encryption

Iy
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So what do you need ‘
INn order to be
a good reverser?




What makes a good reverser?

Qualities

e Patient
e Curious

e Persistent

Outside-the-Box Thinking

[ Check Point

S SOFTWARE TECHNOLOGIES LTD.

Knowledge

* Assembly Language

* Some High-Level programming
Best: origin of binary

Operating System Internals
API
Data Structures
File Structures

* Good scripting skills

Anti-Debugging Tricks

Optional: Good lookin’

' r
“ ' softwareblades-

©2011 Check Point Software Technologies Ltd. [PROTECTED] — All rights reserved. 45
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Outside-the-Box Thinking

RUB RUE RUS

I
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And remember, kids:

Binary Reverse Engineer

..-‘_rl-u_‘niiJ\'J]\., T .
faaeana“iwﬁ\ ;‘1@1@81 1000001

110811111 181\
1001110101 10001 1009, &

110009101 1 1010001200,
%wnlmml11ﬂﬂﬂﬂﬂl111imnnsnm,

) ' 000k 0000 NOR
110110081 18 55e” g0 s04s AND $0048 ) g -
110/00000PO@ *¥r* 000d 5952 D8z $0152 P it Y a4 i —
'EC'. 000e 4543 JSM Lbl_0052 ; S— % Al —
\01811@.77. goo¢ 2020 ADA §0020 p (' % B E 3 |
0010; 5245 AND §fe45 9 w
0011 5620 AND $fe3d
0012 422e JIM §fele
0013 8000 TLbl 0001: LDA A,T
0014 ££££ SES *-1,8
00451624 Lbl_0002: ' CPA §£e39
0016 10£9 CPA $00£9

iy
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Which means...

Iy
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Questions?

Iy
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Thank you!

Inbarr@checkpoint.com

I
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All images and videos have their origin URL in the “Alt Text” property.
All rights belong to their respective owner.
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