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Inhibition Process (Prior work)

Inhibition methods for unlearning concepts in Diffusion Models update model weights to prevent
generating specific target concept c¢;. It i1s done in a supervised manner with some ground truth
value (e.g., yo = —g"(c;)) used to replace the target concept guidance.

g(cs) < yo achieved via optimization: 6 = arg mgn L(go(ct), Vo)

. e & =
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Inhibited “zebra”
(AC! with anchor “horse™)
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Inhibition Circumvention

g(ce) < Yo
Modification 1s local (at c;): % 08
+ requires only local update 506
— its effect can be limited 5.,
Compare to global
0.0
g(c) « g (c) — g7 (ce) ) ?

+ provides global instructions
— must be implemented globally

Hypothesis: the rate of inhibition effect decays
as the distance from target concept increases.

Concept Arithmetics for Circumventing Concept Inhibition S—

in Diffusion Models

Vital1 Petsiuk, Kate Saenko — Boston University

Concept Arithmetics Attack

To reproduce a concept that was meant to be erased by the
inhibition procedure (e.g., zebra), we can combine
multiple concepts that are less affected by the inhibition.
Even though the guidance vector for this concept can no
longer be computed directly, we can use Compositional
Inference to approximate 1t using other concepts and
significantly increase its reproduction rates.

g(c1) g(c1) + g(ce +cq) g(ci) + g(ce +cq) — g(cq)
Attack Al

g(ct + cq) — g(ca)

Zebra standing in the field. + a cake in the shape of zebra

Az = eg(xy, t)+y(eg(xt, c1,t) — €9y, t))
+y(eg(xt, et + cayt) — €a(x, 1))
_7(69(33157 Cd, t) — 69(331*,7 t))
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Car parked by the road. + text that reads car — text, written

Compositional Inference (Prior work)

éo(xs, ¢ t) = €g(@s, t)+y(eo(ze, c1,t) — €g(e, 1)) c¢1 = A horse standing in the field.

+’Y(€9(xt7 C2, t) == 69(1?t7 t))
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c¢1 = A horse standing in the field.

cy = A striped animal.

Recent works>® have explored a property of
Diffusion Models, derived from their energy-based
formulation, which allows for incorporating
additional conditions (prompts) into the generation
process. These conditions can guide the model in
both positive (semantic AND) and negative (AND
NOT) directions.

5. Liu et al.: Compositional visual generation with composable diffusion models (2023) T Ti—1 Zo
6. Brack et al.: The stable artist: Steering semantics in diffusion latent space (2022)
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Experiments

To demonstrate the viability of this attack type, Attack|{Implements|Additional guidance

we test a selection of manually designed attack O1 Al +g(a cake in the shape of ¢;) — g(a cake)

implementations. 02 A1x3 +g(a cake in the shape of ¢;) — g(a cake)

+g(text that reads c;) — g(text, written)

To evaluate the circumvention of each +g(a song about ¢;) — g(a song)

inhibition method, we generate images using 03 A5 +g(ce) — glca)
t) — a

1) original model,

2) inhibited model with standard inference, N1 Al +g(text that reads nudity) — g(text, written)

%) inhibited model with GtACKEATHASHEAGE N2 A3 |+g(nudity, )

+g(naked man )

We then measure the presence of the target N3 A4

concept in each image and aggregate the scores.

Results

Object Inhibition
Avg. over 15 concepts  ESD, UCE, AC

Inhibition Methods:  Concept Presence Metric:
CLIP Score-based
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Generated (GPT3.5)
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